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GHI CHU

Xdy dyng h¢ théng quan ly
hoc tdp tich hop tinh nang
phat hién va nhén dién khuon
mat (FaceID) dé quan ly lop
hoc

- Nghién ciru cac cac hé théng quan 1y hoc tap thuc té

- Nghién ciru cac cong nghé: OpenCV, Yolo, Canvas...

- Thiét ké h¢ thong LMS gbm cac tinh ning;

+ Quan Iy giang vién: hd so giang vién (co hiru va thinh giang), lich day, 16p day, v.v...

+ Quan ly sinh vién: hd so sinh vién, lich hoc, diém sb,.v...

+Quan 1y 16p hoc: Tao 1ép hoc, diém danh, phan nhém, kiém tra, diém sd, xuét danh sach
diém danh, v.v...

- Thiét ké tinh néng FacelD va tich hgp vao hé théng LMS;

+ Xir Iy hinh anh déu vao tir camera dé phuc vu cho cac bude phan tich (computer vision)
+ Xdy dung tinh nang phat hién khuén mat tir camera (object detection).
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Ung dung

Nghién ciru vé deepfake va
cac giai phap phong ch(")ng

- Nghién ciru cac ky thudt Deepfake

- Nghién ciru cac cong cu: Voice Cloning, Al voice synthesis, Microsoft Video
Authenticator, Deepware Scanner

- Nghién ciru va phin tich cong nghé gia mao giong noi:

+ Phan tich Voice Cloning, Al voice synthesis

+ Xéc dinh déu hiéu nhén dién Deepfake voice: ngir diéu, dm thanh nén, do khdp ngi dung
+ Xac dinh cac bién phap phong chéng: xac thuc da yéu té, xac minh qua kénh song song,
voice biometrics

- Nghién ciru va phén tich cac cong cu deepfake video

+ Phén tich Microsoft Video Authenticator, Deepware Scanner

+ Xac dinh dau hiéu nhan dién Deepfake video

+ Xdc dinh cac bién phap phong chdng deepfake vieo
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Nghién ciru

Ung dung k¥ thudt hoc sdu
trong phét hién tin cong img
dung web

-Nghién ciru cac phuong phap tin cong img dung web nhu: URLSs detect, HTTP traffic,
SSRF, command injection v.v...

= Nghién ciru cac k¥ thudt hoc sdu nhu: CNN, LSTM, Bi-LSTM, RNN, Auto-encoder v.v..
- Ung dung mét ki thudt hoe sau hodic két hop vao phat hién bat thuomg dich vu web

- Trién khai mé hinh huén luyén, thirc nghiém céc trén real-world datasets

- So sanh, bién ludn két qua véi cac phuong phap SOTA khac

- Viét img dung minh hoa
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Nghién ciru mé hinh hoc sau
Bi-LSTM két hgp Word
Embedding mg dung trong
phat hién Email lira dao

- Phén tich céc dac trumg ciia email lira ddo (Domain gia mao, tir khoa dang ngd, lién két doc
hai).

- Thu thép va tién xir 1y tap dir liéu email tir cdc ngudn céng khai nhu SpamAssassin, Enron
Corpus, Kaggle, v.v.

- Biéu dién vin bin email thanh dang vector ngir nghia sir dung k¥ thuit Word Embedding
(Word2Vec hoic GloVe).

- X4y dung va huén luyén mé hinh hoc sdu Bi- LSTM dé nhén dién email lira dao dua trén

dir liéu van ban.
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Xay dung hé théng xic thyc
da nhan té (OTP) cho website

-Tim hiéu vé co ché xac thue dang nhép,

- Phan loai va phan tich chi tiét cac co ché xac thuc phé bién (mét yéu td, hai yéu t6, da yéu
18).

- Tim hiéu vé phuong phap sinh ma (HOTP , TOTP)

- Xéy dyng hé thong xac thuc 2 16p (Xdy dung website, tmg dung doc ma OTP/ QR, xéc
thue tin nhén bang Email/ Dién thoai di dong
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Ung dung

Xéy dung tip dir ligu WiFi
Fingerprinting c6 bao vé
quyén riéng tu bing
Differential Privacy

MUC TIEU:

- Pé xuéit co ché Differential Privacy (DP) c6 xét dén murc do quan trong ciia AP.

- Giam thiéu sai 56 dinh vi so véi DP chudn.

- Phén tich so sénh trén dataset da cong bd.

- Panh gia kha nang cong bé dir liéu an toan.

YEU CAU:

+ Téng quan vé& dé tai: Hién nay, nhiéu bo dir li¢u WiFi Fingerprinting da duoc xdy dung
phuc vu cho viée nghién ciru céc hé thong dinh vi trong nha. Tuy nhién, ngay ca khi di liu
da duge 4n danh, van tdn tai nguy co thong tin vi tri nguai ding bi 19 va phuc vu muc dich
khéng tét. Do d6, viée ap dung Differential Privacy dé bao vé tap dir liéu WiFi
Fingerprinting la cAn thiét, ddng thai phai dam bao dir ligu van hitu ich cho bai toan dinh vi,
+ Tim hiéu thuat toan ap dung cho bai toan: Xdy dung phuong phap tao tap dir li¢u ngoai
tuyén WiFi Fingerprinting c6 bao vé quyén riéng tu bing Differential Privacy, dong thoi toi
wu hoa dé chinh xac cia cac mé hinh dinh vi dugce hudn luyén trén dir ligu d6.

+ Cai dat thudt toan: Differential Privacy cho fingerprint DB;

+ Danh gia két qua thyue nghiém: so sanh két qua dinh vi voi dir lidu gdc.

+ Céc chi s6 danh gia: Sai sé dinh vi, accuracy loss, privacy budget

NNLT: Python.
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Dinh vj trong nha dua trén
WiFi Fingerprinting c6 bao v¢
quyén riéng tu ngudi ding
bing Differential Privacy

MUC TIEU:

- Phén tich anh huéng cia Differential Privacy 1én do chinh xéc dinh vi.

- Dé xufit co ché DP thich nghi theo d¢ én dinh ciia RSSL

- So sanh két qua dinh vi trudc va sau cai tién,

- Déanh gis kha nang bao vé quyén riéng tu ngudi ding.

YEU CAU:

+ Tdng quan vé d& tai: Dinh vi trong nha dya trén k§ thuét WiFi Fingerprinting 1a mot trong
nhimg phuong phap phd bién do kha nang tan dung duge ha ting WiFi sén co. Tuy nhién, dir
liéu WiFi fingerprint (RSSI) két hop vai thong tin vi tri la dir liéu nhay cam, c6 thé bj khai
thac dé theo ddi ngudi dung mot calhc bit hgp phap. Do d6, dé bio vé quyén riéng tu ciia
ngudi ding, viée tich hgp Differential Privacy (DP) trong qua trinh dinh vi 1a mét hudng
nghién ciru cin thiét, ¢6 ¥ nghia khoa hoc va thyre tién.

+ Tim hiéu thudt toan 4p dung cho bai toan: Xdy dung mé hinh dinh vi trong nha dua trén
WiFi Fingerprinting, trong d6 dir ligu RSSI ctia ngudi ding duge bao vé bing Differential
Privacy trudc khi sir dung cho bai toan dinh vi.

+ Cai dat thudt toan: Ap dung Local Differential Privacy truc tiép 1én RSSI ciia ngudi ding
trong pha dinh vi tryrc tuyén;

+ Dénh gi4 két qua thire nghiém: so sanh két qua dinh vi trudc va sau khi cai tién.

+ Céc chi sb danh gia: Sai sb dinh vi, accuracy loss, privacy budget

AIAIL T: Darth
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Nghién ciru vé Visual-Audio
Anti-Spoofing trong moi
|trudmg thure:

Hoe diic trung bt bién mién
va thich nghi few-shot

Muc tiéu: Xay dung h¢ Audio-Visual PAD (Face+Voice) phat hién real/spoof tong quat hoa
tét khi déi dataset/thiét bi va co thé thich nghi few-shot v6i midn méi.

Dir liéu: Video mit + audio dbng bd; benchmark cross-dataset/cross-device va k-shot
(1/5/10). Panh gia bing EER, APCER/BPCER, AUC, so sénh Face-only / Voice-only /
Fusion.

Phuong phap: ResNet-18/MobileNetV3 hoiic ViT cho face, ECAPA-TDNN hodc wav2vec
2.0 cho voice; fusion bing late fusion hodic Cross-Attention Transformer. Hoc domain-
invariant véi DANN/Gradient Reversal, hoc bidu dién bing contrastive (InfoNCE/CLIP-
style), va few-shot bing Prototypical Networks (hoac MAML-lite). Trién khai bing PyTorch,
tién xr Iy mat voi MediaPipe/RetinaFace, audio véi log-mel/MFCC.

Link file ké hoach thuc hién:

https://docs.google.com/document/d/1 TQUNTGZGUOVIMvQgGP45Rn0810¢Gmi57Guol Df7
Xf5o/edit?usp=sharing
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Xy dvng hé théng quan Iy
hoc tap tich hgp chir ky sé dé
quén 1y hd so

Nghién ctru, phan tich thiét ké cdc tinh nang, xay dyng h¢ théng quan Iy hoc tip:
Quan Iy gidng vién: hd so giang vién (co hitu va thinh giang), lich day, 16p day, v.v...
Quan ly sinh vién: hd so sinh vién, lich hoc, diém sb...
Quan 1y 16p hoc: Tao 16p hoc, diém danh, phin nhom, kiém tra, diém sd, xudt danh
sach diém danh, v.v. ..
- Xay dung tinh nang chix ky s8 va tich hop vio hé thdng quan 1y hoc tip
+  Nghién ctu vé cac hé ky s6 RSA, DSS, DSA...
+  Xay dymg tinh ning ky s trén céc van ban tich hop vao hé théng quan Iy hoc tap
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Nghién ciru phat hi¢n tin cong
xen giira (Man-in-the-Middle)
qua phén tich chimg chi s6

Nghién ciru co ché hoat dng cua giao thire SSL/TLS va céu triic chimg chi s6 X.509. Xay
dung cdng cu ¢6 kha nang giam sat, phan tich cac dic tnmg cua chimg chi (Fingerprint,
Issuer, Chain of Trust) dé phat hién va canh bao cac cudc tin cong Man-in-the-Middle
(MitM) trong thai gian thuc.

- Nghién ciru kién tric ha ting khoa céng khai (PKI), chuin X.509 va quy trinh bit tay
(Handshake) cia TLS 1.2/1.3.

- Phén tich k¥ thuat tin cong MitM (SSL Stripping, Fake CA) va cach cac cong cu nhu
mitmproxy, Ettercap tao chimg chi gia.

- Thiét ké thudt toan phdn tich sdu (Deep Inspection) dya trén so sanh Fingerprint va kiém
tra sy thay ddi bét thudng cia Issuer (Anomalies Detection) thay vi chi kiém tra chir ky sb
don thudn.

- Xdy dung moi truimg gia lap (Attacker, Victim, Gateway) dé thu thip miu dir liéu chimg
chi "sach" va "doc".

- Xdy dyng Script bt goi tin, trich xuét théng tin chimg chi va canh bao khi ¢6 du hiéu gia
mao trén ngdn ngir Python (thu vién Scapy/OpenSSL).

- Danh gia d¢ chinh xac (Detection Rate) va kha nang giam thiéu canh bao gia (False
Positive) cila cong cy.
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Nghién ciru va trién khai cac
giai thuat bam mét khiu hién
dai (Berypt, Scrypt, Argon2)
trong hé thong xac thuc.

-Nghién ciru cac khai niém vé Salt, Pepper, Work Factor va co ché chong tin céng bang biam
(Rainbow Table).

-Phan tich sy khac bigt vé ky thuit gitra Berypt (CPU intensive), Scrypt (Memory intensive)
va Argon2 (Memory-hard).

-Thiét k& mé hinh thir nghiém so sanh tdc d6 bam va kha ning chiém dung tai nguyén hé
théng (CPU/RAM).

-Xay dyng moi truomg gia 1dp sir dung céac cong cu nhu Hashcat hodc John the Ripper aé
kiém tra d bén cita mat khéu da bam.

-Lap trinh img dung Web/API bing Python (sir dung thir vién passlib hoac argon2-cffi) dé
tich hop va kiém thir cde giai thudt.

-Dénh gid va dua ra khuyén nghi sir dung giai thuat phit hgp dua trén céc tiéu chudn bao
mét hién hanh.
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