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Xdy dung hQ th6ng quen li
hQc tap tich hgp tinh nang
phet hien va nhan dien khu6n
rnal (FacelD) dii qunn ly ldp
hec

- Nghign cuu cAc cdc he th6ng qudLn li hoc t6p thUc tii
- Nghien or:ru cAc c6ng nghe: OpenCV, Yolo, Canvas...
- Thret k6 he th6ng LMS Bdm cac llnh nrrg
+ Qlan l, gieng vien: hii so gi6ng vien (co htu vd thinh gieng),lich dBy, ldp day, v.v...
+ Quen li sinh vien: hd so sinh vi€n, lich hgc, iliim s6,.v...
+Quan li ldp hac: Tao l6p hgc. dilim danh, phan nh6m. kiam tr4 di6m s6, xuir danh s6ch

di6m danh, v.v...
- Thiiit ki: tinh nang lracelD vatich hgp vio hC th6ng LMS:
+ Xt li hinh nnh dAu veo tt camera da phuc vu cho crc budc phan tlch (computer vision)
+ Xey dung tinh nang phat hien khuon mAt & camera (object detection).

L,c Ti Kh6nh,
Vn Dirc Thlnh
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Nghien clru vC decpfake vd
cdc gidi phdp phdng chilog

- Nghien cuu cec k, thuAt Deepfake
- Nghien cfu c6c c6ng cu: Voice Cloning, AI voice synthesis, Microsoft Video

Authenticator, Deepware Scanner
- Nghien ciu va ph6n tich c6ng nghC gie mao giang n6i:
I Phan rlcb Voict Cloning Al voice synthesis
+ Xec dinh diu hieu nhin dien Deepf.ke voie: ngndieu, em thanh nan, dO kh6p noidung
+ Xac dinh c6c bi0n phdp phdng chiing: x6c thuc da y6u t6, x6c minh qua k€nh song song,

voice biometrics
- Nghien cuu va phan tich c6c c6ng cu deepfake video
+ Phen tlch Microsoff Video Authcnticator, Deepware Scanner
+ Xrc dinh diiu hieu nh6n dien Deepfake video
+ Xec dinh c6c bien phep phdng ch6ng deepfa.ke vieo

LC Ti Kh6nh,
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(rnB dung ki thuat hac sau

trong ph{t hien dn c6ng ung
dung web

-Nghien cru cec phuong ph6p tan cdng ung dung web nhu: URLS detect, HTTP traflic,
SSRF, command injection v.v...
- Nghign cnu c6c k9 thuat hac sAu nhu: CNN, LSTM. Bi-LSTM. RNN, Auto-encoder v.y
- Ung dung m6l ki thuat hac sau hoac kat hqp vdo phel hien bit th'rong dtch vu web
- Ttiiin khai md hinh hu^n luyen, thuc nghiem cec tren real-*orld datasets
- So s6nh, bion luan k6t qua vdi cdc phuong phep SOTA khAc
- vi6t 6ng dung minh haa

Pharn VIn Phnng,

Phqm Nguy€n
Huy Phuong
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Nghien cuu mO hinh hec sau

Bi-LSTM k6t hqp word
Embedding tng dung trong
phet hien Email lua deo

- PhAn tlch cAc dac tnmg cta cmail lira dao (Domain gii mao, tir khoe dang ngd, liCn k6t doc
hoi)
- Thu thap vd tian xt l, tdp dt lieu €mait tt cAc ngudn c6ng khai nhu SpamAssassin, Enron

Corpus, Kaggl€, v.v.
- Bi6u di€n vdn bdn email thenh dang vector ngt nghia st dUng ky lhu6t Word Embedding
(Word2vec hoAc Glove).
- Xay dung va huAn luyen md hlnh hQc sau Bi- LSTM d6 nhAn dien emarl ltla dro dlra trgn

d$ lieu van ban.
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tlng dung

- Phen loai var phan tich chi tiat cdc co ch6 xac thuc ph6 bi6n (m0t ydu t6, hai y6u 6, da y6u

t6).
- Ttm hitiu vA phwng phap sinh ma (HOTP , TOTP)
- XBy dvng hl th6ng x6c thuc 2 l6p (xay dgng website, irng dung dQc ma OTP/ QR, xec

r.huc tin nhin bing Emaiu Dien thoai di dong

-Tim hieu xAc th\rc ddng nh6p,

5
X6y du-ng h0 th6ng x6c thuc

ira nh6n t6 (OTP) cho website

NguyEn Htu
Khanh

MMT&AI r"r Nghicn ctu

- Dd xuAt co ch6 Differential Privacy (DP) c6 x6t d6n muc dO quan trQng cta AP.

- ciam lhi€u sai s6 dinh vi so vdi DP chuan.

- Phen tich so senh ren dataset da c6ng b6.

- DAnh gie kha ndng c6ng b6 dt liOu an toan.

YDU cAui
+ Tdng quan va de air llien nay, nhiau bO dt lieu wiFi Fingerprinting da duo,,c xey dung

phpc vu cho viec nghign cuu cec he thi5ng dinh vi trong nhe. Tuy nhien. ngay ca khi dR lieu

da duqc in danh, van d,n tai nguy cd th6ng lin vi lii nguari dtng bi l0 vd phuc vu muc dlch

k}6ng 16l. Do do. viec ap dung Differentiat Privac) dd bdo vC tAp dt tieu wiFi
Fingcrprinting ld can thi6l ddng thdi phai dem beo dii lieu ven h0u lch cho bai todn dinh vi
+ Tlm hi6u thuat toAn ep dung cho bei torn: xay dung phuong phdp teo 6p dtr lie', n8oai

tuyen wiFi Fingerprinting c6 bao vC quyan rieng tu bing Differential Privacy, dtlng lhdi tdi

uu h6a dd chinh xac cUa c6c md hinh dtnh rr duoc huen luyen tren d[ heu d6.

r ( ai dlt lhuat roan: Differenual Privacy cho fingerprinl DB.

' Danh sie kat qua thw nehiem: so stuh kdl que d'nh v' vdi dt li(u g6c.

+ cac chl s6 danh gi6: sai s5 dinh vi, accuracy loss, privacy budget

NNLT: P),thon.

MUC
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Xay dung tap dn lieo WiFi

Fingerprinting c6 beo ve

quyan rieng tu bing
Differential Privacy

n inhdbaafu(rd!.yr MMT&AI'I'T Nghicn cuuDuong Bao Ninh

- Phen tich anh hudng cta Differential Privacy len dO chlnh x^c dinh vi.
- DaixuAt co chi: DP tllch nghi theo dO 6n dinh cna RSSL

- so s6nh k6t qria dinh vi trudc va sau cai ti6n

- Ddnh gia ktanang beo ve quyan riCng tu ngut i dnng.

YEU CAUi
+ T6ng quan vi dd tdi: Dinh vi lrong nha dg"a trgn ki thuAr wiri l'ingerprinting la mot lrong

nh0ng phuong ph6p phd bi6n do kha ning t6n dunB dugc ha ting Wih sin c6. Tuy nhttn, d0

lieu wiFi fingerprint (RSSI) k6t hqp vdi th6ng hn vl tri la d[ heu nhay cem, c6 l]|6 bi khai

thec dE theo doingudidung m6t calhc bat hop ph6p Do do. da bdo ve quyin riEng tu cta
nguUi dung, viec tich hgp Differential Privacy (DP) trong qua trinh dinh vilamot hu6ng

nghien cuu can thi6t, c6 y nghia khoa hQc vd thuc ti6n.

+ Tim hi6u thuat toan ap dung cho bai to6n: XAy dgng mO hinh dinh vi trong nhd dua ren
wrFr Fingerprinlrng. uong d6 dt treu RSSI cta nguoi dung duqc bdo ve beng Drfferenl,al

Privacy lruoc khr st dung cho bei to6n dinh vi

" Cri dAt fiuAt loAn: Ap dung t-ocal Drfferenlral Privacy tr.uc tiap len RSSI cta ngudi dunts

trong pha dinh vitryc tuy6n;
+ Denh 916 k6l qua thuc nghiCm: so sanh k.l qua dlnh vi truoc va sau khi cai li6n
+ C6c chi s6 it6nh gi6: Sai sri dinh vi, accuacy loss, privacy budget

MUC ]'I
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Dinh vi lrong nhd dua ren
wiFi Fingerprinting c6 bao ve

quyan riCng tu ngudi ding
bang Differential Privacy

Tr6n Thi Bich Ven vanttb@hujLclu.y! MMT&A]"II'
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Nghien cuu v.j Visual-Audio
Anti-Spoofing trong m6i
trudng thuc:
Hoc d{c tnmg b6t bi€n niAn

ve thlch nghi few-shot

MUc tieu: Xay d\rng hC Audio-Visual PAD (Facqr-Voice) ph6t hiCn rea.l/spoof t6ng quet hda
t6t khi d6i dataset/thiet bi va c6 rh.i rhich nghi few-shot vdi mien mdi.

Dtr liEu: Video m[t + audio ddng bg; benchmark cross-datasercross-device va k-shot
(U5l10). D6nh gie bing EER, APCERTtsPCER AUC, so s6nh Face-only / Voice-only /
Fusion.

Phuong phep: ResN€t-l8^,tobileNetv3 horc ViT cho face, ECAPA-TDNN hoic wav2vec
2.0 cho voice; fusion bing late firsion hoac Cross-Aftention Transfomer. Hec domain-
invariant vdi DANN/cradient Reversal, hgc biiu di6n bing contrastive (lnfoNCE/CUp-
style), va few-shot bing Prolotypical Networks (hoic MAML-lite). Tridn khai bing PyTorch,
tien xu li rnat vdi MediaPipe/Retina.Face, audio vdi log-melArFcc.
Link file k6 hoach thrc hien:

https://docs.google.corn/documeny'd/lT9uNTGZGUOVlMvQgcP45RnoEI0ccml5TGuolDfl
Xf5o/edit?usp=sharing

D6 Minh ri6n tiendm@huit.edu.vn MM'I&ATTT Nghien cuu
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Xay dung hC th6ng quan li
hoc 6p tich hgp cho ky s6 dii
quert li h6 so

+
Nghian cuu. phen lich $idl kd c6c tinh nlng x6y dung hC th6ng quer ly hac lap

Quan lj gi6ng vi€n: hd so gi6ng vien (co hru va $inh Biang), Iich day, lE dey, v.v.
Qunn li sinh vien: hd so sinh vien, lich hgc, diim sii...
Qu6n li ldp hec: Tao l6p hac, diam dantl phan nh6m, ki6m tra, diam sii, xu6t danh

sech diCm danh, v.v...
- Xay dung tlnh nrng chr k, s6 va tlch hqp veo hC thdng quan ly hQc t4p
+ Nghien cuu vd cic hC ky s6 RSA, DSS, DSA...
+ Xay dgng tinh n,ng k, s6 lren c6c van bnn tich hqp veo he lh5ng quan li hac tap

Pham Van Phtn8,
Vi Duc Thinh

thinhvdahuit edu vn MM'I'&ATTT Ung dung

Nghien cnu phat hien tin c6ng

xen gi&a (Man-in-the-Middle)
qua ph6n lich chr]ng chi s6

NghiCn cuu co ch6 hoat it6ng cta giao thtc SSLn-S ve c6u truc chrmg chi sd X.509. Xay
dUng c6ng cu c6 khe nrng gi6m set, phen tich c6c dAc trung cia chung chi (Fingerprint,
lssuer. Charn of Trust) d6 ph6t hien ve canh bdo cAc cuoc rin c6ng Man-in-rhe-Mrddle
(MiM) trong tidi gian thuc.
- Nghien cuu ki6n truc ha targ kh6a c6ng khai (PKI), chuan X.509 ve quy rrtnh bit tay

(Handshake) cia TLS 1.2/1.3.
- PhAn tich ky thuAt dn c6ng MitM (SSl" Stripping, Fake CA) va cech c6c cOng cu nhu

mitmproxy. Ettercap tao chlmg chi gia.
- Thiat kii lhuAt loen phen tlch seu (Dcep lnsp€ction) dlra ren so serh Fingerprint vd ki6m

tra sg thay ddi bat thudng cia Issuer (Anomalies Detection) lhay vl chi ki6m ra chu k! s6

don thula.
- Xay dung m6i trudng gia lAp (Attacker, Victim, Gateway) d6 thu rhap mlu dU lieu ch(mg

chl 'sach" ve "doc".
- XAy dung Script bit g6i tin, lrich xuat th6ng rin chrmg chi va canh beo khi c6 dAu hieu gia

mao Aen ng6n ng[ ry(hon (thu vien Scapy/OpenSSL).
- D6nh gid dO chlnh x6c @ctection Rate) va khe nAng giam thiau cenh beo gia Galse
Positive) cia cdng cU.

Dinh Huy Hoaig hoangdhuy@huiLsd!! MMT&A'IT[ Nghien criul0



Nghign cuu va tri6n khai c6c
giai thuAt bam mat khdu hien
dai (Bcr}?l Scryp! Argon2)
tlong hC th6ng x6c thuc.

-Nghicn cuu c6c khei niem va salt, Pepper, work lractor vd co ch6 ch6ng tin cdng beng b5m
(Rainbow Table).
-PhAn tlch su khec biet ve ki thual gila Bcrypt (CPU intensive), Scrpt (Memory intensive)

va Argon2 (Memory-hard).
-Thi6t k6 mo hinh thtnghiem so senh 6c dO brm va khe n6ng chiem dung tei nguyen hC

th6ns (CPU/RAM).
-Xey dlrng m6i trudng gie IAp st dung crc c6ng cu nhu Hashcat hoAc John the Ripper rtd

kiem ra dO ban cia m6t khau da blrn.
-LAp ulnh ung dpng web/API bdn8 Pfhon (s'i dung thu vifn passlib hoac at8on2-cffi) di

tich hqp ve kii:m tht cdc giai thuat.
-D6nh gi6 vd dm ra khuy6n nehi sri dung gia' Ouat pht hqp dua tren crc lieu chuan beo

mat hien hlnh.
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