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NBhiCn cnu va trian khsi

Pentesting tren Android
Applications

- Nghien cuu c6c Ioai 16 hiing
- Nghien ctu cac kt thuat pentesting tren Android Applications
- Nghi€n cuu vd triiin khai c6c ky thuAt:

+ Ky thuat ph6n tich linh
+ Ki thuat dich ng'rqc (ben rong APK, Smali, Patchinh ring dung Android)
+ Ki thuat phan tich dong
+ Tlm hi6u ve tri6n khai kiim thri rcn bO c6ng cu Hooking vdi Frida
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Tim hi6u ki lnulat khai thac 16

hdng bdo mNt bing c6ng cu

M€tasploit

-Tim hi6u cac phuong phep khai th{c l5 hdng bao mdt trong hC O6ng mang nhu dich vu

web, dns..

- Tim hirau chtc nang, dlc di6m cia c6ng cu Metasploit
- Ttm hi6u, triiin khai c6c tlnh nrng ktai thac 16 h6ng, thu t}lap th6ng tin, Duy trl trtng thei
ruy cAp, Ki6m thu tu dong v.v..
- Phen tich ve tri6n khai veo ung dung thgc ta vdi ycu cdu xey dtlng trCn nin tdng mang quy

m6 vira
- So seflh vdi cec c6ng cu khec nhu: Nmap, llurp Suite, Nessus ...

- Kit h(rp c6ng cu phen trch gor tin wrreshark di d6nh git k6t qud trrdn khar
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Nghicn ciu va trian khai thtrc

nghiem he fi6ng mang SDN

- Nelien cuu t6ng quan ve mang SDN. kien tr[c ve nguyen li hoal dong.

- Phen rlch su khdc brel grua mang trulin th6ng va mang SDN.

- NghiCn cuu giao thric OpenFlow va vai trd cia SDN Controllcr.
- Thi6t k6 mo hinh rnang SDN phuc vu trian khai thvc nghiem.
- LtIa chQn c6ng cu trii:n khai nhu Minind ve Open vswitch.
- Cai dit va c6u hinh SDN Controller phir hop.

- Tridn kl6i m6 hinh mane SDN thco friiil kii da xu6t.

- Xey dung va tich hqp chtc ning bao mAt cs ban lrtn SDN.
- Thuc nghiem. deLnh g'6 hriu nrng ve muc dO an loan cia hi fi6n8
- Phan lich kat qud ve de ruit hudng ph6t tri6n. md rong he lh6ng sDN bao mel
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Nghi€n cuu va rien khai thuat
toen AES<CN{ trong bao mAt

luu trt d0'lieu qrc b0

Tim hieu sau va ftu6t to6n AES va crc chii dO hoar dong (Block Cipher Modes), tap trung
phan fich uu diam cia CCM so vdi cdc che dO truyan rh6ng nhuCBC hay CTR (vA hieu
n6ng song son8 h6a va tlnh ning xec thuc).
- Nghien cuu va cai dat cac chuan stnh kioa an loan tu mat khAu (Ke) Deflvation

Function - nhu PBKDF2 hoAc Argon2) dO bno ve Hr6a mA h6a chlnh.
Xay dung cau ruc file luu tr& bao g6m: Header (Sah, Nonce,{V), Paylo.d (Ciphenexo ve

Authentication Tag-

- Xay dyng phin mim (tren PC hoac Mobile) cho ph6p ngudi dtng chqn file/thu mpc d€
ma h6a va giai me an toan st dung AES.GCM.

D€mo kich bin rin c6ng sta d6i dt lieu (Bil-flipping atrack) rren fite da ma h6a va
chung minh he U6rg phrt hien duqc ss thay d6i (xec filrc thit bai).

Do ludng t6c dO ma h6a/giei ma (Throughput), mrrc tiCu thu CPU/RAM khi xri ly c6c Iile
kich thudc lon (Big Data). So sdnh hieu nang vdi AES-CBC va HMAC
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NghiCn cfu ki thu6t thty v6n
s6 va xay dung lmg dung beo

vQ bdn quydn 6nh s6

-Tim hi6u va cec k, thuat che Bi6u 6p tin :

r Tim hidu phuong phap vd m6 h,n} thty van s6

+ Tim hiilu vd c6c thuit toen thuy v6n theo mian kh6ng gian anh (SW; WU-LEE; LBS; PCT)
.Tim hreu va cac thuat to6n thriy v6n rheo min rin sr! lOCf; Ow'l.l
- Xey dung chuong trlnh duqc dirng dii nhring anh vAo mot dnh giic nhim beo vC bdm

quyirn s6 cta t{c gid bao gdm c6c chuc nang:
+ Nnan ann goc

+ NhAn aflh c6n thty v6n
+ Nhring thdy van
+ Trlch xuit thUy van
+ T6n c6ng nhi6u
+ Thriy v6n bang Phuong ph6p LSB
+ Thny v6n bing Phuong ph6p DWT
+ Thny v6n biag Phuong ph6p DCT
- So s6nh tinh bdn v0ng cta dAu thty ven gi0a 3 phuorg phAp LSB, DCT vd DWT
bing vi€c th€m t6n c6ng nhi6u vdi aLnh de dugc nhtng thty vAn
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Xay dung rnodule luu tril mAt

khiu an toen st dung giai thuat
Argon2 vd co ch6 ch6ng dn
c6n8 v6t can

- Nghien crru li thuy6t va ham bam mot chiAu, Salr, Pcpper vii cdc didm y6u cta cic thu{t
loen ci (MD5, SHA-l).
- Phan tich c6u tric cia Argon2i, ArBon2d v, Argon2id d6lua chon bi6n th6 phn hqp cho

mqc dlch [!u tri.
- Th'61 kd thual loen gioi han tdc dO dlng nhdp { Rale l.rmitrng) vri co che khoa lar khoa,

tam thdi (Account Lockout) hoic CAPTCHA khi phdt hien d6u hieu vdl c?n.
- Xey dmg m6i trudng tht nghiQm dri m6 ph6ng cac cuoc t6n cdng bam m{t khAu bing

GPU/CPU cuong d0 cao.
- Lap rinh module bing ng6n ngiI P,,thon (thu vien argon2-cffi) hoac Node js.

- Drnh g,a hieu nang va do an lodn cUa hC th6ng dua trCn lhdr gran )\t li vA kha neng
kh6ng lai c6c $iat bi phAn cung chuyen dung (ASIC,/FPCA).
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