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Nghién ciru va trién khai
Pentesting trén Android
Applications

- Nghién ctru cic loai 16 hng

- Nghién ctru céac ky thudt pentesting trén Android Applications

- Nghién ciru va trién khai cac k¥ thuat:

+ K§ thuat phin tich tinh

+ K§ thuat dich nguge (bén trong APK, Smali. Patchinh (mg dung Android)
+ K¥ thudt phan tich déng

+ Tim hiéu va trién khai kiém thir trén bo céng cu Hooking v&i Frida
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Ung dung

Tim hiéu k§ thudt khai thac 13
héng bao mét bing cong cu
Metasploit

-Tim hiéu c4c phuong phap khai thac 15 hdng bao mit trong hé théng mang nhu dich vu
web, dns...

- Tim hiéu chirc nang, dic diém ctia cong cu Metasploit

- Tim hiéu, trién khai c4c tinh nang khai thac 18 hong, thu thap théng tin, Duy tri trang thdi
truy cap, Kiém thir tr dong v.v..

- Phan tich va trién khai vao (mg dung thuc té véi yéu cdu xdy dung trén nén tang mang quy
md vira

- So sanh vdi cac cong cu khac nhu: Nmap, Burp Suite, Nessus ...

- Két hop cong cu phén tich goi tin Wireshark dé danh gia két qua trién khai
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Nghién ciru va trién khai thuc
nghiém h¢ théng mang SDN

- Nghién ctru tong quan vé mang SDN, kién tric va nguyén ly hoat dong.
- Phén tich sir khac biét giira mang truyén thong va mang SDN.
- Nghién ciru giao thirc OpenFlow va vai tro ctia SDN Controller.
- Thiét ké mé hinh mang SDN phuc vu trién khai thyc nghiém.
- Lya chon cong cu trién khai nhu Mininet va Open vSwitch.
- Cai dat va cdu hinh SDN Controller phit hgp.
- Trién khai mé hinh mang SDN theo thiét ké dé xuat.
- Xdy dung v tich hgp chirc nang bao mit co ban trén SDN.
- Thye nghiém, danh gia hiéu nang va mirc d6 an toan cua hé théng.
- Phin tich két qua va d& xuit hudng phat trién, mo rong hé théng SDN bao mét.
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Nghién ciru va trién khai thujt

~ Tim hiéu sau vé thudt toan AES va cac ché do hoat dong (Block Cipher Modes), tip trung
phén tich wu diém cia GCM so véi cac ché do truyén théng nhu CBC hay CTR (vé hiéu
ning song song hoéa va tinh niang xac thyec).

— Nghién ciru va cai dat cac chudn sinh khoa an toan tir mat khéu (Key Derivation
Function - nhu PBKDF2 ho#ic Argon2) dé bao vé khéa ma hoa chinh.

— Xéy dung chu tric file Iuu trir bao gdm: Header (Salt, Nonce/IV), Payload (Ciphertext) va

hoangdhuy@huit.edu.

toan AES-GCM trong bao mdt |Authentication Tag. Dinh Huy Hoang MMT&ATTT |Ung dung
luru triy dif liéu cuc bo — Xdy dung phéin mém (trén PC hoiic Mobile) cho phép ngudi ding chon file/thu muc dé w

md hoa va giai ma an toan str dung AES-GCM.

— Demo kich ban tn cong sira ddi dir liéu (Bit-flipping attack) trén file d@ ma hoa va

chimg minh hé théng phat hién duge sur thay dbi (xac thuc thét bai).

- Po luomg téc dd ma hoa/giai ma (Throughput), mire tiéu thu CPU/RAM khi xir ly cac file

kich thudc l6n (Big Data). So sanh hiéu nang vi AES-CBC va HMAC.

-Tim hiéu vé& cac k¥ thuat che gidu tap tin :

+ Tim hiéu phuong phap va mé hinh thiy vén s6

+ Tim hiéu vé cic thuat toan thiy van theo mién khéng gian anh (SW; WU-LEE; LBS; PCT)

+Tim hiéu vé cac thuat toan thity van theo mén tin sé (DCT; DWT)

- Xay dung chuong trinh dugc ding dé nhiing anh vao mdt anh gc nhim bao vé ban

quyen s0 cua tac gia bao gbm cac chirc nang:

+  Nhén anh gbc
Nghién ctru k§ thudt thay van |+ Nhén anh cén thuy van Pham Vin
sé va xdy dung img dung bao |+ Nhing thiy van Phung, thinhvd@huit.eduvn [MMT&ATTT |Ung dung
vé ban quyén anh sb +  Trich xudt thiy van Vii Dirc Thinh

+ Tén cong nhifu

+ Thuy véin bing Phuong phap LSB

+ Thiy vin bang Phuong phap DWT

4 Thiy van bang Phuong phap DCT

- So sanh tinh bén vimg cia diu thiy véan giita 3 phwong phap LSB, DCT va DWT

bing viée thém tén cong nhidu véi anh da duge nhung thiy van

- Nghién ciru Iy thuyét vé ham bam mét chiéu, Salt, Pepper va cac diém yéu cua cac thudt

toan cii (MDS5, SHA-1).

- Phan tich cdu tric ciia Argon2i, Argon2d va Argon2id dé lya chon bién thé phi hop cho

muc dich luu trir.
Xdy dumg module hwu trir mat | - Thiét ké thudt toan gidi han tbe do dang nhap (Rate Limiting) va co ché khéa tai khoan
khau an toan sir gun% giéi:thuét tam théri (Account Lockout) hoic CAPTCHA khi phat hién ddu hidu vét can. L& Anh Tun wanla@huiteduvn |MMT&ATTT |Nghién ciu
Argon2 va co ché chong tan

cdng vét can

- Xéy dymg moi truimg thir nghiém dé mé phong céc cude tin cong bam mét khiu bing
GPU/CPU cudng dd cao.

- Lap trinh module béng ngon ngir Python (thu vién argon2-cffi) hodic Node js.

- Danh gia higu nang va do an toan cua hé théng dya trén thoi gian xir 1y va kha néing
khang lai cac thiét bi phin cimg chuyén dung (ASIC/FPGA).
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