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Phat hién ma doc dua
trén dac trung hanh vi
sir dung mang hoc sau.

- Cai dit va sir dung cac cong cu thu thap va phén tich luu lugng mang nhim phuc vu viéc nghién ciru hanh vi giao tiép
mang ctia mi doc va phin mém hop 1€, ching han nhu Wireshark, tcpdump, Argus hodc cic méi trudng phan tich ma déc an
toan (sandbox).

- Str dung cac tap dir liéu mang cong khai hoac di liéu ludng mang da duoc xdy dung sin tir cac ngudn uy tin dé phuc vu
cho qua trinh huén luyén va danh gia mé hinh phat hién ma doc.

- Thuc hién cac budc tién xir Iy dit liéu, bao gdm lam sach, chudn hoa va trich xuit diic trung hanh vi tir dit liéu luu lugng
hozc ludng mang nhim biéu dién hiéu qua hoat déng mang cua déi tuong phan tich.

- Xay dung va huén luyén md hinh hoc sdu phu hop cho bai toan phan loai ma dc dya trén hanh vi st dung mang, sir dung
cac thu vién hoc siu phéd bién nhu PyTorch hodc TensorFlow.

- Danh gia hiéu qua ctia mé hinh thong qua céc chi s phd bién trong linh vuc an toan théng tin nhur Accuracy, Precision,
Recall, Fl-score va ROC-AUC.

- So sanh md hinh hoc sau dé xuét véi mdt sé mo hinh hoc may va hoc sau co s& nhim 1am 5 vu diém va han ché cua ting
phuong phap.

- X4y dung chuong trinh hoic mé hinh minh hoa (demo) nhim kiém chimng kha ning {mg dung thuc té cua phuong phap
phat hién ma dgc dua trén phan tich hanh vi mang.
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Nghién ciru

Nghién ciru xay dung
co ché Ma hoa Thich
ung (Adaptive
Encryption), t6i uu hoa
nang luong va bao mat
cho céc thiét bi IoT bién

- Nghién ciru cac chuin ma hoa hang nhe (Lightweight Cryptography - LWC) hién hanh (nhu SIMON, SPECK, ASCON,
PRESENT) va so sanh véi chudn truyén théng (AES).

- Panh gia chi phi nang luong va tai nguyén phin cimg cua timg thudt toan d tao co s& dit liéu cho bd quyét dinh.

- Thiét ké thuat toan/logic chuyén dbi ché do ma hoa dua trén cac tham s diu vao dong: Murc nang lugng con lai cua thiét
bi (%), D6 quan trong cia goi tin, va Diéu kién mang.

- Xay dung md hinh may trang thai (State Machine) cho thiét bi IoT dé quan ly viéc chuyén ddi giira cac mirc dd bao mét
(Cao - Trung binh - Thép).

- Hién thyc héa giai phap trén nén tang phén cimg vi diéu khién phé bién (nhu ESP32 hodc STM32).

- Xay dung mé hinh mang don gian (gém Sensor Node va Gateway) dé demo ludng dit liéu duoc ma hoa dong.

- Po luong thuc té mirc tidu thu niang lugng, thong luong (throughput) va do tré (latency) trong cac kich ban khac nhau.

- So sanh hiéu qua ning luong giira giai phap dé xuit (Adaptive) va giai phap tinh (chi dung AES hoéc chi dung LWC)
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Nghién ciru

Nghién ciru xay dung
hé théng phat hién xAm
nhdp mang dua trén co
ché Self-Attention va
kién tric Transformer

- Dir liéu (Dataset): Str dung tép dir liéu CIC-IDS2017 hodc UNSW-NBI15.

- Nghién ctru chuin héa (Normalization), xir Iy dit liéu thiéu, va dic biét 14 ky thuit SMOTE dé can béng dit lidu (vi mAu tn
cong thuong it hon mau binh thuong).

- Nghién ciru va xdy dung co ché kién triic transformer (IDS-TRANSFORMER).

- Huén luyén, danh gi4 & so sanh dd chinh xac (Accuracy), F1-Score véi cac thudt toan truyén théng (Random Forest, SVM)
- Yéu cu 1ap trinh: Ngbn ngit Python, thu vién PyTorch hoic TensorFlow.
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Xay dung tap dir liéu
WiFi Fingerprinting c6

- Xay dung phuong phap tao tap dir liéu ngoai tuyén WiFi Fingerprinting c6 bao vé quyén riéng tu bang Differential Privacy,
déng thoi tdi uu héa do chinh xac cia cac md hinh dinh vi dugc huén luyén trén dir liéu do.

+ Phan tich két qua thuc nghiém: So sanh hiéu qué ctia md hinh hoc sau véi mét mé hinh hoc may truyén théng.

X ~
bao vé quyén riéng tu | - Cai dit thudt toan: Differential Privacy cho fingerprint DB, NguK)::n;{uu khanhnh@huit.eduvn | MMT&ATTT | Nghién ciru
bang Differential - Panh gia Kkét qua thuc nghiém: so sanh Kkét qua dinh vi voi dit liéu géc.
Privacy - Cac chi s6 danh gia: Sai s dinh vi, accuracy loss, privacy budget
Pinh vi trong nha dua N Ly ey - . R L e n . o L s
trén WiFi - Xay dqu md hinh dinh vi t-rong nha dua trep WiFi 'Fmgt.erpnntmg, trong do dir liéu RSSI cua nguoi dung dugc bao vé bang
Fingerprinting:cb i Differential Privacy tr}xéc khi sir dung cho bai toan dinh vi. . ) DB
. i . .| - Cai dat thuat toan: Ap dung Local Differential Privacy truc tiép 1én RSSI cua ngudi dung trong pha dinh vi truc tuyén; . ninhdb@huit.eduvn | MMT&ATTT Nghién ciru
vé quyén riéng tu ngudi p s kL = - e o g s o i Ninh
N N X . - Danh gia két qua thuc nghiém: so sanh két qua dinh vi trudc va sau khi cai tién.
dung bang Differential i s B Sl h E ; ;
g - Céc chi so danh gia: Sai s0 dinh vi, accuracy loss, privacy budget
Privacy
1. Xay dung hé théng Network Access Control (NAC) ma ngudn mé dé phat hién va cach ly thiét bi la/nhiém ma déc trong
mang LAN
2. Phén tich, d& xuat va cdu hinh cc chinh sach chan/khdng chan cac may c6 hanh vi bat thuomg va tu dong cach ly/chan
3. Bai toan dit ra 1a néu may, thiét bi dap img chinh sach va khong bi cach ly va phat sinh hanh vi bt thuong ngoai chinh
Nghién ciru va trién  [sach thi hé théng NAC s& khong chan, cin x8y dung mét Al NAC thich img dé ting cudng tinh ning NAC
khai AlI-Driven NAC tu | 4. Yéu cdu kién thuc: sinh vién cn c6 kién thic chuyén siu vé mang, ha tﬁng mang, quan tri mang windows, céu hinh thanh
d(f)ry\g h\(’)alqui trin]1 giém th'z_io hé Qiéu hanh may -Ch\:l Windows/Linux, hé théng a0 hoa, thanh thao lap trinh Python va an hiéu cac thuat toan nhim Nguyén Quéc Sir|  sunq@huit eduvn MMT&ATTT Ung dung
sat va cach ly moi de |trién khai dugc Al Engine sing huit.edi v
doa trong mdi truong | 5. Yéu cAu cai diit gdm co:
mang doanh nghiép | + Gia 1ap may chu, dich vu mang, thiét bj mang, méay ngudi dung, thiét bj mang truong hop binh thuong va bét thudng trén
EVE-NG hoic GNS3, va trién khai bd Controller, Collector, Al Engine
+ NAC Controller : PacketFence
+ Data Collector: Zeek hodc tuong duong
+ Al Engine: sinh vién tmg dung Unsupervised Learning (nhu Isolation Forest hodc K-Means) dé phat hién diém bt thuong
Xay dung mdt hé théng mang doanh nghiép gia lap an toan, ¢ kha ning phong thu chiéu sau (Defense in Depth) va sir dung
Al d& phat hién cac bit thuong ma cac cong cu truyén théng bo sot. Tich hop tdi thiéu 03 giai phap bao mat:
- Trién khai Next-Generation Firewall (NGFW) tich hop chirc ning IDS/IPS (Suricata/Snort) dé kiém sot ra/vao va ngin
chan xam nhap mang.
Thiét ké va Trién khai | - Trién khai Web Application Firewall (WAF) (vi du: ModSecurity/Coraza) dé bao vé img dung web khoi cac 13 héng phd
hé théng bao mat da |bién (OWASP Top 10).
16p cho doanh nghiép | -Trién khai h¢ thong SIEM (Security Information and Event Management) dé thu thap log tap trung, giam sat toan ven file Tran Thj Bich . .
tich hop tri tué nhan tao |(FIM) va phat hién ma dc trén cac méy tram (Endpoint). y Vin vanttb@huiteduvn | MMTEATTT | Ung dung
(AlI) trong giam sat va | - Xay dung module Machine Learning, hoc dit liéu log tir SIEM (Wazuh) hozc luwu lugng mang dé phat hién cac miu tén
phat hién tAn cong  |cong bt thuong (Anomaly Detection) ma tap luat (Rule-based) cua Firewall/WAF chua phat hién duoc.
- Gia 1ap tbi thiéu 03 tinh hubng bét thuong:
+ Tén cong 16p tng dung: Hé théng WAF phat hién va chin, Al phén tich log & canh bao
+ Tén céng ma doc/Ransomware:
+ Tén cong tir chéi dich vu (DdoS)
Nghién ctru phuong  |"+Thu thap va xay dung b dit liéu website bao gdbm URL va néi dung HTML cuia c4c website phishing va hop €.
phap phat hién website | + Thyuc hién tién xur ly dir liéu va trif:h xuét dac trung tir URL va ndi dung HTML.
hishing sir dung m6 | + Két hop cac dac trung d trich xuét dé tao dir liéu dau vao cho mé hinh hoc may va hoc sau. Nguyén Thi . N
ll)linh hoi saukéthop |+ Ap dl,?:g mdt md hinh hoc sau d& phén loai website phishing. Héng Thao thaonth@huiteduvn | MMT&ATTT Nehién ciru
dic trung tir URL va | + Panh gia két qua dua trén cac chi sé Accuracy, Precision, Recall va Fl-score.
HTML




Nghién ciru va xay

dung cac kich ban kiém |- Nghién ctru cac 15 hdng CVE dién hinh trén hé diéu hanh va img dung.
thur, khai thac 18 héng | - Phan loai cac 15 héng: Buffer Overflow, Command Injection, SQL Injection, RCE, Privilege Escalation...
9 | hédiéu hanh vaimg |- Xy dung cac kich ban mé phong khai thac 15 héng (trén méi trudng o hoic sandbox) Lé Anh Tuén | tuanla@huit.edu.vn Nghién ciru
dung dua trén dinh | - X4y dung kich ban khai thac giup ning cao nhan thirc, kha ning phong thii va kiém thir xAm nhép.
danh CVE trong méi | - Danh gia mirc d6 anh huéng va bién phap khic phuc
truong thir nghiém
Nghién ciru, phat trién |- Nghién ctru, tim hiéu v& ma doc va cac bién thé Pham Nguyén
1o | thudt toan phat hién mé | - tim hi’éu cac ky thudt hoc may, hoc sau dé ing dung trong bai toan phat hién ma doc Huy Phuong  |phuongpnh@huit.edu.vn Nehién ciru
doc dua trén ki thuat | - Cai tién, phat trién thuat toan Pham Van |, phungpv@huit.edu.vn
hoc may va hoc sau | - Thuc nghiém trén cac bd dir liéu ground-truth, bién luan két qua, so sanh két qua vai cac phuong phap SOTA Phing
Nghién ctru phuong |” Nghién ciru, Atim}hiéu cac k)”l thua.t pbishing hién tai nhu‘ Email, website, QR... Pham Nguyén
o ek 3 - | - Xéy dung hé thong phat hién phishing dya trén NLP va URL features :
phap tan cong bang ky i, - B Huy Phuong  |phuongpnh@huit.edu.vn e
11 tult phishing st dng - Cai tién, phat trién thuat toan ) ) i e —— Nghién ciru
i ; - Thuc nghiém trén cac bd dir liéu ground-truth, bién luan két qua, so sanh két qua véi cac phuong phap SOTA 3
Al - Dé xuit giai phap trién khai cho doanh nghiép trong thyc té Fhiog
Nghién ctru phuong |- Nghién ctru tdng quan cac hé théng IDS/IPS truyén théng va hién dai .
phap phat hién xam | - Ap dung mé hinh hoc sau (LSTM, CNN, Transformer...) d& phat hién: tin cong DoS/DdoS, tin cong quét cdng, brute- Phigtii Ngtyea .
ap hé thé Huy Phuong  |phuongpnh@huit.edu.vn "
12 | nhap hé thong mang |force . Pham Vin phungpv@huit.edu.vn Nahisnetn
dua trén ky thudt hoc | - Thuc nghiém trén bd dir liéu chuan (NSL—KDP, Cl]C-IDSZOl?, UNSW-NBI15) Phung
sau - So sanh hiéu nang vdi cac thuat toan ML truyén thong (SVM, Random Forest)




Trién khai cac tinh
nang bao mat xay dung
img dung quan ly khéa

hoc truc tuyén

* Trién khai trén hé didu hanh Oracle Linux, phén tich, thiét ké va cai dat ing dung quan ly 16p hoc truc tuyén c6 ap dung
cac tinh ning bao mat cua Oracle

* Co so 1y thuyét:

- Khao sat, phan tich, thiét ké hé théng

- Bao mat hé théng théng tin/ bao mat co s& dir lidu

* Cac chirc nang chinh trén website

-Quan ly khoa hoc, hoc vién, gi4o vién, dang ky 16p hoc: c6 két hop cac ky thudt ma hoa thong tin, profile, dinh danh va xac
thuc; kiém toan va giai trinh

- Khéa hoc c6 c6 truy xuit bing ma quét QR

- Quan ly theo d6i mua ban khéa hoc

- Phén quyén va diéu khién truy cap (két hop VPD, OLS)

- Sao luu, phuc héi co s& dir lidu

* Cac chure nang trén app mobie:

- Pang ky, dang nhép, dbi mat khiu

- Xem thong tin khéa hoc, 16p hoc, nguoi hoc, ding ky khéa hoc

* Cong nghé sur dung:

- Web: asp.net mvc, angular, reactjs...

- App mobile: flutter...

- Hé quan tri c& s& dir liéu: Oracle

- Hé diéu hanh: Oracle Linux
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Ung dung

Xay dung hé théng
quan ly hoc téap tich hop
tinh nang phat hién va
nhan dién khuén mat
(FacelID) dé quan ly 16p
hoc

Nghién ciru, phan tich thiét ké cac tinh ning, xay dung hé théng quan ly hoc tap:
Quan Iy giang vién: hd so giang vién (co hitu va thinh giang), lich day, 16p day, v.v...
Quan 1y sinh vién: h so sinh vién, lich hoc, diém sb,.v...
Quan ly 16p hoc: Tao 16p hoc, diém danh, phan nhom, kiém tra, diém s, xuit danh sach diém danh, v.v...
Xay dung tinh ning FaceID va tich hop vao hé théng LMS:
Xir ly hinh anh dAu vao tir camera dé phuc vu cho cac budc phén tich (computer vision)
Xay dung tinh nang phat hién khudn mat tir camera .
Phat trién (mg dung trén 2 nén tang Web va Mobile
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Ung dung
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Phén loai vai tro ngudi

dung trén mang xa hoi

bing phuong phap hoc
may

-Du doan va phén loai vai tro6 nguoi dung trén mang xa hdi, st dung dir liéu dinh lugng tir Twitter Ego Networks. Cac dic
trung nhur cac chi sé Centrality (Degree, Betweenness, Eigenvector, Closeness) va thudc tinh ngudi dung (Num_Features)
duoc khai thac dé xdy dung tap dir liéu dc trung, tir do trién khai quy trinh phén tich gdm:

+Xay dung déc trung phan anh hanh vi va vi tri nguoi dung;

+Gan nhan vai tro dua trén ngudng hodc K-means;

+ Mo phong lan truyén théng tin bing mé hinh SIR dé danh gia anh huong thyc té cua timg vai tro ;

+ Danh gia hiéu qua phén vai bing Silhouette Score va ARIL

+ Bao cao day du ly thuyét, phuong phap trién khai, két qua kiém thir, va phan tich hiéu qua.
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Nghién ciru
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