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Ph6t hien ma doc dua
tr6n tlfc tnmg hAnh vi
su dung mang hgc sdu.

- Cii dit va su dung ciic c6ng cu thu thfp vi ph,in tich luu lugng m4ng nhim phuc vu vi6c nghi€n cuu hinh vi giao tii5p
. .l I '

mAng cua md tlQc vd phdn m6m hqp lQ, chlng han nhu Wireshark, tcpdump, Argus hoic c6c m6i truong phan tich ma d$c an
todn (sandbox).

- Sri dung c6c tip dii li0u mang cdng khai ho{c d& liQu luting m4ng tti <luo. c xiy dpg sin tu cec ngui5n uy tin t!6 phuc vU

cho qua trinh huAn luy6n vi drinh gi6 m6 hinh phrit hi6n md il6c.
- Thuc hiQn c6c buoc tidn xri l;i dti liQu, bao gdm lim sach, chu'in h6a vd trich xuAt dic tnmg hanh vi tu dii li€u luu luqng
hoic lu6ng mang nhim bitiu di6n hi6u qui hoat tlQng m4ng cria rttii tugng phdn tich.
- Xiy dpg va hu6n luyen m6 hinh hoc sdu pht hqp cho bii toan phdn loai mi cl6c dua tr€n hanh vi st dung mang, st dung

crlc thu vign hoc sdu phti Uiiin nhu \Torch ho{c TensorFlow.
- D6nh gi6 hi€u qui cria m6 hinh th6ng qua cdc chi st5 ptri5 bi6n trong linh wc an toen th6ng tin nhu Accuracy, Precision,

Recall, Fl-score vd ROC-AUC.
- So sanh m6 hinh hoc sdu tt6 xudt voi mQt s6 m6 hinh hgc m6y vd hgc siu co so nhim ldm 16 uu di6m vi han ch6 cta timg

phuong ph6p.

- Xdy drmg chuong trinh holc m6 hinh minh hoa (demo) nhim kidm chfug kha ning ung dung thgc ti5 cua phuong phap
ph6t hiQn mi <l6c dga trCn phan tich hdnh vi mang.

Hd Hai Quan quanhh@huit.edu.w MMT&ATTT Nghi€n cm

2

Nghi6n cuu x6y dung
co ch6 Ma h6a Thich

ung (Adaptive

Encryption), r6i tru h6a

ndng luong vi bio mit
cho cac thiiit bi IoT bi6n

- Nghi6n criu cric chuAn mi h6a h?ng nhe (Lightrveight Cryptography - LWC) hi€n hnnh (nhu SIMON, SPECK, ASCON,
PRESENT) vi so srinh voi chuin truyen th6ng (AES).
- Dinh gii chi phi ning lugng vd tai nguy€n phAn cimg cria tiing thuat toen tI6 tao co sd d[ li6u cho b6 quy6t dinh.
- Thi6t kit thuat toin/logic chuydn d6i ch6 dO me h6a dua trCn cec tham s6 dAu vdo tlgng: Muc ntrng luqng cdn lpi cta thi6t
bi (%), DO quan trgng cria g6i tin, vd Didu ki€n mang.

- Xdy d\rng m6 hinh m6y trang th6i (State Machine) cho thilit bi IoT dd quan lj' viQc chuydn ddi giia cic muc clQ bdo mit
(Cao - Trung binh - Th6p).
- HiQn thuc h6a gidi ph6p tr6n ndn ting phin cring vi di6u khilin ph6 bi6n (nhu ESP32 honc STM32).
- Xiy dgng m6 hinh mang <lon ginn 1g6m Sensor Node vd Gateway) d6 demo lui5ng dt liQu ttugc md h6a tlQng.

- Do luong thuc til muc ti6u thu nlng luqng, th6ng luong (throughput) vi cl6 tr6 (latency) trong cac kich ban khric nhau.
- So sanh hiQu qud ntrng luqng gita gini phrip clii xuAt (Adaptive) vn giai ph6p tinh (chi ding AES hoic chi dtng LWC)
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Nghi€n cuu xdy dung
h0 th5ng phnt hign x6m
nhdp m4ng dua tr0n cc
chii Self-Attention vi
kiiln truc Transformer

- Dti liQu (Dataset): Su dung tap dt li6u CIC-IDS2017 ho{c UNSW-NBI5.
- Nghi€n ctru chuitr h6a (Normalization), xu lj dt ligu thii5u, vd itlc bigt ld kI thuAt SMOTE d6 cdn bdng dti liQu (vi m6u tAn

c6ng thudng it hon miu binh thuong).
- Nghi6n cuu vd xiy dmg co ch6 kiiln trirc transformer (IDS-TRANSFORMER).
- HuAn luyQn, d6nh gi6 & so sinh alQ chinh xric (Accuracy), Fl-Score voi cec thuAt toA,n truydn thi5ng (Random Forest, SVM)
- Y6u clu lfp trtnh: Ng6n ngii gthon, thu viQn PyTorch hoic TensorFlow.

Ng6 Qu6c Huy huyno@hrut.edu.w MMT&ATTT Nghien cuu
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Xiy dpng tip drl liQu

WiFi Fingerprinting c6
^lbao vg quyen neng tu

bing Differential
Privacy

- Xdy dtmg phuong ph6p tao tap dt ligu ngoai tuy6n WiFi Fingerprinting c6 bdo vt quyiin ri6ng tu bing Differential Privacy,
tl6ng thoi t6i uu h6a dO chinh xic cta ciic m6 hinh dinh vi rluqc hulin luyen tren d[ lieu al6.

- CAi dit thuat toan: Differential Privacy cho fingerprint DB;
- D6nh gi6 k6t qui thyc nghitm: so srimh kiit qui tlinh vi voi dt liQu g6c.

- Cric chi s5 danh gie: Sai s6 dinh vi, accuracy loss, privacy budget

Nguy6n Hiru
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Dinh vi trong nhi dua
tr6n WiFi

Fingerprinting c6 bio
v6 quyiin ri6ng tu ngucri

dtrng bing Differential
Privacy

- Xiy dyng m6 hinh dinh vi trong nhd dua tr6n WiFi Fingerprinting, trong d6 dt liQu RSSI cta nguoi ding <tuqc bdo vQ bing
Differential Privacy truoc khi st dung cho bdi to6n dinh vi.
- Cei dit thuat toen: Ap dung tocal Differential Privacy truc ti6p l6n RSSI cta nguoi dtng trong pha ilinh vi truc tuy6n;
- Drimh girir k6t qua thqc nghiQm: so s6nh k6t qua dinh vr truoc vi sau khi cdi ti6n.
- Cric chi s6 denh gi6: Sai s6 dinh vi, accuracy loss, privacy budget

Duong Bio
Ninh
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Nghi€n cuu va triiln
khai Al-Driven NAC tu
dQng h6a qui trinh gi6m

s't vi cich ty miii tle

dga trong m6i truong
mpng doanh nghi€p

l. Xny dr;ng hQ th6ng Network Access Control (NAC) m5 ngu6n md tlii phrit hiQn vA c6ch ly thi6t bi lalnhiEm me dQc trong
mang LAN
2. Phan tich, dii xuAt vA cAu hlnh c6c chinh srich chin/kh6ng chdn cric mdy c6 hanh vi b6t thuong vd ru dQng cAch lylchan
3. Bii to{n itit ra li niiu mAy, thi6t bi d6p (mg chinh s6ch vd kh6ng bi c6ch ty vi ph6t sinh hdnh vi b6t thuong ngodi chinh

srich thi hQ thi5ng NAC sE kh6ng ch6n, cAn xriy dung mQt AI NAC thich rmg tli3 tiing cudng tinh ning NAC
4. Y6u ciu ki6n thuc: sinh vi€n cAn c6 ki6n thuc chuy€n s6u v6 mang, ha ti'ng mang, quin tri mnng windows, cau hinh thanh

thao h€ didu hinh miy cht Windows/Linux, hQ thiing rio h6a, thinh thao lap trinh Plthon vi an hitiu c6c thuAt to6n nhim
triAn khai ilugc AI Engine
5. Y6u cAu cii ddt g6m c6:
+ Gie lap mriy chri, dich vu mang, thi6t bi mang, mdy nguoi dung, thiiit bi mang trubng hqp binh thudng va bAt thulng tren

EVE-NG hoic GNS3, vd tri6n khai b0 Controller, Collector, AI Engine
+ NAC Controller : PacketFence
+ Data Collector: Zeek holc tuong tluong
+ AI Engine: sinh vi€n img dpng Unsupervised Leaming (nhu Isolation Forest holc K-Means) <t6 ph6t hi6n <li6m b6t thuong

Nguy6n Qu6c Sri suno@huit.edu.w MMT&ATTT Ung dung
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Thi€t kii vd Tri6n khai
hQ thiing bio mdt <la

l<rp cho doanh nghiQp

tich hqp tri tuC nhan tao
(AI) trong giti,rn sit vd

phrit hi6n lin c6ng

Xiy d\rng mQt hQ th6ng mang doanh nghi€p gin lap an toan, c6 khd ndng phdng thti chidu sdu (Defense in Depth) vd su dung
AI tli5 phdt hi€n cdc b6t thuong me cac c6ng cu truyiin th6ng bd s6t. Tich hqp t6i thiiiu 03 gini ph6p bio m{t:
- Tri6n khai Next-Generation Firewall (NGFW) tich hgp chuc ning IDS/IPS (Suricata/Snort) tt6 ki6m so6t ralvdo vd ngin
chin xim nhflp mang.

- Tri6n klrai Web Application Firewall (WAF) (vi du: ModSecurity/Coraza) ttii bao v6 img dung web kh6i c6c 16 h6ng phii
biiin(OWASPTop l0).
-Tri6n khai h€ th6ng SIEM (Security Information and Event Managemen| dC thu thap log t{p trung, gilim sat toen ven file
(FIM) vd ph6t hien mfl tl6c tr€n c6c mriy tram (Endpoint).

- Xiy dgg module Machine Learning, hoc dt liQu log tu SIEM (Wazuh) hoic luu luong mang tlA ph6t hi€n cac m6u tin
cdng bAt thuong (Anomaly Detection) mi tlp luat (Rule-based) crla FirewalVWAF chua phrit hi6n rluoc.
- Gin hp t6i thiCu 03 tinh hu6ng b6t thucmg:
+ TAn c6ng lop ung dung: H6 th6ng WAF phdt hiQn vi chin, AI phin tich log d canh b6o
+ T6n c6ng ml d0c,/Ransomware:

+ Tin c6ng tu chiii dich w (DdoS)

Tran Thi Bich
Ven
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Nghi6n cuu phuong
ph6p ph6t hiQn website
phishing su dpng m6
hinh hgc sdu kiit hqp
tl{c tnmg tu URL vd

HTML

"+Thu thAp vd xay dUng b0 dt li€u website bao gdm URL vi nQi dung HTML cua cic website phishing vd hqp 16.

+ Thyc hiQn tidn xt lI dt li€u vn trich xu,ir tl4c tnmg tt URL vA nQi dung HTML.
+ K6t hsp cic dic tnmg rti trich xulit dii tao dt li0u tliu vdo cho m6 hinh hoc m6y vd hoc sdu.
'r Ap dung mOt md hinl hoc sdu d6 phdn loai website phishing.
+ Dinh gi6i ki5t qui dua tr6n c6c chi s6 Accuracy, Precision, Recall vd Fl-score.
+ Phan tich k6t qua th\tc nghiQm: So sAnh hi6u quri cria m6 hinh hgc siu voi mQt m6 hinh hqc m6y truyAn th5ng.

Nghi€n ctu
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Nghi6n cuu vi xdy
dmg cic kich ban kii5m

thu, khai thric 16 h6ng

hQ didu hdnh vn ung
dung dua tren dinh

danh CVE trong m6i
truong tht nghiQm

- Nghien cuu c6c 16 h6ng CvE di6n hinh tr€n hQ di6u hanh vd img dung.

- Ph6n loai cic 16 hiing: Buffer Overflow, Command Injection, SQL InjectiorL RCE, Privilege Escalation...
- Xdy dyng cic kich ban m6 ph6ng khai th6c 16 h6ng (tr6n m6i truong do holc sandbox)
- XAy dung kich bin khai th6c giirp nAng cao nhdn thuc, khd ning phdng tht vd kiiim thri x6m nhfp.
- Drffi gi6 mtc it6 6nh huong vi biQn ph6p khic phuc

Nghi6n cuu

l0

Nghi6n cuu, ph6t tri6n

thuat toen phet hien me

clQc dya tr0n ki thuit
hgc m6y vi hqc stu

- Nghidn cuu, tim hi6u vd mi dQc vi cric bi6n thA

- tim hi6u c6c k! thuit hqc miy, ho-c siu d.a ung dung trong bdi todn phdt hiQn mi ttQc

- Cdi tiiln, phrit tri6n thuit todn
- Thuc nghiOm tr6n c6c b0 dft liQu ground-truth, bi€n ludn ki5t quri, so srinh kiit qui voi c6c phuong phdp SOTA

Pham Neuy6n
Huy Phuong

Pham Van
Phmg

nhrronmnhEhrrit edrr
MMT&ATTT Nghi€n cru
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Nghi6n cuu phuong

ph6p rin c6ng beng ky
thuit phishing st dUng

AI

- Nghi6n criu, tim hiilu c6c ki thu{t phishing hi€n tai nhu Email, website, QR...
- Xay dyng hQ th6ng ph6t hien phishing dua tren NLP vi URL featues
- Cni tiiln, phdt tridn thuat to6n
- Thyc nghiQrn tr€n c6c bO dt lieu groud-truth, bi€n ludn ktit qud. so senh k6t qui voi cdc phuong ph6p SOTA
- DA x*it giai ph6p tri6n khai cho doanh nghiQp trong thuc tii

Pham NCuyEn

Huy Phuong

Pham van
Phug

nhrrnnmnhDhrrir edrr
MMT&ATTT Nghi€n criu
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Nghi0n cuu phuong
phip ph6t hi€n xdm
nhdp h6 thi5ng mang

dua tren ky thuat hoc

siu

- Nghi6n cuu t6ng quan c6c hQ th6ng IDS/IPS truydn th6ng vd hiQn tlai
- Ap dung m6 hinh hoc sdu (LSTM, CNN, Transfomer... ) dd phlt hiQn: tAn c6ng DoS/DdoS. tin c6ng quet c6ng, brute-

force
- Thuc nghiQm tren b0 dii li€u chuin INSL-fOO, CIC-IDS2017, UNSW-NBIs)
- So sanh hiQu ningvlr circ thuat toen ML truyiin th6ng (SVM, Random Forest)

Pham NCuyEn

Huy Phumg
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Phirng

nhuoneonh@huit.edu.w

- ohmmv@huit edu.w
MMT&ATTT Nghi6n cm

LC Anh Tuan tuanla@Iuit.edu.w MMT&ATTT



l3

Tri6n khai cac tinh
nlng bio mQt xiy dyng
ung dung quan lj kh6a

hac tryc tuy6n

r Triiln khai tren hQ tli6u hanh Oracle Linux, ph6n tich, thi6t kii vd cai d{t ung dung qu6n lf lop hqc truc tuyiin c6 6p dgng
c6c tinh ning bio mft cta Oracle
t Co sd lf thuy6t:

- Kheo set, ph6n tich, thitit k6 he th6ng
- 86o m6t hQ th6ng th6ng tin/ bio mft co sd dt liQu
r Cic chuc ntrng chinh tr€n website

Quan lf kh6a hqc, hoc vi€n, girio vi6n, ttlng kf lop hqc: c6 k6t hqp cec k! thuAt me h6a th6ng tirl profile, dinh danh vi x6c
thuc; kiiim to6n vd giai trinh
- Kh6a hgc c6 co truy xuAt bing mn qu6t QR
- Quin lf theo d6i mua bin kh6a hoc
- Phdn quydn vi ttiiiu khi6n truy cgp (kiit hqp VPD, OLS)
- Sao luq phuc hdi co sd dt lieu
r C6c chuc n6ng tr6n app mobie:
- D[ng ky, tllng nhfp, eOi mat ruriu
- Xem th6ng tin kh6a hgc, lop hqc, ngudi hqc, dnng kf kh6a hgc
* C6ng ngh6 st dpng:
- Web: asp.net mvc, angular, reactjs...

- App mobile: flutter...
- HQ quan tri cd so dt liQu: Oracle
- H0 <IiAu hnnh: Oracle Linux

NguyEn
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Xiy dtmg hQ th6ng
quin lf hgc t6p tich hqp
tinh n[ng phrit hi€n vd
nh6n di€n kludn mlt

(FacelD) d6 qudn lf lop
hsc

Nghi6n cuu, phin tich thiilt k6 c6c tinh ntrng, xiy dpg hg thi5ng quan ty t o" tap
Quan lf giang vi6n: h6 so giang vi6n (co h0u vi thinh ginng), lich day, lop d4y, v.v...

Qunn li sinh vi6n: h6 so sinh vi6n, lich hoc, cti6m siS,.v.. .

QuAn I lop hqc: Tao lop hqc, diCm danh, ph6n nhom, ki6m tra, diiim s6, xuAt danh sach <tiiim danh, v.v
Xiy d1mg tinh ning FaceID ve tich hgp vio hQ thi5ng LMS:
Xu lf hinh dnh <liu vio tt camera d6 phqc ru cho ciic bu6c phdn tich (computer vision)
Xiy dgng tinh nlng phnt hien khu6n mit tir camera .

Phit tri6n rmg dung tr6n 2 niin tang Web vd Mobile

+
+
+

+
+
+

V[ Dric Thinh,
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Phin loai vai trd nguoi
dirng tr6n mang xi h6i
bing phuong phap hoc

may

-Du dodn vi phdn loai vai trd nguoi dtng tr6n mang xi h$i, sri dung dt IiQu tlinh luqng tt Twitter Ego Nerworks. Cric tttrc
tnmg nhu oic chi s6 Centrality (Degree, Betweenness, Eigenvector, Closeness) vi thuQc tinh nguoi dung (Num*Features)
tluqc khai thac d6 xdy dlrng tap dt liCu dAc trung, tu tl6 tri6n khai quy trinh phdn tich g6m:
+Xay dgng dec trung phin rinh hanh vi va vi tri nguoi dung;
+Gdn nhin vai trd dua tr6n ngudng hoic K-means;
+ M6 ph6ng lan truyAn th6ng tin bing md hinh SIR dii d6nh gi6 mh huong thuc ti! cua tung vai trd ;
+ Dinh gi6 hiQu qui phin vai bing Silhoueue Score vd ARI.
+ Bio c6o diy dti t1i ttruyilt, phuong ph6p triiin khai, k6t qua kiiim tht, vi phin tich hiQu qui.

VU Eric Thinh,
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