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Thi6r k6 va cai dAr he rh6ng
mang cho doanh nghiep co 3

chi nhAnh tren nan tang
Windows Server 2025

- Thitit k6 vd cai dNt hQ rh6ng mmg cho doanh nghiQp c6 3 chi nh6nh vdi cdc y6u cAu sau:
rhi& k6

+ Phan hoach lP
+ Thi6t kA m6 hinh IP
+ ThiCt k6 mO hlnh logic
+ Thi6t k6 0u ve cPo
+ Thi6t k6 DNS, Active Directory, DHCP
+ Thi6t k6 Fib Services.
+ Sites & Replication: dinh nghia Subnet/Site Lin! lich replication.
+ Beo m& phan quyan quen ti theo chi nldnh. cAu hlnl GPO. bar Audir & Logging.

Cdi dA ve ciu htnh
+ Cai dAt Windows Server 2025, cau hinh IP tinlL DNS, NTP.
+ Promote Domain Controller cho domain cha ve cAc domain con.
+ Cdu hinh Sites/Subnets liong AD Sites and Services.
+ Clu hinh DNS, DHCP, DFS, VPN.
+ Tao OU, User, Group, cPO da ki6m so6t chinh sach.
+ Thu nChiCm join m6y tlam ft 3 chi nh6nh vio domain.

Ki6m tra
+ Kidm tra ddng nhap $ng chi ntr6nl.
+ Kidm tra DNS resolution, DHCP cap phet IP, replication gitra cec DC.
+ Ki€m tra failover DHCP, restore System State DC.
+ Do hieu suat: $qi gian deng nhap, t6c dO replication, tinh 6n dinh VPN.
+ D6nh gie mtc d0 beo mat, qudn li tap trung, khe ndng md rong.

K6t que dat duqc
+ Xay dung thaoh c6ng m6 hinh mang doanh nghi€p da chi nh6oh tr€n Windows Sewer

2025.
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xay drng md hini phrl hiCn

xAm nhep bing thuat torn hdi
quy logistic trong hoc mey

- Thu thfp vd chu6n bidt liQu

- Ti6n xt lj dn IiQu: Lim sach vA chuyiin d6i dt li€u d6 m6 hinh hiiiu duqc.
- Phan chra d& ljeu. Chia d* tiCu rhdnh bo dt lieu huan luyen ve kr6m thu.
- Huin luyCn m6 hinh: Hu6n luye,n m6 hinh H6i quy Logistic tren bO dt li€u hurin luy€n.
- Ddnh Bia M6 hinh: Ki€m ua mo hrnh hoar dOnB 16r uen rap dt herJ mdi.
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Xay dung m6i trusng
Honenot m6 phdng he ft6ng
IoT/Sman Homc dC thu thap vd

phen lich cac m6i de doa an

ninh mang

kh6ng an lodn nhu Telflet, 16 h6n8 firmware,... ve cdc ki thuAt t6n c6ng dac tht.
- Thiitt k6 kitin tdrc Honewot, lua chon va tri6n Ltai cec c6ng cu gia lap dich W loT:
Courie, Dionaea,....
- St dung mey ao hoac contamer (Docker) di r?o mor m6i mrong cd lap, an rodn.

- Tridn khai Honeypot l6n m6i trudng mang (lntemet) d6 bit deu thu hir va ghi l?i cac hoat
d$ng dn c6ng: dia chi IP ngudn, cic l€nh duqc thi, cAc tCp tin/ma doc duqc tai lCn.

- Phan tich log, cec miu ma dQc thu thap duqc d€ xAc dinh xu huong tin c6ng : c6c qu6c gia
tin c6ng nhiiu nh6t, m{t khiu ph6 bitin dugc su dung,....
- Xay dung mot dashboard (bing diiiju klirin) d6 truc quan h6a di lieu dn c6ng lheo rhdi
gian thuc.

- I'im hi m{c dinh, dich vuc6c 16 h6ng bao mat ph6 bi6n tren bi IoT : m6t
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Tfueat Hunting lr€n fiamework
MITRE ATT&CK: Ph6n tich
l,og dC phat hien dAu viit cta
T6n c6ng co chu dich trong

m6i lrudng gid lap.

MMI'&ATN'

framework MITRE ATT&CK ctng cec ky thuat, chion thuat vA quy lrinh
cua hacker. Tim hi6u ciich hacker x6m nhap, duy tri quydn truy c!p, leo thang d{c quyin.
- Tri6n klrai mQt h0 thiing quan li vd phan fich log (SIENO. LUa chqn ELK Stack
(Elasticsearch, LoBstash, Kibana) holc Splunk Free. Day la cac c6ng cu ma doanh nBhiep
thuc t6 dang st dung.

- Tim va tei va mot bO dt lieu c6 san duqc thiAt k6 cho vi6c thyc hdnh Threat Huntin8, gqi i
dung Mordor cung cip log windows Evenl Logs ru mot m6r nuong da bt Lin c6ng gie l6p.
Dua bO dt lieu nay vdo hC th6ng SIEM da phan tch
- Dua tr6n ki6n thuc vii MITRE ATT&CK rao ra c6c gid rhuy6r vd c6c chiri l}luar, kich bin
hacker dd t6n c6ng, vd tidn henh vidt cec truy van tr€n Kibana, Splunk dri tim log chung
minh gia thuyilt de dua ra.

- Sau khi c6 bing chung cu th6, EinI bay vi6t brlo c6o didu aa theo m6u ti6u chuan ehan
tich SOC level l, 2) sinh vi6n tim hi6u ilugc g6m: m6 ta hmg buoc cta cuoc tan cdng, cung
cAp minh chimg cu lhla (logs) cho timg ph6t hien, anh xdc cdc henl vi voi cdc ky thuat trong
MITRE ATT&CK
- Dua ra cac qui tic pphal hien msi d6 SIEM co rh6 tu canh bdo hani vr 0Jong lu vd rhuc
hifn kidm tht sau khi dua cec dectection rules nay vao SIEM.

sau-Tim
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[,Ing dgng Machine t eaming
d6 n6ng cao dO chinh xec dinh
vi trong nhd dua tr6n dt liou
wiFi Rssl
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Noi duns thuc hion:
L T6ng quaa vi c6c phuong phdp hoc m6y cho he th6nC dinl vi trong nha dua tren ky thuat
WiFi Fingerprinting.
2. Thu thap dillieu RSSI u cec Access Point t+i phdng Lab
(https://gilhub.com/uongntl983,{PS)

3. Xri li va chuAn h6a dt liQu (lQc nhi6u, trich chon dAc tnmg).
4. Huan luyen m6 hinh AI (ftuat to6n KNN, Rardom Forest).
5 So sdnh k6r que dun vr vqi phuong phap kuyan drdng.

6. Danh grd sar s6 dinl vi vd d6 xudr cdr thrfn.
7. K6t lu6n.

TS. Duong Bao Ninh
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Nghi€n cuu st dung Deep

Leaming da dinh vi trong nhd

oua ucn oau van tay wlft

N0iduDg thrc hi€D:

l. T6ng quan vA c6c phuong phep hoc seu cho h€ th6ng dinh vi trong nhe dua tr€n k, thuat

WiFi Fingerprinting.
2. Xay dung Dalaset Fingerprintin8 WiFi (https://github.comnuongntl983/IPS).

3. Ap dung CNN ho6c LSTM dii du doen vi tri dinh vi.
4. So sani k6r qua dinh vi r&i KNN rruy6n thdng.

5. D6oI gie d0 chinh xec vd th&i giar tinh to6n.

6. K6t luan.
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