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Thiét ké va cai dat hé théng
mang cho doanh nghiép c6 3
chi nhanh trén nén tang
Windows Server 2025

Thiét ké

+ Phén hoach [P

+ Thiét ké m hinh TP

+ Thiét ké mé hinh logic

+ Thiét ké OU va GPO

+ Thiét ké DNS, Active Directory, DHCP

+ Thiét ké File Services.

+ Sites & Replication: dinh nghia Subnet/Site Link, lich replication.

+ Bao mét: phén quyén quan tri theo chi nhanh, cdu hinh GPO, bt Audit & Logging.
Cai dit va cdu hinh

+ Cai dat Windows Server 2025, céu hinh IP tinh, DNS, NTP.

+ Promote Domain Controller cho domain cha va cac domain con.

+ Chu hinh Sites/Subnets trong AD Sites and Services.

+ Céu hinh DNS, DHCP, DFS, VPN.

+ Tao OU, User, Group, GPO dé kiém soat chinh sach.

+ Thir nghiém join may tram tir 3 chi nhanh vao domain.
Kiém tra
+ Kiém tra ding nhap timg chi nhanh.
+ Kiém tra DNS resolution, DHCP cdp phat IP, replication giita cic DC.
+ Kiém tra failover DHCP, restore System State DC.
+ Do hiéu suit: thoi gian dang nhap, téc d§ replication, tinh én dinh VPN,
+ Dénh gia mirc d§ bao mit, quan ly tép trung, kha ning ma rong.
Két qua dat duogc

+ Xéy dyng thanh cong mé hinh mang doanh nghiép da chi nhanh trén Windows Server
2025.

- Thiét ké va cai dit hé thong mang cho doanh nghiép c6 3 chi nhanh véi cée yéu chu sau:
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X4y dung mé hinh phat hién
xam nhap bang thuat toan hdi
quy logistic trong hoc may

- Thu thép va chudn bj dir liéu

- Tién xir ly dit ligu: Lam sach va chuyén déi dir liéu dé mé hinh hiu dugc.

- Phén chia dir liéu: Chia dit liéu thanh b dir liéu huén luyén va kiém thir.

- Huén luyén mé hinh: Huéin luyén mé hinh Hoi quy Logistic trén b dit liéu huén luyén.
- DBanh gia M6 hinh: Kiém tra m6 hinh hoat dong t5t trén tap dir liéu méi.
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Xdy dung moi truong
Honeypot md phong hé théng
ToT/Smart Home dé thu thip va
phan tich cac mbi de doa an
ninh mang

- Tim hiéu céc 16 héng bao mét phd bién trén thiét bj IoT : mat khiu mic dinh, dich vu
khéng an toan nhu Telnet, 16 hong firmware, .. va cac k¥ thudt tin céng dic thil.

- Thiét ké kién trac Honeypot, lwa chon va trién khai cac cong cu gia 1ap dich vu ToT:
Cowrie, Dionaea ,....

- Str dung méy o hodc container (Docker) dé tao mét méi trrong ¢ ldp, an toan.

- Trién khai Honeypot 1én méi truémg mang (Internet) dé bét diu thu hit va ghi lai cac hoat
dong tAn cong: dja chi IP ngudn, cac 1énh duoc thir, cac tép tin/ma doc duge tai lén.

- Phén tich log, cac miu ma déc thu thip duge dé xac dinh xu hudng tin cong : cac qubc gia
tén cong nhiéu nhét, méat khéu phd bién duge st dung,....

- Xay dung mt dashboard (bang diéu khién) dé truc quan hoa dir liéu tAn cong theo thoi
gian thurce.
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Threat Hunting trén framework
MITRE ATT&CK: Phén tich
Log dé phat hién déu vét cua
Tén cOng ¢ chi dich trong
moi truong gia 1ap.

-Tim hiéu sau vé framework MITRE ATT&CK cung cac ky thuat, chién thuft va quy trinh
ctia hacker. Tim hiéu cach hacker xAm nhép, duy tri quyén truy cép, leo thang dic quyén.

- Trién khai mét hé théng quan 1y va phan tich log (SIEM). Lua chon ELK Stack
(Elasticsearch, Logstash, Kibana) hodc Splunk Free. Ddy la cac cong cu ma doanh nghiép
thyre té dang sir dung.

- Tim va tai vé mét by dir liéu co sin duoc thiét ké cho viéc thuc hanh Threat Hunting, gei ¥
dimg Mordor cung cap log Windows Event Logs tir mét méi truémg da bi tin cong gia lap.
Dua bd dit lidu nay vao hé thdng SIEM dé phin tich

- Dya trén kién thirc vé MITRE ATT&CK tao ra cac gia thuyét vé cac chién thuat, kich ban
hacker da tdn cong, va tién hanh viét cac truy van trén Kibana, Splunk dé tim log chimg
minh gia thuyét da dua ra.

- Sau khi ¢6 bing chimg cu thé, trinh bay viét bao cio diéu tra theo mau tiéu chuin (Phén
tich SOC level 1, 2) sinh vién tim hiéu duge gém: mé ta timg budc cia cuge tin cong, cung
cép minh chimg cu thé (logs) cho timg phat hién, anh xdc céc hanh vi vai cac ky thuét trong
MITRE ATT&CK.

- Duara cc qui tic pphét hién maéi dé SIEM c6 thé ty canh bao hanh vi tuwong tir va thuce
hién kiém thir sau khi dura céc dectection rules nay vao SIEM.
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Ung dung Machine Learning
dé nang cao dj chinh xdc dinh
vi trong nha dua trén dir li¢u
WiFi RSSI

N¢i dung thye hi¢n:

1. Téng quan vé cac phuong phap hoe méy cho hé théng dinh vi trong nha dya trén k¥ thuét
WiFi Fingerprinting.

2. Thu thép dir liéu RSSI tir cac Access Point tai phong Lab
(https://github.com/luongnt1983/IPS)

3. Xuly va chuin hoa dit liéu (loc nhiéu, trich chon dac trung).

4. Huén luyén mé hinh Al (thuat toan KNN, Random Forest).

5. So sanh két qua dinh vi véi phuong phap truyén théng.

6. Panh gi sai sb dinh vi va d& xudt cai thién.

7. Két luén.

TS. Duong Bao Ninh
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N§i dung thye hi¢n:
1. Téng quan vé cac phuong phap hoc sdu cho hé théng dinh vi trong nha dua trén k¥ thudt
WiFi Fingerprinting.
Nghién ciru sir dung Deep 2. Xay dung Dataset Fingerprinting WiF1 (https://github.com/luongnt1983/IPS).
6 Learning dé dinh vi trong nha |3 Ap dung CNN hogc LSTM dé du doan vi tri dinh vi.

dva trén diu vin tay WiFi

4. So sanh két qua dinh vj véi KNN truyén thng.
5. DPénh gia d§ chinh xac va thot gian tinh toan.
6. Két luan.

TS. Duong Bao Ninh

ninhdb@huit.edu.vn MTT&ATTT
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