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CHUONG TRINH DAO TAO
(Ban hanh theo Quyét dinh s6:  /DCT, ngay thang nam cua Hiéu
truong trudng Dai hoc Cong nghiép Thuc phidm Tp. H6 Chi Minh)

Nganh dao tao : An toan thong tin
Tén tiéng Anh : Information Security
Trinh d¢ dao tao : DPai hoc

M3 s6 : 52480299

Loai hinh dao tao : Chinh quy

1. Muc tiéu dao tao

1.1. Muc tiéu chung

Muc tiéu cua Chuong trinh gido duc dai hoc chinh qui nganh An toan thong tin
la trang bi cho nguodi hoc:
- Pham chat chinh tri, dao dirc nghé nghiép, c6 strc khoe dé dap tmg yéu cau cua dat
nudc trong thoi ky cong nghiép hda hién dai hoa, thoi ky hdi nhap.
- Kién thtrc vé khoa hoc ty nhién, x3 hoi, cong nghé thong tin, dién tir, truyén thong,
khoa hoc — k¥ thuat mat mi vimg chac dé thich ung tot voi nhiing cong viéc khac
nhau trong nhiéu linh vuc, dong thoi co kién thirc chuyén sdu ciia chuyén nganh An
toan thong tin.
- Kién thuc 1y thuyét va k¥ niang thyc hanh chuyén nghiép vé chuyén nganh an toan
thong tin dé dap tmg nhu cau nghé nghép thuc té cta xa hoi.
- K¥ ning x4 hoi va pham chit c4 nhan can thiét dé lam viéc hiéu qua trong nhom da
nganh va trong mdi trudng qudc té.
- K¥ nang nghién ctru, tu boi dudng chuyén mon, nghién ctu khoa hoc, tu hoc tap
sudt doi dé thanh cong trong cudc séng va nghé nghiép.

1.2. Muc tiéu cu thé

DPao tao trinh d6 dai hoc chuyén nganh An toan théng tin dé sinh vién c6 kién
thirc chuyén mén toan dién, nim vimg nguyén 1y khoa hoc — k¥ thuat, c¢6 k¥ ning thuc
hanh co ban, c6 kha ning lam viéc doc 1ap, sang tao va giai quyét nhitng van dé thudc
nganh An toan théng tin, cu thé chuong trinh trang bi cho sinh vién nhimng kién thirc

sau.



- Kién thirc gido duc dai cuong cu thé nhu: vé Ly luan chinh tri, Khoa hoc tu
nhién, Khoa hoc xa hoi va nhan vin; chu trong cac mon Toan hoc va ky nang g
dung cong nghé thong tin 1am nén tang cho sinh vién khi hoc kién thtrc nganh.

- Kién thirc co sé nganh cu thé nhu: toan chuyén nganh, cac kién thirc co ban vé
cong nghé thong tin nhu k¥ thuat 1ap trinh, cong nghé mang, kién tric may tinh va hé
diéu hanh, co s¢ dif lidu, truyén thong ky thuat s6 va mang may tinh, cong nghé phan
mém va mit ma hoc co so.

- Kién thtrc chuyén sau vé nganh An toan thong tin cu thé nhu: cac k¥ thuat mat
ma, an toan mang may tinh, an toan hé diéu hanh, an toan co s& dit liéu, an ninh ha
téng mang, cac ky thuat tan cong va xam nhap mang, mo hinh bao v€ va cac ky thuat
phong thi chdng tin cong d6t nhap, 1ap trinh an toan, thiét ké cac phan mém va cong
cu dam bao an toan, quan 1y va danh gia diém yéu, cac k¥ thuat kiém tra danh gia an
toan, quan tri mang an toan, cac van dé vé chinh séch, phat luat va chuan héa an
toan...

- Kha nang tu duy hé théng, kha ning trinh bay, k¥ ning nghé nghiép, ki ning
giao tiép, k¥ nang 1am viéc nhom, dao dic nghé nghiép du dé lam viéc trong moi

truong li€n nganh va da van hoéa, hoi nhap dugce trong moi truong khu vuc va quoc té.

2. Chuan diu ra ciia chwong trinh dao tao

a) Co suc khoe, phém chit dao duc tot; kién thic vé phap luét, 1y luan chinh tri va
x4 hoi can thiét dé phuc vu cho su nghiép cong nghi¢p hoa, hién dai hoa dat nudc;

b)  C6 kha niang ap dung céac kién thirc khoa hoc co ban vao cac van dé thudc linh
vuc an toan thong tin;

c)  C6 kién thirc chuyén nganh ddy du dé thich tng cao va lam viéc t6i wu véi cac
hé diéu hanh va ngdn ngit lap trinh khic nhau, cic phan cimg may tinh va cic mang
may tinh khac nhau;

d) Kha ning nhan biét vin dé va hinh thanh ¥ tuéng giai phap k¥ thuat, tham gia
thiét ké va xdy dung cac hé théng, san pham, giai phap k¥ thuat dam bao an toan
thong tin;

e) Kha niang tham gia cai dat, trién khai cac hé thong mang may tinh, cac giai phap
cong nghé dam bao an toan cho mang mdy tinh, mang truyén thong va hé théng thong

tin.



f)  Kha nang khai thic, bao tri va quan tri cac hé thong, san pham, giai phap k¥
thuat an toan thong tin;

g) Khaning t6 chic va diéu hanh c6 hiéu qua trong lam viéc nhém ( da nganh);

h) Kha ning giao tiép hiéu qua thong qua viét, thuyét trinh, thao luan, dam phan,
lam chu tinh huéng, st dung hiéu qua cac cong cu va phuong tién hién dai;

i) Co sy hiéu biét sdu sac vé nganh nghé va trach nhiém dao dirc trong viéc hanh
nghé trong linh vuc an toan thong tin;

j)  Kha ning st dung tiéng Anh hiéu qua trong coéng viéc va giao tiép; Trinh do
tiéng Anh toi thiéu twong dwong TOEIC > 450 hoic Bl theo khung tham chiéu ning
luc tiéng Anh 6 bac;

K)  Hiéu biét vé cac van dé duong dai va c6 y thirc hoc tap suot doi.

3. Chi tiét chuin diu ra va hoc phin chinh twong ing
a)  C6 hiéu biét vé cic nguyén 1y co ban ctia chu nghia Mac — Lénin; Puong 16i
cach mang cua Pang Cong san Viét Nam; Tu twong Hd Chi Minh; ¢6 céac kién thirc co
ban phi hop v6i chuyén nganh dugc dio tao; co sire khoé, dap tng yéu cau xay dung
va bao vé T6 qudc. Cac mén hoc bao gdom:

- Nhimng nguyén 1y co ban cua chi nghia Mac — Lénin 1.

- Nhiing nguyén 1y co ban cta chu nghia Mac — Lénin 2.

- Tu twéng HO Chi Minh.

- Puong 16i cach mang cua Pang Cong San Viét Nam.

- Phap luat dai cuong.

- Gi4o duc thé chat 1.

- Gido duc thé chat 2.

- Gi4o dyc thé chat 3.

- Gi4o duc qubc phong an ninh 1.

- Gi4o duc qubc phong an ninh 2.

- Gi4o duc qudc phong an ninh 3.
b)  C6 kién thic co ban khoa hoc — k¥ thuét, khoa hoc tu nhién, dap Gmg viéc tiép
thu céc kién thire giao duc chuyén nghiép va kha ning hoc tip & trinh do cao hon. Cac
mon hoc bao gdm:

- Phap luat va chinh sach an toan théng tin
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- K¥ nadng lam viéc nhom cong nghé thong tin
- Giaitich B1

- Dai s6 tuyén tinh

- X&c suit thong ké

- Ky nang ing dung cong nghé thong tin

c) C6 kién thirc chuyén nganh day di dé thich ing cao va lam viéc t6i uru voi cac hé
diéu hanh va ngon ngir 1ap trinh khac nhau, cic phan cing may tinh va cac mang
may tinh khac nhau. Cac mén hoc bao gom:

- Toan roi rac.

- Kién tric may tinh.

- Heé diéu hanh.

- Mang may tinh.

- Mang may tinh nang cao.

- Quan tri mang va h¢ théng.
- Céu tric dir liéu va giai thuat.
- Co sd dir liéu.

- Ngobn ngtr lap trinh.

- K§ thuat 1ap trinh.

- Ly thuyét do thi.

- Thiét ké Web.

- Lap trinh tng dung mang.

d) Kha ning nhan biét van d& va hinh thanh y tudng giai phap k¥ thuat, tham gia thiét
ké va xdy dung cac hé thong, san pham, giai phap k¥ thuat dam bao an toan thong
tin. C4c mon hoc bao gom:

- Xac suit thong ke.

- Co so dir liéu.

- Céu tric dir liéu va giai thuat.
- Ngobn ngtt lap trinh.

- Kién triic may tinh.

- Hé diéu hanh.

- Mang may tinh.



- Ly thuyét thong tin.

- Mat ma hoc.

- Truyén thong k§ thuat sé.

- Xay dung ha tAng mang.

- An ninh ha ting mang.

- Quan tri mang va hé théng.

- Hé théng tim kiém, ngan ngira va phat hién xam nhép.

- Danh gid hi€u nang mang.

- Lap trinh tng dung mang.

- Phép chimg k¥ thuat sb.
e) Kha ning tham gia cai dit, trién khai cac hé théng mang may tinh, cac giai phap
cong nghé dam bao an toan cho mang mdy tinh, mang truyén thong va hé théng thong
tin. Cac mon hoc bao gom:

- Mang may tinh.

- Mang may tinh ning cao.

- Xay dung ha tAng mang.

- Truyén thong k¥ thuat sd.

- Truyén va phan tich ludng dir liéu.

- Anninh ha tang mang.

- Quan tri mang va h¢ théng.

- Danh gid hi¢u nang mang.

- Ao hoa va dién toan dam may.

- Hé théng tim kiém, ngin ngira va phat hién xam nhap.

- Cong ngh¢ tuong lra.

- An toan mang may tinh.

- An toan mang khong day va di dong.

- An toan h¢ diéu hanh.

- An toan co sé dur liéu.

- Phap chung k¥ thuat sd.

- Giam sat va ung ctru sy cO an toan thong tin.



f) Kha ning khai thac, bao tri va quan trj cac hé théng, san pham, giai phap k¥ thuat
an toan thong tin. Cac mon hoc bao gom:
- Kién tric may tinh.
- Hé diéu hanh.
- Mang may tinh.
- Mang may tinh ning cao.
- Xay dung ha tAng mang.
- An toan ha ting mang.
- Dbanh gid hi€u nang mang.
- Truyén va phan tich ludng dir liéu.
- Phan tich va xtr Iy ma ddc.
- Kbhai thac dir liéu.
- Giam sat va g ctru sy ¢6 an toan thong tin.
g) Kha ning t6 chirc va diéu hanh c6 hiéu qua trong lam viéc nhom ( da nganh). Cac
mon hoc bao gom:
- K¥ nang lam viéc nhom cong nghé thong tin
h) Kién thic co ban vé chinh sach va to chitc an toan thong tin, cac cong cu danh gia
hiéu ning cta hé thong mang trong doanh nghiép, xay dung va danh gia hé thong
quan 1y an ninh thong tin theo tiéu chuan ISO/IEC 27001:2005 va quén tri hé
théng toan dién. Kha ning giao tiép hiéu qua thong qua viét, thuyét trinh, thao
luan, dam phén, lam chu tinh huéng, su dung hi¢u qua cac cong cu va phuong ti¢n
hién dai. Cac mon hoc bao gém:
- Phap luat va chinh sach an toan thong tin.
- K¥ nang lam viéc nhém cong ngh¢ thong tin.
- Hoach dinh tiéu chuan, chinh sach an toan thong tin cho doanh nghiép.
- DPénh gid hi€u nang mang.
i) C6 sy hiéu biét sau sic vé nganh nghé va trach nhiém dao dirc trong viéc hanh
nghé trong linh virc an toan thong tin. Cac mén hoc bao gom:
- Phép luat va chinh sach an toan thong tin.

- Hoach dinh tiéu chuan, chinh sach an toan thong tin cho doanh nghiép.



j)  Trinh d6 tiéng Anh t6i thiéu tuong dwong TOEIC 450 hodc Bl theo khung tham
chiéu ning luc tiéng Anh 6 bac. Sir dung thanh thao tin hoc vin phong va st dung tét
cac phan mém phuc vu chuyén moén. Cac mon hoc bao gom:

- Anhvian Al.

- Anhvan A2.

- Anhvan Bl.

- Anh van B2.

- Ky nang ung dung cong nghé thong tin.
K) Kién thic vé xay dung hé thong thong tin va trién khai hé thong thong tin, cung
cap khung téng quat dé quan 1y t6 chizc hé théng an toan thong tin va cac bo phan
chte ning. Cac mon hoc bao gdm:

- P 4n mén hoc.

- 6 4n chuyén nganh.

- Thuyc tip nghé nghiép.

- Khéa lun tot nghiép.

4. Ma tran chwong trinh dio tao — chuin diu ra ciia cac hoc phan

Chuin diu ra chwong trinh

STT | Mén hoc/Hoc phin —
al/blc|dje|f|g|h]i |] |k

1 | Tu twéng H6 Chi Minh X

Puong 161 cach mang ctua Dang

Cong San Vi¢t nam

Nhiing nguyén ly co ban cua chu

nghia Mac — Lénin 1

Nhiing nguyén ly co ban cua chu

nghia Mac — Lénin 2

K¥ nang lam viéc nhom cong nghé

5 . X X | X

thong tin
6 Anh van Al X
7 Anh van A2 X




. Chuin diu ra chwong trinh
STT | Mon hoc/Hoc phan

al/bjc|dje|f|g|h

8 Anh van B1

9 Anh van B2

K¥ nang ung dung cong ngh¢ thong

10 ) X
tin
11 | Giaitich B1 X
12 | Pai sb tuyén tinh X
13 | X4c xuat thong ké X X
14 | Gido duyc thé chat 1 X
15 | Gido duc thé chat 2 X
16 | Gido duc thé chat 3 X
17 | Gido duc qudc phong an ninh 1 X
18 | Gido duc qudc phong an ninh 2 X
19 | Giao duc qudc phong an ninh 3 X
20 | Ngon ngir 1ap trinh X [ X
21 | Thyc hanh ngon ngir 14p trinh X [ X
22 | Toan roi rac X
23 | Cau tric dit liéu va giai thuat X | X
Y Thuc hanh ciu tric dit liéu va giai |y
thuat
25 | Cosodir liéu X | X
26 | Thuc hanh co so dir liéu X | X
Phuong phap lap trinh hudng doi
27 wong
28 Thuc héflh phuong phap 1ap trinh
hudng do6i tuong
29 | Kién tric may tinh X X
30 | Mang may tinh X | X | X |X
31 | Thyc hanh mang may tinh X | X [ X |X




Chuin diu ra chwong trinh

STT | Mén hoc/Hoc phin
al/bjc|dje|f|g|h

32 | H¢ diéu hanh X X

33 | Quan tri mang va hé théng X X

2 Th’I_IC hanh quéan tri mang va hé y y
thong

35 | Ky thuit 1ap trinh X

36 | Thuc hanh k¥ thuat 1ap trinh X

37 | Ly thuyét d6 thi X

38 | Thyc hanh ly thuyét d6 thi X

39 | Thiét ké web X

40 | Thyc hanh thiét ké web X

41 | Ly thuyét thong tin X | X

1 Phap Iuat va chinh sich an toan y
thong tin

43 | Mat ma hoc X | X

44 | Xay dung ha tang mang X | X

45 | Thyc hanh xay dung ha tﬁng mang X | X

Hé théng tim kiém, ngin nglra va
46 _ X | X
phat hién xam nhap

Thuc hanh hé thong tim kiém, ngin
47 _ X | X
ngura va phat hi¢ xam nhap

48 | Truyén thong ky thuat so X [ X | X

49 | Mang may tinh nang cao X X | X

50 | Thuc hanh mang may tinh nang cao X | X

51 | Phap chung k¥ thuét sb X

52 | D6 an mon hoc

Hoach dinh tiéu chuan, chinh sich
53 _ . X X
an toan thong tin cho doanh nghi¢p

54 | Ao héa va dién toan dam may X




. Chuin diu ra chwong trinh
STT | Mon hoc/Hoc phan
al/bjc|dje|f|g|h
55 | Banh gia hi¢u nang mang X X
Thuc hanh déanh gid hi¢u ndng
56 X X
mang
57 | Cong ngh¢ tuong lura X X
58 | Thyc hanh cong nghé tuong ltra X X
59 | An toan mang may tinh X X
60 | Thuc hanh an toan mang may tinh X X
An toan mang khong day va di
61 X X
dong
Thyc hanh an toan mang khong day
62 _ X X
va di dong
63 | An ninh ha tang mang X X
64 | Thuc hanh an ninh ha téng mang X X
65 | Lap trinh tng dung mang X X
66 | Thuc hanh 14p trinh tng dung mang X X
67 | Truyén va phan tich ludng dit lidu X | X
Thuc hanh truyén va phan tich
68 . _ X | X
ludng dir licu
69 | Phan tich va xur Iy ma doc X X
Thuc hanh phan tich va xu Iy ma
70 X X
doc
71 | K§ thuat khai thac va tin cong X X
Thuc hanh k¥ thuét khai thac va tin
72 A X X
cong
73 | An toan hé diéu hanh X X
74 | Thuc hanh an toan hé diéu hanh X X
75 | Antoan co s¢ dir li€u X X
76 | Thuc hanh an toan co so dir liéu X | X
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. Chuin diu ra chwong trinh
STT | Mon hoc/Hoc phan

al/bjlc|dje|f|g|h]|i |] |k

77 | Khai thac dit liéu X

Chuyén dé giam sat va ung ciru su
78 , . X X
cO an toan thong tin

Thuc hanh chuyén dé giam sat va
79 . _ X X
ung curu sy co an toan thong tin

80 | Thuc tip nghé nghiép X
81 | D6 an chuyén nganh X
82 | Khoa luan tot nghiép X

5. Vi tri 1am viéc sau khi tot nghiép
Sinh vién nganh An toan thong tin sau khi t6t nghiép ra truong c6 kha nang lam

viéc tai cac don vi/bd phan chuyén vé cong nghé thong tin va mang ciing nhu cc co
quan, t6 chirc, doanh nghiép tmg dung cong nghé thong tin nhu: cic co quan chinh
phu, cac co quan thudc cac linh vuc tai chinh, ngan hang, bao hiém, vién thong, nang
luong dién, dau khi, thuong mai, giao thong van tai... voi cac vi tri cong viéc:

- Quan tri bdo mat may chu va mang.

- Bao mat hé théng, bao mat ha tﬁng, bao mat co sé dir liéu.

- Phan tich, tu vén, thiét ké hé thong thong tin ddm bao an toan.

- Kiém tra, danh gi4 an toan thong tin cho mang va hé théng.

- Ra quét 16 hong, diém yéu va xtr 1y sy cb an toan thong tin

- Lap trinh va phat trién Gmg dung dam bao an toan thong tin.

6. Kha nang hoc tap, nang cao trinh d¢ sau khi ra truong
- Sau mot thoi gian tich luy kinh nghiém, K§ su An toan thong tin c6 du kha
ning dam nhan cac chirc vu quan 1y vé an toan théng tin, nhu Truéng nhém
hodc Giam ddc bd phan dam bao an toan thong tin.
- Co6 nang lyc lam viéc & vi tri can bg nghién clru, cdn b giang day vé An toan
thong tin tai cac Vién, Trung tdm nghién ctru va cac co so dao tao.
- C6 thé hoc tiép lén trinh d6 sau dai hoc ¢ trong nudc va nudc ngoai trong linh

vuc An toan, bao mat thong tin, cong ngh¢ thdng tin.
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7. Thoi gian dao tao: 3,5 nam.

8. Khoi hrong kién thirc toan khoa

Toéng: 120 tin chi (Khéng tinh gido duc thé chat, gido duc quéc phong - an ninh).

9. Pdi twong tuyén sinh
Tét nghiép Trung hoc phd thong hodc tuong duong.

10. Quy trinh dao tao, diéu kién tot nghiép

Theo Quy ché Pao tao dai hoc theo hé thdng tin chi (Ban hanh kém theo Quyét
dinh s6 46 ngay 12 thang 01 nam 2016 cia Hiéu trieong triecong Bai hoc Cong nghiép
Thue pham Tp. Ho Chi Minh).

11. Thang diém

Theo Quy ché Dao tao dai hoc theo hé théng tin chi (Ban hanh kém theo Quyét
dinh s6 46 ngay 12 thang 01 nam 2016 cia Hiéu trieong triecong Bai hoc Céng nghiép
Thiee pham Tp. Hé Chi Minh).

12. Khung chwong trinh dao tao

12.1. CAu triic kién thirc va k¥ ning ciia chwong trinh dao tao

Khoi lwgn
T N¢i dung Tin cl;i)g
1 | Kién thirc gido duc dai cwong 38
2 | Kién thirc giso duc chuyén nghiép 82
2.1 | Kién thtrc co sé khdi nganh, nhom nganh 0
2.2 | Kién thirc co sé nganh 34
2.3 | Kién thirc chung cuia nganh 20
2.4 | Kién thtrc chuyén nganh (néu co) 16
2.5 | Thuyc tap nghé nghiép 4
2.6 | Khoéa luén tét nghiép hodc hoc bo sung 8
Tong khoi lwgng chwong trinh 120
12.2. Cac hoc phan ciia chwong trinh va thoi lwong
Ma 3 S6 hocIt-Ir(.::()’Elzi;ntién
STT h(_:c Tén hoc phan tin chi qu).fé ¢ (b), song, hanh
phan ©).
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I. Khéi kién thirc gido duc dai cwrong 38
I.1. Ciac mon ly ludn chinh tri 10
Nhing nguyén ly co ban cua chu
1 nghia Mac — Lénin 1 2(2.0.4)
Nhiing nguyén ly co ban cua chu
2 nghia Mac — Lénin 2 3(3.0.6)
3 Tu twéng H6 Chi Minh 2(2,0,4)
Puong 16i cach mang cia Pang
4 Cong San Viét Nam 3(3,0.6)
L.2. Khoa hoc xa h{i va nhin vin, quan ly, ky 4
nang mém
Phap luat va chinh sach an toan
S thong tin 2(2,04)
K¥ nang lam viéc nhom cong ngh¢
6 thong tin 2(2,04)
1.3. Ngoai ngir 12
7 Anh van Al 3(3,0,6)
Anh van A2 3(3,0,6) | Anh van Al(a)
9 Anh van Bl 3(3,0,6)
10 Anh van B2 3(3,0,6) | Anh van Bl(a)
I.4. Toan, Tin hoc, khoa hgc tw nhién 12
K¥ nang img dung cong nghé
11 théng tin 3(3.0.6)
12 Giai tich B1 3(3,0,6)
13 Pai s6 tuyén tinh 3(3,0,6)
14 Xéc suit thong ké 3(3,0,6)
L5. Gido duc thé chit 5 {fhong tinh tin chi tich
uy
15 Gi4o duc thé chat 1 2(0,2,4)
16 Gi4o dyc thé chat 2 1(0,1,2)
17 Gido duc thé chat 3 2(0,2,4)
1.6. Gio duc qudc phong — an ninh 8 {él}llong tinh tin chi tich
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18 Gi4o duc qubc phong an ninh 1 3(3,0,6)
19 Gi4o duc quéc phong an ninh 2 3(3,0,6)
20 Gi4o duc quéc phong an ninh 3 2(0,2,4)
1. Khéi kién thirc gido duc chuyén nghiép 8
(Kién thtrc co s¢ nganh, nganh va chuyén nganh)
I1.1. Kién thitc co' s& nganh 34
Phin bit budc 31
Thyc hanh ngon ngir 1ap
21 Ngon ngir 1ap trinh 3(3,06) | .
trinh (c)
22 Thyc hanh ngon ngir 1ap trinh 2(0,2,4) | Ngon ngtr 1ap trinh (c)
. Thuc hanh phuong phéap
Phuong phap 1ap trinh huéng doéi .
23 3(3,0,6) | lap trinh hudng doi
tuong
tuong (¢)
Thuc hanh phuong phap lap trinh Phuong phap lap trinh
24 . 1(0.1,2) .
hudéng doi tuong hudng doi tugng (c)
25 Toén roi rac 3(3,0,6)
, Thuc hanh cau trac dit
26 Cau trac dir li¢u va giai thuat 3(3,0,6) | o
liéu va giai thuat (c)
Thuc hanh cau trac dir ligu va Cau tric dit liéu va giai
27 . 2(0,2,4)
giai thuat thuat (c)
_ Thuc hanh co s¢ dir liéu
28 Co so dit lidu 3(3,0,6)
(©)
29 Thuc hanh co s¢ dir liéu 1(0,1,2) | Co sd dir liéu (c)
30 Kién tric may tinh 3(3,0,6)
Thuc hanh mang may
31 Mang may tinh 3(3,06) |
tinh (c)
32 Thyc hanh mang may tinh 1(0,1,2) | Mang may tinh (c)
33 Hé diéu hanh 3(3,0,6)
Phan tu chon (chon it nh?it‘Z hoc phﬁl} trong cac
hoc phan sau- luu y hoc phan ly thuyét 2 tin chi 3

phai di kém hoc phan thuc hanh 1 tin chi twong
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ung)

' , Thuc hanh quan tri
34 Quan tri mang va hé thong 2(2,0,4) ,
mang va h¢ thong (c)
Thyc hanh quan tri mang va hé Quan tri mang va h¢
35 , 10,12) |
thong thong (c)
Thuc hanh k¥ thuat lap
36 K¥ thuat 1ap trinh 2(204) | .
trinh (c)
37 Thyc hanh k¥ thuat 1ap trinh 1(0,1,2) | K¥ thuat lap trinh (¢)
. Thuc hanh 1y thuyét do
38 Ly thuyét do thi 2(2,0,4) .
thi (c)
39 Thuc hanh 1y thuyét do thi 1(0,1,2) | Ly thuyét do thi (c)
o Thuc hanh thiét ké web
40 Thiét ké web 2(2,0,4)
(©)
41 Thuc hanh thiét ké web 1(0,1,2) | Thiét ké web (c)
I1.2. Kién thirc nganh 48
1. Kién thirc chung ciia nganh 20
Phin bit budc 20
42 Ly thuyét thong tin 2(2,0,4)
43 Mit ma hoc 3(3,0,6)
. Thuc hanh xay dung ha
44 Xay dung ha tang mang 3(3.0,6) | |
tang mang (c)
Thuc hanh xdy dung ha ting X4y dung ha ting mang
45 1(0,1,2)
mang (c)
, , Thuc hanh hé thong tim
H¢ thong tim kiém, ngén ngira va .
46 3(3,0,6) | kiém, ngan ngtra va phat
phéat hién xam nhap )
hién xam nhap (c)
Thuc hanh hé théng tim kiém, H¢ théng tim kiém,
47 ngan ngura va phat hién xam 1(0,1,2) | ngan ngura va phat hién
nhap Xxam nhap (c)
48 Truyén thong k¥ thuét sb 3(3,0,6)
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Mang may tinh (a);

Thuc hanh mang may

49 Mang may tinh nang cao 3(3,0,6) | tinh (a); Thuc hanh
mang may tinh nang cao
(c)
Mang may tinh (a);
Thyc hanh mang may tinh nan Thuc hanh mang ma
50 : ang may g 1012) | ang may
cao tinh (a); Mang may tinh
nang cao (c)
2. Kién thirc chuyén nganh 16
2.1. Chuyén nganh 16
Phin bit budc 4
51 Phép chimg k¥ thuat s6 3(3,0,6)
52 D6 4n mon hoc 1
Phin ty chon: sinh vién chon it nhat 6 hoc phan
trong cdc hoc phan sau (lwu y phai chon du 12 tin 12
chi'va cac hoc phan Iy thuyet 2 tin chi phai di kem
vOi hoc phan thuc hanh 1 tin chi twong ung)
Nhém 1: An toan hé théng 12
Hoach dinh tiéu chuén, chinh
53 sach an toan thong tin doanh 3(3,0,6)
nghiép
54 Ao hoéa va dién toan dam may 3(3,0,6)
o Thyc hanh danh gia hiéu
55 Danh gia hiéu ndng mang 2(2,0,4)
nang mang (c)
Thyc hanh danh gia hiéu nang Danh gid hi¢u nang
56 1(1,0,2)
mang mang (¢)
Thuc hanh cong nghé
57 Cong nghé tuong ltra 2(2,0,4)
tuong Iura (c)
58 Thuc hanh cong nghé tuong lra | 1(1,0,2) | Cong nghé tuong Itra (¢)
59 An toan mang may tinh 2(2,0,4) | Thuc hanh an toan mang
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may tinh (c)
Thyc hanh an toan mang may An toan mang may tinh
60 ) 1(1,0,2)
tinh (c)
) Thuc hanh an toan mang
An toan mang khong day va di )
61 2(2,0,4) | khong day va di dong
dong
(©)
Thuc hanh an toan mang khong An toan mang khong
62 . 1(0.1,2) :
day va di dong day va di dong (c)
_ . Thyc hanh an ninh ha
63 An ninh ha tang mang 2(2,04) | .
tang mang (c)
. An ninh ha ting mang
64 Thyc hanh an ninh ha tang mang | 1(0,1,2) ©
c
Thuc hanh 13p trinh Ung
65 Lap trinh itng dung mang 2(2,0,4)
dung mang (c)
Thuc hanh 13p trinh rng dung Lap trinh mg dung
66 1(0,1,2)
mang mang ()
NhOm 2: An toan théng tin 12
. . Thuc hanh truyén va
Truyén va phan tich luong dir . _
67 . 2(2,0,4) | phan tich luong dir li¢u
liéu
(©)
Thuc hanh truyén va phan tich Truyén va phén tich
68 ; _ 1(1,0,2) | _
ludng dir li€u ludng dir li€u (c)
Thuc hanh phan tich va
69 Phan tich va xtr Iy ma doc 2(2,0,4)
xt ly ma doc (c)
Thuc hanh phan tich va xtr Iy ma Phan tich va xtr ly ma
70 1(0,1,2)
doc doc (¢)
) Thuc hanh k¥ thuat khai
71 K7 thuat khai thac tan cong 2(2,0,4) )
thac tan cong (c)
Thuc hanh k¥ thuat khai thac tan K§ thuat khai thac tin
72 R 1(1,0,2) )
cong cong (c)
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. Thuc hanh an toan hé
73 An toan hé diéu hanh 2(2,0,4) .
di€u hanh (¢)
74 Thuc hanh an toan hé diéu hanh | 1(1,0,2) | An toan hé diéu hanh (c)
_ Thuc hanh an toan co so
75 An toan co s¢ dir licu 2(2,0,4) _
dir liéu (¢)
, An toan co so dir liéu
76 Thyc hanh an toan co sé dir licu | 1(1,0,2) ©
c
77 Khai thac dir liu 3(3,0,6)
Nhoém 3: Sinh vién tw chon it nhait 4 h_ocphdn
trong 2 nhom 1 va nhom 2 (luu y phai chon du 12 12
tin chi va hoc phdn ly thuyet 2 tin chi phai di kem
hoc phan thuc hanh 1 tin chi twong ung)
3. Thue tip nghé nghi¢p 4
4. Khéa luin tot nghiép hoic hoc bo sung 8
78 Khoa luan t6t nghiép 8
Hoc bd sung (d6i v6i trweong hop khong 1am g
KLTN)
L Thuc hanh chuyén dé
Chuyén dé giam sat va img cuu su _
79 , _ 3(3,0,6) | giam sat va ing ctru sy
co an toan thong tin , _
c0 an toan thong tin (c)
L Chuyén dé giam sat va
Thuc hanh chuyén dé giam sat va ,
80 , _ 1(0,1,2) | Ung clru sy cO an toan
ung curu sy ¢o an toan thong tin .
thdng tin (c)
81 D6 an chuyén nganh 4
Tong khoi lwong toan khoa 120
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13. Ké hoach giang day: 3,5 nim (7 hoc ky)

Hoc ph?m:
T | Ma hoc . S6 hoc trudc (a),
. Tén hoc phan .
T | phan tin chi tién quyet (b),
song hanh (c).
Hoc ky 1: 21 Tin chi
Hoc phén bit bujc 21
K¥ nang img dung cong nghé
1 > TBTETHETEIEE 32
thong tin
Thyuc hanh ngén ngir
2 Ngon ngir 1ap trinh 3(3,0,6)
1ap trinh (c)
3 Thuc hanh ngén ngir 1ap trinh 2(0,2,4) | Ngon ngir 1ap trinh (c)
4 Anh vin Al 3(3,0,6)
. . ' Khong tinh tin chi tich
5 Giao duc quoc phong anninh 1 | 3(3,0,6) 5
uy
L Khong tinh tin chi tich
6 Gido duc the chat 1 2(0,2,4)
liy
7 Toan cao cap Bl 3(3,0,6)
Nhitng nguyén 1y co ban cua
8 SRR Y et 2(2,0,4)
chu nghia Mac — Lénin 1
Hoc ky 2: 21 Tin chi
Hoc phan bit budc 21
1 Cau trac dir liéu va giai thuat 3(3,0,6)
Thuc hanh cau tric dit liéu va
2 . 2(0,2,4)
giai thuat
3 Kién tric may tinh 3(3,0,6)
. . Khong tinh tin chi tich
4 Giéo duc thé chat 2 1(0,1,2) 5
uy
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Hoc ph?m:

T | Ma hoc . S6 hoc trudc (a),
. Tén hoc phan ,
T | phan tin chi tién quyét (b),
song hanh (c).
5 Toan cao cap B2 3(3,0,6)
Nhitng nguyén 1y co ban cua
6 . 3(3,0,6)
chu nghia Mac — Lénin 2
7 Anh van A2 3(3,0,6) | Anh van Al (a)
_ , _ Khoéng tinh tin chi tich
8 Giao duc quoc phong anninh 2 | 3(3,0,6) s
uy
Hoc ky 3: 19 Tin chi
Hoc phén bit bujc 19
1 Tu tuong HO Chi Minh 2(2,0,4)
2 Anh van Bl 3(3,0,6)
3 Toan roi rac 3(3,0,6)
_ Thuc hanh co sé dix
4 Co so dir ligu 3(3,0,6)
liéu (¢)
5 Thuc hanh co s¢ dir liéu 1(0,1,2) | Co so dir liéu (¢)
6 Hé diéu hanh 3(3,0,6)
L Khong tinh tin chi tich
7 Giao dyc thé chat 3 2(0,2,4)
Iiy.
Giao duc quoc phong an ninh Khéng tinh tin chi tich
8 2(0,2,4)
3AB lay.
Hoc ky 4: 23 Tin chi
Hoc phin bit bujc 20
Puong 10i cach mang ctia Pang
1 3(3,0,6)
Cong San Viét Nam
2 Xac suat thong ké 3(3,0,6)
3 Phuong phap 1ap trinh hudng 3(3,0,6) | Thuc hanh phuong
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Hoc ph?m:

T | Ma hoc . S6 hoc trudc (a),
. Tén hoc phan .
T | phan tin chi tién quyét (b),
song hanh (c).
doi tuong phép lap trinh huéng
dbi twong (¢)
Thuc hanh phuong phap 1a Phuong phap lap trinh
4 PUmEPI IR 0y | e
trinh hudng doi tugng hudng do6i tugng (c)
5 Anh van B2 3(3,0,6) | Anh van BI1 (a)
Mang may tinh Thyc hanh mang ma
6 s may 33,06) | s
tinh (c)
7 Thuc hanh mang may tinh 1(0,1,2) | Mang may tinh (c)
8 Ly thuyét thong tin 2(2,0,4)
Hoc phz}in tw chgn
(Sinh vién chon hai trong cdc hoc phin sau- luu 3
Y hoc phan Iy thuyét 2 tin chi phdi di kém hoc
phan thuc hanh 1 tin chi twong img)
) Thyuc hanh quan tri
1 Quan tri mang va hé thong 2(2,0,4) ,
mang va h¢ thong (c)
Thuc hanh quan tri mang va hé Quan tri mang va hé
2 A : 1012) | :
thong thong (c)
Thuc hanh k¥ thuat 1ap
3 K¥ thuat lap trinh 2(2,0,4) .
trinh ()
4 Thuc hanh k¥ thuat 1ap trinh 1(0,1,2) | K¥ thuat lap trinh (c)
.. Thuc hanh Iy thuyét do
5 Ly thuyeét do thi 2(2,0,4) ‘
thi (¢)
6 Thuc hanh 1y thuyét do thi 1(0,1,2) | Ly thuyét do thi (c)
L Thyc hanh thiét ké
7 Thiét ke web 2(2,0,4)
web (C)
8 Thuc hanh thiét ké web 1(0,1,2) | Thiét ké web (c)
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Ma hoc
phén

Tén hoc phin

So

tin chi

Hoc ph?m:

hoc trudc (a),
tién quyét (b),
song hanh (c).

Hoc ky 5: 18 Tin chi

Hoc phin bit budc 18
Phép luat va chinh sach an toan
1 A 2(2,0,4)
thong tin
2 Mat ma hoc 3(3,0,6)
Mang may tinh (a);
Thyc hanh mang may
3 Mang may tinh nang cao 3(3,0,6) | tinh (a);
Thyc hanh mang may
tinh nang cao (c);
Mang may tinh (a);
] A Thyuc hanh mang may
Thyuc hanh mang may tinh nang ]
4 1(0,1,2) | tinh (a);
Ccao
Mang may tinh nang
cao (c);
5 Truyén thong k¥ thuét so 3(3,0,6)
. Thuc hanh xay dung ha
6 Xay dung ha tang mang 3(3,0,6) | .
tang mang (c)
Thuc hanh x4y dyng ha tan Xay dung ha tan
7 : y dung ha tang 1(01.2) y dung ha tang
mang mang (c)
K¥ nang lam vi¢c nhom cong
8 : 2(2,0,4)
nghé thong tin
Hoc ky 6: 20 Tin chi
Hoc phén bit budc 8
1 Phép ching k¥ thuat so 3(3,0,6)
2 He¢ thong tim kiém, ngan ngira 3(3,0,6) | Thyuc hanh hé thong
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Hoc ph?m:

T | Ma hoc . S6 hoc trudc (a),
T | phan Ten hoe phan tin chi tién quyét (b),
song hanh (c).
va phat hién xam nhép tim kiém, ngan ngira va
phat hién xam nhap (c)
Thuc hanh hé théng tim kiém, Hé théng tim kiém,
3 ngan ngua va phat hién xam 1(0,1,2) | ngan ngura va phat hién
nhap xam nhap ()
4 Do 4n mén hoc 1
Hoc phan tu chon (Sinh vién chon it nhdt 4 hoc
phd‘n tw 1 trong cdac nhom tu chon 1, 2, 3 va chon
i 12 tin chi- leu ¥ hoc phan 1y thuyét 2 tin chi 12
phdi di kém hoc phan thuc hanh 1 tin chi twong
ung)
1 Ty chon (nhom 1, 2, 3) 12
Hoc ky 7: 12 Tin chi
Hoc phén bit budc
1 Thuec tp nghé nghiép 4
Khéa luin tot nghiép hoic hoc bd sung 8
1 Khoa luan t6t nghiép 8
Hoc b6 sung 8
o ) Thuc hanh chuyén dé
. Chu}’/én de gidm sat va ung ciru 3(3.0,6) | gifm st va g citu sy
su cO an toan thong tin .
c0 an toan thong tin (¢)
Thuc hanh chuyén dé giam sét Chuyén dé giam sat va
2 va tng ctru sy ¢b an toan thong | 1(0,1,2) | tng ctru sy ¢b an toan
tin thong tin (c)
3 D6 an chuyén nganh 4
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TP. Ho chi Minh, ngay 03 thang 03 nam 2017
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14. M6 ta tom tat ndi dung va khoi lwgng cac hoc phin

14.1. Tw twéng HO Chi Minh ()
chi

2 tin

Hoc phan nay bao gdm cac ndi dung sau:
Khai quét vé co so, qua trinh hinh thanh va phat trién Tu tuéng HO Chi Minh.

Nhitng ndi dung co ban cta Tu twong H6 Chi Minh vé van dé dan toc va cach
mang giai phong dan tdc, vé cht nghia xa hdi va con duong quéa do 1én chii nghia
xa hoi ¢ Viét Nam, vé bang Cong san Viét Nam, vé dai doan két dan toc va
doan két quéc té, vé dan chu va xay dung nha nudc cua dan, do dan, vi dan va vé

van hoa, dao duc va xay dyng con ngudi mai.

14.2. Puwong 16i cach mang ciia Pang Cong San Viét nam () 3tin
chi

Hoc phan nay bao gdm cac ni dung sau:

Su ra doi cia Pang Cong san Viét Nam — chu thé hoach dinh duong 16i cach

mang Viét Nam.
Qua trinh hinh thanh, b6 sung va phat trién duong 16i cach mang cua Dang.

Nghién ctru mot s6 linh vuc co ban cua thoi ky doéi moi va két qua thuc hién

duong 16i cach mang ctia Pang trong tién trinh cach mang Viét Nam.

14.3. Nhirng nguyén ly co ban ciia chi nghia Mac — Lénin 1 () 2 tin
chi

Hoc phan nay bao gom cac ndi dung sau:
Nhap mon nhitng nguyén 1y co ban ctia chu nghia Mac-Lénin
Van dé co ban cta Triét hoc: mbi quan hé gitra vat chét va y thic

Nhitng nguyén 1y co ban cia phép bién chimg duy vat: Nguyén 1y vé mdi lién hé

phd bién va nguyén 1y vé su phat trién.

Cac quy ludt co ban ctia phép bién chung duy vat: Quy luat chuyén hoéa tir

nhing sy thay d6i vé luong thanh nhing su thay doi vé chit va nguoc lai; Quy
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luat thong nhat va diu tranh giita cic mat d6i 1ap; Quy luat phu dinh cua phu

dinh.

Nhitng ndi dung co ban cua chu nghia duy vat lich sir: Vai trd ctia san xuat vat
chét va quy luat quan hé san xuét phu hop voi trinh d6 phét trién cua luc luong
san xut; Bién chirng cua co sé ha tﬁng va kién trac thuong tﬁng; Tn tai xa hoi
quyét dinh y thirc xa hoi va tinh doc 1ap twong ddi cua y thic xa hoi; Hinh thai
kinh té - x3 hoi va qua trinh lich st - ty nhién cta sy phat trién cac hinh thai kinh
té - xa hoi.

14.4. Nhirng nguyén ly co ban ciia chi nghia Mac — Lénin 2 () 3tin

chi
Hoc phan nay bao gom cac ndi dung sau:

Hoc thuyét kinh té cia Chu nghia Mac-Lénin vé phuong thiic san xuat Tu ban

chu nghia.

Khai quat nhimg ndi dung co ban thudc 1y luin cia Cha nghia Mac-Lénin vé chu

nghia xa hoi va chu nghia xa hi hién thyuc va trién vong.

14.5. K¥ nang lam viéc nhém cong nghé thong tin () 2 tin
chi

Hoc phan nay bao gom cac ndi dung sau:

K§¥ ning mém nhu: giao tiép, thuyét trinh, dién dat y twong, quan Iy cong viée ca
nhan, xir Iy tinh hubéng. Trong mén hoc chu yéu tap trung cho cac bai tap sinh
hoat tap thé, cac cude hop "brain-storming" dé gitp sinh vién hinh thanh céac k¥
ning mém trong cong viéc, bén canh dé ciing t6 chirc cc lan sinh hoat di ngoai
tap thé dé sinh vién c6 thé tng dung va luyén tp cac k¥ ning dugc hoc thong

qua cac hoat dong vui choi.

Thong qua mon hoc, sinh vién phai luyén dugc tinh ndng dong, manh dan, théng
than trao doi; biét hoi, biét ling nghe, nim dugc cac nguyén tic quan trong trong

giao tiép
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14.6. Anh vin Al () 3 tin

chi
Hoc phan nay bao gom céc ndi dung:

Chuong trinh nay bao gdm 06 bai hoc tir bai 1 dén bai 6. Mdi bai hoc gdm mot
phan tir viung, mot phan hudéng dan ngir phap rd rang va cu thé, cac bai tap ngir
phap, va mot bai kiém tra nhé (Mini test) dé gitip sinh vién lam quen véi hinh

thirc danh gia cua bai thi TOEIC do ETS t6 chc.

Nhitng k§ ning giao tiép tiéng Anh: Nghe, N6i, Doc, Viét theo dinh hudng
TOEIC dat muc d6 twong dwong tién trung cap (Pre-intermediate). Tur kién thirc
da hoc, nguoi hoc cé thé tu hoc va nghién ctru dé nang cao trinh do cua minh,

phuc phu cho cong vi¢c sau nay.

14.7. Anh viin A2 () 3 tin

chi

Hoc phan nay bao gém cac ndi dung:

Chuong trinh nay bao gom 01 bai hoc tir bai 7 dén bai 12. Mdi bai hoc gdm mot
phan tir vung, mot phan hudéng din ngit phap rd rang va cu thé, cac bai tip ngi
phap, va mot bai kiém tra nhé (Mini test) dé gitip sinh vién 1am quen véi hinh
thirc danh gia cua bai thi TOEIC do ETS t6 chic.

Nhiing k¥ ning giao tiép tiéng Anh: Nghe, Néi, Poc, Viét theo dinh huéng
TOEIC dat mirc d6 twong duong tién trung cap (Pre-intermediate). Tir kién thtrc
da hoc, nguoi hoc ¢o thé tu hoc va nghién cuu dé nang cao trinh d¢ ctia minh,
phuc phu cho cong viéc sau nay.

14.8. Anh van B1 () 3 tin

chi
Hoc phan nay bao gom cac ndi dung;:

Chuong trinh nay bao gém 06 bai hoc tir bai 1 dén bai 6. Mdi bai hoc gém mot

phan tir vung, mot phan hudng dan ngit phap rd rang va cu thé, cac bai tap ngir
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phép, va mot bai kiém tra nhé (Mini test) dé gitip sinh vién 1am quen véi hinh

thire danh gia cua bai thi TOEIC do ETS t6 chire.

Nhiing k§ ning giao tiép tiéng Anh: Nghe, Néi, Poc, Viét theo dinh huéng
TOEIC dat mic d6 twong duong tién trung cap (Pre-intermediate). Tir kién thirc
da hoc, nguoi hoc céd thé tu hoc va nghién ctru dé nang cao trinh do cua minh,

phuc phu cho cong viéc sau nay.

14.9. Anh van B2 () 3tin
chi

Hoc phan nay bao gom cac ndi dung:

Chuong trinh nay bao gdm 01 bai hoc tir bai 7 dén bai 12. Mdi bai hoc gdm mot
phan tir vung, mot phan huéng din ngit phap rd rang va cu thé, cac bai tip ngit
phap, va mot bai kiém tra nhé (Mini test) dé gitip sinh vién 1am quen véi hinh
thirc danh gia cua bai thi TOEIC do ETS t6 chic.

Nhitng k§ ning giao tiép tiéng Anh: Nghe, N6i, Doc, Viét theo dinh hudng
TOEIC dat mic d6 twong dwong tién trung cap (Pre-intermediate). Tur kién thirc
da hoc, nguoi hoc cé thé tu hoc va nghién ctru dé nang cao trinh do cua minh,
phuc phu cho cong vi¢c sau nay.

14.10. K¥ ning wng dung cong nghé thong tin () 3tin
chi

Hoc phan nay bao gdm céc ndi dung:

Téng quan vé may tinh: Lich sir phat trién may tinh, hé thong thong tin, cac
thanh phan cua hé thong mdy tinh, mang may tinh.

Hé diéu hanh Windows: Lich sir phat trién cua hé diéu hanh Windows, dic diém
ctia hé diéu hanh Windows, cac thanh phén co ban cuia hé diéu hanh Windows.
Internet: Téng quan vé Internet, cac trinh duyét Web va cac hoat dong trén
Internet.

Ngbn ngir 1ap trinh C: Cdu tric cta chuong trinh C va giai bai toan co ban bang

ngdn ngtt 1ap trinh C.
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Tin hoc vin phong: Kién thirc co ban vé cac chuong trinh ing dung trong vin

phong.

14.11. Giai tich B1 ()

Hoc phan nay bao gdm céac ndi dung sau:

Gi61 han, lién tuc, dao ham, vi phan cia ham $6 mot bién sb;
Tich phan bét dinh, xac dinh va suy rong;

Chubdi s6 va luy thira;

Tich phan bdi 2, tich phan duong loai 1,2; ing dung cua tich phan.
Phuong trinh vi phéan cap 1,2 cic dang co ban.

14.12. Pai s6 tuyén tinh ()

Hoc phan nay bao gdm céc ndi dung sau:

Ma tran — Dinh thirc.

Hé phuong trinh tuyén tinh.

Khong gian vector.

Anh xa tuyén tinh.

Dang toan phuong.

14.13. XAac suat thong ké ()

chi

Hoc phan nay bao gom cac ndi dung sau:

3 tin chi

3 tin chi

3 tin

Ly thuyét x4c suat, bién ngau nhién ro1 rac va mdt so luat phan phoi xac suat

Ly thuyét mau va cac bai toan co ban cta thong ké nhu udc lugng vé mot trung

binh va mét ty 1€, kiém dinh gia thuyét vé mot trung binh va moét ty 1€.

Hoi quy va trong quan
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14.14. Gi4o duc thé chat 1 ()

chi

Hoc phan nay gdm céc ndi dung sau:

Khai quat vé mon Dién kinh.

K§ thuat chay cy ly ngan.

K§ thuat chay cu ly trung binh.

K§ thuat nhay xa kiéu ngdi.

Bai thé duc phat trién chung: 30 dong tac.

14.15. Giao duc thé chit 2 ()

chi

2 tin

1tin

Hoc phan nay gdom céc ndi dung sau: O hoc phan nay sinh vién chon lya 1 trong

2 mon thé thao (bong chuyén, boi 101) dé tham gia luyén tap (cha y nén lya chon

cac mon thé thao phu hop véi didu kién va nganh nghé minh dang theo hoc).

Mon béng chuyén:

+ + + + + o+ +

Lich sir phat trién mon bong chuyén.
Mot s6 dicu luét co ban.

K§ thuat chuyén bong.

K7 thuat dém bong.

K¥ thuat phat bong cao tay (nam).
K§ thuat phat bong thap tay (ni¥).

Phuong phép t6 chirc thi dau va trong tai.

Moén boi 161

+ + + + +

Pic diém ciia mon boi 10i.

Mot sb diéu luét co ban.

Lam quen véi nudc.

Phuong phap ho héap (thd nudc) .

Ky thuat 1am noi, ludt nudc.
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+ Kj¥ thuat boi truon sip.
+ Mot sé phuong phap tu ciru trong boi 16i.

+ Phuong phép t6 chirc thi ddu va trong tai.

14.16. Giao duc thé chit 3 () 2 tin

chi

O hoc phﬁn nay sinh vién lya chon 1 trong 2 mon thé thao (VO thuat hoac Cau
16ng) dé tham gia luyén tap (chd y nén lya chon cdc mon thé thao phu hop vai
nganh nghé minh dang theo hoc.

Mon Cau 16ng:

Lich str phat trién mon cau 16ng.

Mot s6 diéu ludt co ban.

K§ thuat cam vot.

Ky thuét cAm cau.

K§ thuat di chuyén.

Phuong phap giao ciu va d& giao cau.

Mot sb phuong phap tin cong co ban.

+ + + + + + + +

Phuong phép t chtrc thi dau va trong tai.
Mon Teakwondo:

Lich sir phét trién mon Teakwondo.
Mot s6 diéu luat co ban.

Ky thuat dung tan.

K§ thuat dam.

K§¥ thuat do.

Ky thuat da.

Bai quyén so 1.

+ + + + + + + o+

Phuong phép to chtrc thi dau va trong tai.
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14.17. Gi4o duc qudc phong an ninh 1 () 3 tin

chi
Hoc phan nay bao gom cac ndi dung:

Nhitng vin d& co ban Hoc thuyét Mac — Lenin, tu twéng HO Chi Minh vé chién

tranh, quan doi va bao vé To qudc.

Xay dung nén quoc phong toan dan, an ninh nhan dan.

Céc quan diém ctia Pang vé chién tranh nhan dan.

Xay dung luc luong vii trang nhan dan.

Két hop phat trién kinh té - xa hoi véi ting cudng cung c6 qudc phong, an ninh.
Nghé thuat quan sy Viét Nam qua cac thoi ky.

14.18. Gio duc qudc phong an ninh 2 () 3tin

chi

Hoc phan nay bao gdm céac ndi dung:

Phong chéng chién luge “diém bién hoa binh” bao loan, 14t do.. .
Phong chéng dich tién cong bang vii khi, cong nghé cao.

Xay dung lyc luong dan quan tu v¢, du bi dong vién.

X4y dyung va bao vé chii quyén lanh thd, bién gidi qudc gia.

Mot s van dé dan tdc, ton gido...

An ninh qudc gia, trat tu an toan xa hoi.

Xay dung phong trao toan dan bao vé an ninh qudc gia.

Phong chéng toi pham, t€ nan xa hoi.

14.19. Gifo duc qudc phong an ninh 3 () 2 tin
chi

Hoc phan nay bao gdm céac ndi dung:

Diéu 1énh d6i ngii tay khong.
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- Piéu lénh d6i ngii don vi.

- Str dung ban db.

- bia hinh quéan su.

- Gioi thi€u vii khi bd binh.

- Bing b6 vét thuong chién tranh.

- Mot s6 k¥ nang co ban thyc hanh ban sung ticu lién AK.

- Huén luyén nhiing dong tic co ban chién thuat chién dau b binh va céc tu thé

van dong trén chién truong.

- Céch quan sat phat hi¢n muc ti€u, 19i dung dia hinh, dia vat ctia cdc nhan trong

chién dau.

14.20. Ngon ngir 1ap trinh () 3 tin

chi
Hoc phan nay bao gdm céc noi dung sau:

- Céc kién thtrc vé€ nhiing khai niém trong ngdén ngir 1ap trinh C: cac kiéu dir li€u, cau

1énh xuét nhap dir li¢u.
- Céc kién thirc, cach st dung va van dung céc cau lénh diéu khién.
- Nhitng kién thirc v& mang 1 chiéu, mang 2 chiéu va nhimng thao tic co ban trén kiéu
dir li¢u mang.
- K¥ ning phan rd mot bai toan thanh cac bai toan nho hon bang cach str dung ham.
- Cé4c kién thirc vé b nhé, con tro, kiéu dit lidu c6 céu tric.
- K§ nang tong hop van dé dé giai mot mot bai toan thuc té.
14.21. Thuc hanh ngon ngir 1ap trinh () 2 tin chi
Hoc phan nay bao gdm cac ndi dung sau:
- Thuc hanh cac k¥ nang vé cai dat 1 bai toan trén IDE Visual C++.

- Lap trinh va thao tac véi céac kiéu dir liéu cac cau Iénh.
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- Phan tich, thiét ké va hién thuc céac chuong trinh bf;“lng cach van dung chuong trinh

con.
- Tiép can kién thirc vé ki€u dir li€u co6 cau tric va file, xay dung cac chuong trinh.

14.22. Phuwong phap lp trinh huéng ddi twong () 3 tin
chi

Hoc phan nay bao gom céc ndi dung sau:

— Cac khai niém can ban vé phuong phap 1ap trinh huéng dbi twong: 16p, doi
twong, ké thira, da hinh.

— Céch phan tich bai toan theo phwong phap hudng dbi tuong, phan tich theo mo
hinh 3 16p.

14.23. Thye hanh phwong phap lap trinh hwéng doi twong () 1 tin

chi

Hoc phan nay gdm cac ndi dung sau:
— Thuyc hanh vé phuong phap 1ap trinh hudng dbi tuong: 16p, ddi tuong, ké thira,

da hinh.
— Cach phan tich bai toan theo phwong phap hudng ddi twong, phan tich theo mé
hinh 3 16p.
14.24. Toan roi rac () 3tin
chi

Hoc phan nay gom céac noi dung sau:

Phép tinh ménh d&, dang ménh d&, qui tic suy dién, vi tir, lvong tir, nguyén 1y qui

nap.
- Thuat toan, do phurc tap thuat toan, s6 nguyén, ma tran.

- Tap hop, 4nh xa, phép dém, giai tich t6 hop, cac nguyén ly, hé thirc truy hdi, quan

hé twong duong, quan h¢ thir tu, dan.
- Pai s6 Bool va ham Bool.
14.25.Céu tric dir liéu va giai thuit () 3 tin chi

Hoc phan nay gom cac ni dung sau:
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Céac phuong phap t6 chirc va phan tich, thiét ké dit liéu két hop véi viéc phat

trién tu duy giai thuat trén may tinh.

Céu tric dir liéu tinh nhu mang, ngan xép, danh sach lién két.

Céu trac ciy nhi phan, B-Tree, bang bam.

D0 phure tap cua thuat toan.

14.26.Thuc hanh ciu tric dir liéu va giai thuat () 2 tin chi

Hoc phan nay gdm céc nodi dung sau:

K§ ning cai dit cac thuat toan tim kiém, sip xép trén mang.

K§ nang st dung cdy vao giai quyét cac bai toan thuc té.

Cai diat B-Tree, bang bam.

K¥ néng tinh todn d¢ phtrc tap ctia cac thuat toan

14.27.Co s dir liéu () 3 tin chi

Hoc phan nay bao gdm céc ndi dung sau:

Khai niém vé co s& dit liéu, hé co s¢ dir liéu, qué trinh phat trién co s& dit liéu,
md hinh thyc 14 thé két hop, mo hinh quan hé.

Ngbn ngit dai s6 quan hé, ngdn ngit truy van SQL.

Rang budc toan ven: Rang budc trén mot quan hé, rang budc trén nhiéu quan h¢.
Phu thudc ham, khoa, bao dong, cac dang chuan hoa.

14.28.Thwc hanh co sé dir liéu () 2 tin chi
Hoc phan nay bao gom cac noi dung sau:

Xay dyng ddi tuong: tao bang, Diagram, View.

Truy xuét dit liu: 1€nh Select, ky hi¢u *, Distinct, Like, Order by, cac ham théng

ké, ménh dé Group by, truy van con.
Lénh cap nhat dir li¢u: Insert, Delete, Update.

Tao rang budc toan ven: cau truc Constraint, Trigger.
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14.29. Kién tric may tinh () 3 tin chi
Hoc phan nay gom céc ndi dung sau:
Céu triic co ban ctia phan ctmg va phan mém mdy tinh.

Khai niém vé vi xtr 1y, bus, bo nhd va thiét bj nhap xuat, tip 1énh hop ngir cua vi

xtr 1y Intel
Cac hé théng s6 va bo logic s6 hoc.

Lap trinh hop ngir.

14.30. Mang may tinh () 3 tin chi

Hoc phan nay gom céc ni dung sau:

Toéng quan vé mang mdy tinh, cac thanh phan cia mang may tinh, phan loai

mang LAN — WAN, nhiing loi ich va dich vu mang may tinh.
Mo hinh kién trac hé théng mé va chirc nang mdi ting.

Céc loai phuong tién truyén dan hiru tuyén va vo tuyén, cac thiét bi trong moi

truong mang.
Kién trac va d6 hinh mang.

B0 giao thitc TCP/IP va cac chudn IEEE.

14.31. Thye hanh mang may tinh () 1 tin chi

Hoc phan nay gém céc noi dung sau:

Céch thirc bAm cap mang.

CAu hinh dia chi IP tinh va dong.

Céc dong 1énh co ban quan ly mang.

CAu hinh co ban véi cac thiét bi mang co ban Hub, Switch, Router, Access point.
Cai dit va cAu hinh mang Workgroup/Domain.

Két ndi gilra cac thiét bi va quan tri mot s6 dich vu trong mang may tinh.

14.32. H¢ diéu hanh () 3 tin chi

Hoc phan nay gdm cac ndi dung sau:
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- Téng quan vé hé diéu hanh, cdu tric hé diéu hanh, cac thanh phin va phuong

phap quan 1y t6 chic cia mot hé didu hanh hoan chinh.

- Khai niém vé tién trinh, tiéu trinh, dong bd hoa tién trinh, gidi thidu giai thuat
dinh thoi CPU va cach danh gia giai thuat.

- Khai niém Deadlock, cach thirc quan 1y bo nhd va cach to chirc hé thng tap tin.

14.33. Quén tri mang va hé thong () 2 tin chi

Hoc phan nay bao gom cac ndi dung sau:

- Cung cip cho SV nén tang vé méi truong mang Workgroup va Domain, gitp SV
trién khai va quan tri hé¢ théng mang dua trén HPDH MS Windows Server
2003/2008/2012/1016.

- No6i dung chinh: DC, Account, File, print, GP, luu trit, giam sat h¢ théng, sao

luu phuc hoi.

- Cung cip cho SV kién thirc va kha ning phan tich, thiét ké duoc kién tric mang

doanh nghiép trén nhiéu Site.

- Noi dung chinh: X4y dung Active Directory cho Domain Tree va Forest, ciu
hinh Trust Relationship, Replicate dir li¢u gitta cac DCs, quan tri su cd trong

Active Directory (AD), 1ap ké hoach sao Iuu va phuc hdi AD database.
- Céc dich vu mang; router, dhcp, web, ftp, dns,....

14.34. Thue hanh quan tri mang va hé thong () 1 tin chi

Hoc phan nay bao gdm céc ndi dung sau:
- Xaydung 2 DC cho 01 Domain.
- Tao va quan ly cac AD Objects (User, Group, Computer, OU).
- Phan quyén va quan 1y tai nguyén mang (file va print).
- Quan tri mang bang GP (User, Computer).
- Giam sat hoat dong cua Server (CPU, RAM, Disk, Network).

- Quan Iy luu trit (Tao RAID, Disk Quota), sao luu phuc hdi (OS, data)..
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Thiét ké va xdy dung hé thong Active Directory vdi Domain Tree, Tree Root, va

Forest.

B6 tri va quan 1y cac chirc nang ctia DC: Global Cataloge, Flexiple Single Master
Operation.

Quan tri cac su cd trong AD vo1 NTDSUTIL
Str dung cong cu BACKUP dé sao luu va phuc hoi csdl ciia AD khi ¢6 su cb.
Trién khai Cac dich vu mang; router, dhcp, web, ftp, dns,....

Cai dat va ciu hinh dugc cac dich vu mang Linux (Samba, DNS, DHCP, Web,
FTP, Mail,...).

Xay dung dugc firewall vai Squid, IP Tables cua Linux.

Theo ddi va t6i wu duge hé thdng dich vu mang Linux..

14.35. Ky thuit lap trinh () 2tin

Hoc phan nay bao gdm cac ndi dung sau:

Kién thirc vé lap trinh logic, phong cach 1ap trinh.

Danh gia do phtic tap cua gidi thuat.

Kién thuc 1ap trinh trén cac ngon nglr bac cao nhu C++, C#, Java.
K¥ ning viét cac chuong trinh, cac thuit toan trén may tinh.

K¥ nang phén tich va xay dung cac thuat toan.

K§¥ ning van dung cac thuat toan dé viét chuong trinh bang cac k¥ thuat xu ly
mang, xtir Iy chudi, dé quy, k¥ thuat chia dé tri, tham lam, nhanh cin va qui

hoach dong.

14.36. Thwe hanh ky thuat 1ap trinh () 1 tin

Hoc phan nay gom cac ni dung sau:

Thuc hanh 13p trinh trén cac ngén ngir bac cao nhu C++, C#...
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Thuc hanh k¥ ning viét cac chuong trinh, cac thuat toan trén may tinh.

Thuc hanh k¥ nang phan tich va viét duoc cac thuat toan van dung céac k¥ thuat
xr 1y co ban mang, chudi, dé quy va mot s6 k¥ thuat nang cao: chia dé tri, tham

lam, nhanh can va qui hoach dong.

Viét chuong trinh nhu dém, phan viéc t6i wu, bai toan ba 16, chia thuong ...

14.37. Ly thuyét do thi () 2 tin

chi

Hoc phan nay bao gdm cac ndi dung sau:
Do thi c6 hudng, vo hudng, don d6 thi, da d6 thi, bac cua dinh, duong di, chu

trinh, ddi chu trinh, tinh lién thong.

Bi€¢u dién do thi trén may tinh: ma tran ké, ma tran trong s, ma tran lién keét,

danh sach canh, danh sach ké.
Cay khung, cay khung ngén nhat, thuat toan DFS, BES, Kruskal, Prim.

Puong di Euler, dudng di Hamilton, duong di ngan nhat, cic thuit toan tim

duong di ngan nhat: Ford-Bellman, Dijkstra, Floyd.

Mot s6 Gmg dung.

14.38. Thuc hanh Iy thuyét dd thi () 1 tin

chi

Hoc phan nay gom céac ndi dung sau:

Nhap/xuat do thi, doc/ghi file dir licu do thi, to chic lwu trir va biéu dién do thi
trén may tinh bing cac cAu trac nhu: ma tran ké, ma trin trong s6, ma tran lién
két, danh sach canh, danh sach Ké.

Cai dat cac thuat toan vé cay khung: DFS, BFS, Kruskal, Prim.

Cai dit cac thuat toan vé duong di: Euler, Hamilton, Ford-Bellman, Dijkstra,
Floyd.

14.39. Thiét ké web () 2 tin

chi
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Hoc phan nay bao gém cac ndi dung sau:
- Téng quan vé internet, Web.
- HTML: Mot sb tag co ban cua HTML vé dinh dang, chén céc doi tuong.
- CSS: Kién thtrc vé CSS, st dung CSS dé thiét ké giao dién website

- Dreamweaver: Giao dién va cach st dung Dreamweaver dé thiét ké nhanh 1

trang web
- JavaScript: Gi6i thiéu co ban vé& ngdn ngir kich ban JavaScript .

14.40. Thyc hanh thiét ké web () 1 tin
chi

Hoc phan nay gdm céc ndi dung sau:
- Téng quan vé internet, Web, CSS
- HTML: M6t s6 tag co ban cua HTML vé dinh dang, chén cac doi tuong.

- Dreamweaver: Giao dién va cach st dung Dreamweaver dé thiét ké nhanh 1

trang web
- JavaScript: Gi6i thiéu co ban vé ngdn ngir kich ban JavaScript trong thiét ké web

14.41. Ly thuyét thong tin () 2 tin
chi

Hoc phéan cung cap cho ngudi hoc nhiing kién thtrc co ban cta Iy thuyét thong tin,

bao gom:

- Do do luong tin

- Sinh ma tach duoc

- Kénh truyén tin rdi rac khong nhé

- Stra 161 kénh truyén
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14.42. Phap luit va chinh sach an toan thong tin () 2 tin chi

Hoc phan nay bao gdm cac noi dung sau:

Nhiing quy dinh chung: Giai thich tir ngit trong an ninh thong tin, chinh sach cua
nha nude, nhiing hinh thirc vi pham va x Iy trong an ninh thong tin

Bdo dam an toan thong tin mang: Bao v€ thong tin mang, bdo vé thong tin ca
nhan, bao vé hé théng thong tin, ngan chan xung ddt an ninh thong tin.

Mat mé dan sy: Trach nhiém t6 chirc, ca nhan kinh doanh mat ma dan su, ndi vé
van dé nhap va xuét khidu mat ma dan su

Tiéu chuin, quy chuan k¥ thuit an toan thong tin mang: Tiéu chuén, quan 1y,
danh gia quy chuan hop quy k¥ thuat an toan thong tin mang, quan 1y tiéu chuan,
quy chuan k¥ thuét an toan théng tin mang

Kinh doanh trong linh vyc an toan thong tin, phat trién ngudn nhan Iyc an toan
thong tin

Quan 1y nha nudc vé an toan thong tin mang va diéu khoan thi hanh

14.43. Mat ma hoc () 3 tin chi

Hoc phan nay bao gom céc ndi dung sau:
Céc kién thirc co ban nang cao trong linh vuc 1y thuyét mat ma.
Céc nguy co an ninh trong mang may tinh.

Céc phuong thic sir dung cac phuong phap mat ma khéa bi mat va cong khai dé
giai quyét cic nhiém vu bdo vé an toan thong tin trong cac mang may tinh va

mang vién thong.
Céc van dé sir dung giai phap k¥ thuat trong dam bao an ninh mang.

Trién khai cac (mg dung mat ma trong an toan thong tin.

14.44. X4y dung ha ting mang () 2 tin chi

Hoc phan nay bao gom cac ndi dung sau:

Giai thich dugc ciu tao, qua trinh khoi dong va 10S cua Cisco Router.
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Trinh bay dugc cach xay dung bang dinh tuyén va qua trinh Path Determination

va Switching ctia Router.
Trinh bay dugc ky thuat VLSM va CIDR.

Nhén biét duoc cac giao thirc dinh tuyén Distance Vector Routing Protocol va

Link-state Routing Protocol.
Giai thich duoc dic diém va cach RIPv1/RIPv2 hoat dong.

Trinh bay dugc dac diém, thuat toan DUAL st dung trong giao thtrc dinh myén
EIGRP.

Trinh bay dugc thuat todn SPF va dic diém cua Link-state Routing Protocol.
Trinh bay dugc dic diém cua giao thirc dinh tuyén OSPF.

Nhén biét duoc cac loai Access List, trudng hop ap dung ACL va vi tri bd tri
ACL.

Trinh bay dugc dac diém va cac bude tao va ap dung ACL.

Giai thich dugc cac ky thuat NAT/PAT.

Trinh bay dugc dic diém va ung dung caa CDP.

Giai thich duoc dic diém va hoat dong ctia Spanning Tree Protocol.

Trinh bay dugc khai niém, dac diém va loi ich cua Virtual LAN va VLAN

Trunking Protocol.

Trinh bay dugc ky thuit ting cuong dam bao cho ha tang mang : HSRP/
VVRRP/EtherChannel.

14.45. Thue hanh xay dung ha ting mang () 2 tin chi

Hoc phan nay bao gdm cac ndi dung sau:

CAu hinh duge Router Cisco co ban va static route trén Router Cisco.
Céu hinh duoc cac giao thic dinh tuyén RIPv1/RIPv2/EIGRP.

CAu hinh duoc giao thtrc dinh tuyén OSPF trong mot Area.

Céu hinh duoc ACL dé quan Iy traffic mang.
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- CAu hinh duoc cac tinh ning mo rong cua Cicso I0S: NAT/PAT, DHCP, CDP.
- CAu hinh duoc Spanning Tree Protocol.

- Xay dung duoc VLAN cho doanh nghiép va cdu hinh dugc VLAN Trunking
Protocol.

- CAu hinh dugc HSRP/VRRP/EtherChannel.

14.46. Hé thong tim kiém, ngiin ngira va phat hién xdm nhap () 2 tin chi
Hoc phan nay gém céc noi dung sau:

- Téng quan vé cac Hé thdng tim kiém, phat hién va ngin ngira xdm nhap. Cac
phuong thirc ngin chin tin cong, dong 16 hong. Cac hé thdng canh bao tin cong
va thu thap thong tin vé cic cudc tan cong mang. Cach thirc thu thap ching cir
phéap 1y va hoanh thién bao cao diy du. Cac tinh ning khoéng an toan nhu tin
nhén dugc ma hoa va dudng ham VPN trong cac IDS va kha ning han ché hoat
dong hacker

- Cung cip cho SV kién thirc vé hé thdng phat hién xAm nhap (IDS) va phong
chdng truy cap trai phép (IPS).

- Dua ra hudéng giai quyét toi wvu dam bao an toan hé théng mang cho doanh
nghiép

14.47. Thye hanh hé thong tim kiém, ngiin ngira va phat hién xam nhap )1  tin
chi

Hoc phan nay bao gdm cac ndi dung sau:
- Cai dat va cdu hinh duoc IDS va IPS trén hé thong Linux va Cisco
- X4y dyng hé thong IPS tich hop voi IDS

14.48. Truyén thong ky thuit sé () 3tin

chi
Hoc phan nay bao gom cac ndi dung sau:
- Céc khai niém can ban : Tim hi€u cac khai niém co ban cua h¢ thong truyén dir

liéu, cac thanh phan lién quan nhu thiét bj thu, phat, méi trudng truyén dan. Khai
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ni¢m veé dir liu twong ty, dit li€u so, tin hi€u tuong tu, tin hi¢u s6, mot so

phuong phap ma hoéa tin hiéu pho bién, va cac cach di€u ché bién.

Ky thuat truyén s liéu: Tim hiéu cac k¥ thuat trong truyén dir lidu sd, co ché
hoat dong cua truyén déng bo, truyén bat déng bd, va mot sb phuong thuc xur Iy
duong truyén nhu phat hién 13, stra 16i. Tim hiéu vé k¥ thuat diéu khién dong,

k¥ thuat ghép kénh, k¥ thuat trai pho.

14.49. Mang may tinh néng cao () 3tin

Hoc phan nay bao gom cac ndi dung sau:

Gi61 thiéu routing va packet forwarding; Gidi thiéu/Xay dung bang dinh
tuyén/Path Determination va Switching/Static Routing/Dynamic Routing/VLSM
va CIDR

Chtrc nang cua Switch Layer 2/Spanning Tree Protocol (STP)/VLAN/VLAN

Trunking Protocol

Di sau gi6i thiéu vé cac k¥ thudt dinh tuyén Distance Vector Routing

Protocol/RIP Version 1/RIP Version 2/EIGRP, Link-state Routing/OSPF.

G161 thi¢u Access Control List (ACL)/Standard Access Lists/Extended Access
Lists/Named Access Lists, NAT, PAT, CDP.

Téng quan vé High Availability(HA) cho ha ting mang/Trién khai HSRP/Trién
khai VRRP/Trién khai EtherChannel

Ngoai ra mén hoc con gidi thiéu mot sé kién thic chuyén sdu Xay dung ha ting

mang.

14.50. Thyc hanh mang may tinh niang cao () 1tin

Hoc phan nay bao gom céc ndi dung sau:
Céc kién thirc chuyén sau vé bo giao thirc TCP/IP: qua trinh truyén thong giita

cac ung dung TCP/IP, phan tich cac goi tin.
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Chtrc ning va dic diém cua giao thirc TCP, giao thirc IP, giao thitc UDP va giao
thirc ICMP.

14.51. Phap chirng ky thuat so () 3 tin chi

Hoc phan nay gdm céc ni dung sau:

Téng quan vé phap ching ky thuat sd;
Phuong thirc thu thap luu luong mang va bang ching khéc;

Phuong thuc gidi ma mot Header TCP sir dung cong cu Snort, st dung ung dung
NetFlow, st dung cong cu SilentRunner NetWitness va AccessData diéu tra

phép chimg sb trén may tinh;
Két hop phap chimg s6 vao ké hoach tng phé su cd;
Phép chimg Internet, phap chimg dién toan ddm may va mdi quan hé caa ching;

K§$ ning diéu tra phap chimg mang va k¥ niang phap chimg mang theo chu ky.

14.52. Hoach dinh tiéu chuin, chinh sach an toan thong tin doanh nghiép () 3 tin

chi

Hoc phan nay gom céc ndi dung sau:

Luat phap, diéu tra va cac van dé dao dirc nghé nghiép.

Chuan chinh sach an toan thong tin.

Céc k¥ thuat ting cudong biao mat hé théng co ban.

Xéc dinh cac nguy co tiém an ddi v6i hé thong.

Xay dyng chuan phtt hgp quy md, co s ha ting va dic thu doanh nghiép.

Tong quan vé quy trinh, phuong phap quy hoach, va cac nguyén tic khic phuc
sau su cd d6i véi mot doanh nghiép.

Phuong phap trién khai khic phuc su cd, danh gia két qua cua mot su cd, va 1am
thé nao dé bao vé thong tin thiét yéu.

Céc nguyén tac trién khai mot ké hoach khéc phuc su cd, cac thir nghiém lién
quan dén khic phuc su ¢d, hiéu luc kiém soat thong tin trong mot su b, va ghi
nhan cac danh gia tir viéc thuc hién chirc nang khoéi phuc thong tin.
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- Hoach dinh tiéu chun, chinh sach an toan thong tin doanh nghiép (iso 27001:
2005)

14.53. Ao héa va dién toan dam may () 3 tin chi
Hoc phan nay bao gdm céc ndi dung sau:
- Truy cap thong qua mang

- Lua chon va st dung tai nguyén nhu mang, may chu, luu trit, tng dung theo nhu

cau.

- Pién hinh nhudich vu luu trir tryc tuyén cia Google (Googe Drive), cia
Microsoft (One Drive), ... hodc dich vu Word/Excel st dung thong qua internet

trong Google Doc/One Drive

14.54. Panh gia hiéu ning mang () 2 tin

chi
Hoc phan nay bao gom cac ndi dung sau:

- Céc kién thirc co ban vé hi¢u nang hé thong mang may tinh nhu : cac khai ni€ém

va phuong phap dénh gia hiéu nang mang.
- Céc phuong phap mo phong va danh gia hi¢u nang mang.
- Nhiing nguyén ly va k¥ thuat co ban giup nang cao hi¢u nang mang.

14.55. Thuce hanh danh gia hi€éu nang mang () 1tin

chi
Hoc phan nay bao gém céc ndi dung sau:
- Tim hiéu, cai dat phan mém NS-2 mo phong danh gia hiéu ning mang
- Ung dung phan mém NS-2 mé phong danh gia hiéu niang mang
- Ung dung phﬁn mém NS-2 md phong lai mét mang LAN thuc té
- Céc k¥ thuat khic phuc tic nghén mang

- Céc bién phap nang cao toc do va do tin cdy mang
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14.56. Cong nghé twong lira () 2 tin chi

Hoc phan nay gdm céc ndi dung sau:
- Téng quan vé co sé ha tAing mang an toan
- Nhu cau bao mat cia doanh nghiép
- Cong nghé tuong Iua
- Mang ngoai vi
- Loc goi tin va may chu Proxy
- Céc hé thong chinh va hé théng gia lap

14.57. Thwe hanh Cong nghé twong lira () 1 tin chi

Hoc phan nay bao gom cac ndi dung sau:
- Trién khai hé thong Firewall trén nén phan clirng
- Trién khai h¢ thong Firewall trén nén phan mém.

- Céu hinh quan 1y va giam sat truy cdp thiét bji mang dam bao an toan: NTP,

Syslog, SSH
- Thuyc thi AAA st dung cac giao thuc TACACS+ va RADIUS

- Trién khai cac k¥ thuat firewall dé bao mat han ché cac cudc tan cong vao hé
théng mang: Ciu hinh ACLs, CBAC (Context-Based Access Control), ZPF

(Zone-base Policy Firewall).

14.58. An toan mang may tinh () 2 tin chi

Hoc phan nay gom céc ndi dung sau:
- Céc kién thic co ban vé an toan biao mat may tinh.
- Céc nguy co an ninh trong mang may tinh.
- Coban vé Ma doc.
- Céc van dé sir dung giai phap k¥ thuat trong dam bao an ninh mang.
- Cac k¥ thuat bao v¢ ha t?lng mang.
- Hé théng phat hién va phong chdng xam nhap (IDS&IPS).
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- An ninh mang khong day.
- Giam sat mang

14.59. Thuc hanh an toan mang may tinh () 1 tin chi

Hoc phan nay bao gém cac ndi dung sau:
- Phuong phap khéo sat, danh gid an ninh mang may tinh
- Gia cb hé théng
- Trién khai hé théng Firewall
- Trién khai hé théng IDS/IPS
- Trién khai bao mat WLAN
- Chuan ISO/IEC 27001:2005 cho hé thong mang doanh nghiép

14.60. An toan mang khong day va di dong () 2 tin chi

Hoc phan nay gom céac ndi dung sau:

- Céc khai niém bao mat co ban va cac kién thirc can thi€t cho danh gia cac van dé

an ninh.

- Céc van dé an ninh va cac giai phap bao mat cong nghé khong day va dién thoai

di dong nhu Bluetooth, WiFi, WiMax, 2G va 3G.

- Céc k¥ thuat bao mat dugc st dung dé bao vé cac ung dung tai vé cac thiét bi di

dong thong qua mang dién thoai di dong.

- Cac van dé an ninh va giai phap trong cac cong nghé khong day va dién thoai di

dong nhu mang cam bién, di dong 4G va mang IMS.

14.61. Thyc hanh an toan mang khong day va di dong () 1 tin chi

Hoc phan nay bao gom cac ndi dung sau:

- (Giai phap bao mat cong nghé khong day va dién thoai di dong nhu Bluetooth,
WiFi, WiMax, 2G va 3G.

- Céc k¥ thuat bao mat dugc str dung dé bao vé cac ung dung tai vé cac thiét bi di

dong thong qua mang dién thoai di dong.

48



- (Gidi phép trong cac cong ngh¢ khong day va dién thoai di dong nhu mang cam

bién, di dong 4G va mang IMS.

14.62. An ninh ha ting mang () 2 tin chi

Hoc phan nay gom cac ni dung sau:

CAu tao va cach ciu hinh cac thiét bi mang nhu switch, router,...
- Céc giai phap dam bao an ninh, HA ha tang

- Kién thic co ban vé thé thong minh ciing nhu kién thtrc chuyén sau vé bao mat
thé thong minh. N1 dung moén hoc khong chi tdp trung vao céc ung dung chu
yéu trong linh vuc truyén théng di dong va ngan hang ma con phén tich kha ning

ung dung cua thé thong minh va cac cong nghé méi nhu NFC.

- Céc van dé bao mat véi thé thong minh, cc tiéu chuan thiét ké hinh thtrc cho hé
thdng thé thong minh an toan, cac kha ning va nguy co tin cong, cac giai phap

bao mat khi phat trién san pham thuong mai véi thé thong minh.

- Ky ning phat trién ing dung thuc t& v6i thé thong minh va nhiing cong nghé méi

nhu NFC.

14.63. Thye hanh an ninh ha ting mang () 1 tin chi

Hoc phan nay bao gdm cac ndi dung sau:

- Phét trién tmg dung thuc t& v6i thé théng minh va nhitng cong nghé méi nhu
NFC.

- CAu hinh cac thiét bi mang nhu switch, router,...
- Céc giai phap dam bao an ninh, HA ha ting

14.64. Lap trinh mang trng dung mang () 2 tin chi

Hoc phan nay gom céc ndi dung sau:
- Nhitng van dé co ban cua 1ap trinh mang.
- Lap trinh mang dua trén Socket, cac ing dung TCP/IP.
- Lap trinh dya trén k¥ thuat phan tan ma 1¢énh (RMI), JDBC & ODBC.
- Cac ung dung Web va cac ing dung phan tan.
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K¥ thuét 1ap trinh theo m6 hinh Client - Server.

Cac phuong phap lap trinh an ninh, bado mat.

14.65. Thue hanh lap trinh wng dung mang () 1 tin chi

Hoc phan nay gom céc ndi dung sau:

K§ ning can thiét dé viét cac tmg dung trao ddi dit liéu qua mang.
Xay dung cac ing dung mang bang cong cu lap trinh socket.

Céc ky thuat 1ap trinh trén Client — Server.

X4y dyung cac tmg dung 1ap trinh mang theo co ché bao mat.

14.66. Truyén va phén tich ludng dir liéu () 2 tin chi

Hoc phan nay gom cac ndi dung sau:

M®6n trruyén va phén tich ludng dir liéu cung cép cho sinh vién nhiing kién thirc
tong quan vé k¥ thudt truyén dir lidu, cac phuong phap mé héa va diéu ché; cac
k¥ thuét truyén dir liéu sb va cac chuan giao tiép vat 1y; cac co ché diéu khién
lién két dir liéu, k¥ thuat ghép kénh trong truyén dir liéu va cic mang truyén di
li¢u.

TCP/IP

Phén tich gai tin

14.67. Thye hanh truyén va phén tich ludng dir liéu () 1 tin chi

Hoc phan nay bao gém cac ndi dung sau:

M6n truyén va phan tich ludng dir liéu cung cap cho sinh vién nhiing kién thirc
tong quan vé k¥ thudt truyén dir liéu, cac phuong phap mi hoa va diéu ché; cac
k¥ thuét truyén dir liéu sb va cac chuan giao tiép vat 1y; cac co ché diéu khién
lién két dir liéu, k§ thuat ghép kénh trong truyén dir liéu va cdc mang truyén dir
liéu.

TCP/IP

Phan tich goi tin
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14.68. Phéan tich va xir Iy ma doc ()

Hoc phan nay gom céac ndi dung sau:
Téng quan vé Malware

Gi6i thiéu Malware

Phan loai Malware

Céc ki thuat 1ay nhiém va pha hoai trong Malware.
Téng quan céac ki thuat phat hién Malware
K¥ thuat boc / tach / chén / chén ma

Ky¥ thuat dich nguoc ma

K7 thuat tao Trojan/keylogger

Ky thuat bind extension

K§ thut ghép ndi tién trinh

Ky thuat nhung

K¥ thuat phat tan trén Internet

Ky thuat phat tan tir hé thong vao phan cimg

14.69. Thue hanh phan tich va xir Iy ma doc ()

Hoc phan nay bao gém cac ndi dung sau:

Céu tric Windows PE Format

Thiét 1ap Mai trudng phan tich Malware

K1 thuét phan tich tinh trong Malware

K1 thuat phan tich dong trong Malware

Ki thuat Model Checking trong phan tich Malware
Chuyén sau cac cong cu trong phan tich Malware
Packers va Ki thuat Unpacking

Phan tich Malicious Document

o1

2 tin chi

1 tin chi



14.70. K¥ thuat khai thac va tin cong () 2 tin chi

Hoc phan nay gdm cac ndi dung sau:

Kién thirc 1y thuyét vé nhitng 16 hong bao mét phd bién ton tai trong hé théng

mang, hé diéu hanh, img dung.
Céc phuong phap tin cong dwa vao cac 15 hong di phat hién.

Céc bude thuc hién tin cong chiém quyén diéu khién hé thong, thay doi dir liéu

hay tir chi dich vu.

K§ thuat viét ma khai thac

K¥ thuat tan cong tran bo dém

K§ thuat tin cong dic biét (diéu kién dua , tran s6 nguyén)
An toan ma ngudn

K§ thudt tin cong web co ban

K§ thuat tin cong web dua trén nén tng dung

K¥ thuat tan cong web dya trén nén dich vu

Ky thuat tan cong web dua trén nén giao thirc

K§ thuat tin cong web dua trén nén ma hoa

K¥ thuat tin cong web dwa trén nén ciu trac lién két URL/HTTP/HTTPS/CGI
K§ thuat khai thac , tan cong don tang

K§ thuat khai thac , tn cong da tang

14.71. Thye hanh k§ thuat khai thac va tin cong () 1 tin chi

Hoc phan nay bao gdm cac ndi dung sau:

Ky thuat viét ma khai thac

Ky thuat tan cong tran by dém

K§ thuat tin cong dic biét (diéu kién dua , tran s6 nguyén)

An toan mad nguon
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K¥ thuat tin cong web co ban

K§ thuat tin cong web dua trén nén Gng dung
Ky thuat tan cong web dya trén nén dich vu
K¥ thuat tin cong web dua trén nén giao thirc
K§ thuét tan cong web dua trén nén ma hoa

Ky thuat tan cong web dua trén nén ciu tric lién két URL/HTTP/HTTPS/CGI

14.72. An toan hé diéu hanh () 2 tin chi

Hoc phan nay gom céac ndi dung sau:
Trinh bay dugc tam quan trong cua bao mat hé¢ diéu hanh.
Liét ké duoc cac phién ban hé di€u hanh va céc di€m yéu cua chung.

Théng ké duoc danh sach cac 16 hong cua hé diéu hanh twong tmg véi cac phién

ban h¢ diéu hanh.

Phét biéu duoc nguyén 1y bao mat trong hé diéu hanh.

Quan ly tai khoan, tai nguyén, tap tin.

Quan ly Services.

Trinh bay dugc cic nguyén tic bao mat hé diéu hanh.

Xay dung dugc co ché bao mat cho hé diéu hanh.

Thiét 1ap duoc Policy.

Trinh bay dugc tinh nang ciia Yum/Up2date va Synaptic/QWinApt

Trinh bay dugc tinh nang cua Tripwire.

14.73. Thue hanh an toan hé diéu hanh () 1 tin chi

Hoc phan nay bao gom céc ndi dung sau:
Céu hinh bao mat hé thong tap tin cho hé diéu hanh.
CAu hinh bao mat véi Access Controls.

Céu hinh bao mat hé diéu hanh bang cic tai khoan.
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- CAu hinh bao mat Services.
- CAu hinh bao mat hé diéu hanh véi System Policy.
- Chu hinh bao mat h¢ diéu hanh véi tudng lira.

- Cau hinh bao mat hé diéu hanh véi cong cu phan tich Microsoft Baseline

Security.

- Chu hinh bao mat h¢ diéu hanh véi viéc cap nhat ban va 15i.

- Cai dat va cau hinh Yum/Up2date va Synaptic/QwinApt

- Cai dat va ciu hinh Tripwire

14.74. An toan co sé dir ligu () 2 tin chi
Hoc phan nay gom cac ndi dung sau:

- Cung cap cho sinh vién kién thirc v€ an toan thong tin, bao mat dir liéu, bao mat

thiét bj va may chil ing dung. Bao mat mdi truong truyén dir lidu.

- Noi dung chinh: Bdo mat truy cdp mang va dit li¢u. An ninh ha téng thét bi. Ma

hoa thong tin. Bao mat database. Bao mat duong truyén.

- Bdo mat tai nguyén chia sé

14.75. Thwe hanh an toan co sé dir liéu () 1 tin chi
Hoc phan nay bao gdm cac ndi dung sau:

- Thét 1ap chinh sach bao mat truy cip mang bang GPO va Security.

- CAu hinh bao mat cho cac thiét bi mang: Router, Switch, AP, Server, Printer.

- M4 hoa thong tin: File/Folder, E-mail bang ha tang khoa PKI.

- Bao mat ung dung Web, FTP, Mail, DNS, DHCP, File.

- Bao mat dudng truyén véi co ché ma héa IPSec bang Certificate.

14.76. Khai thac dir liéu () 3 tin chi
Hoc phan nay bao gém cac ndi dung sau:

- Céc thuat ngit va khai niém co ban vé khai thac dir liéu.

- Qua trinh khai thac dit liéu, tién xir 1y.
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Cac k¥ thuét phan loai: cay quyét dinh, luat, x4c suit.
Céc k¥ thuat gom nhom: phan ving, phan cip, udc tinh mat do.

Luat két hop, khai thac dit liéu van ban, Gmg dung.

14.77. Chuyén dé giam sat va #ng ciru sw ¢6 an toan thong tin () 3 tin chi

Hoc phan nay bao gdm cac ndi dung sau:
Tong quan vé su co va khac phuc su c6/Lap ké hoach khac phuc su co

Lap tai liéu quan tri ha téng cap/Cac tién ich hd tro tao tai liéu quan tri ha tﬁng

cap/Ho so quan 1y 16i ha ting cap va cach khic phuc

Lap tai liéu quan tri ha téng mang/Giam sat thiét bi mang tap trung véi

SNMP/Hb so quan ly 18i ha ting mang va cach khic phuc

Lap tai liéu hé thong mang/Tién ich giam sat va quan 1y tap trung/HO so quan ly

16i hé thong va cach khic phuc

Lap tai liu bao mat mang/Ho so quan 1y 16i bio mat va cach khac phuc.

14.78. Thwe hanh chuyén dé giam sat va &ng ciru sw ¢6 an toan thong tin () 1 tin

chi

Hoc phan nay gom cac ni dung sau:

Lap ké hoach khic phuc sy ¢6

Lap tai li€u quan tri ha tﬁng cap/Céc tién ich hd tro tao tai liéu quan tri ha téng

cap/Ho so quan 1y 16i ha ting cap va cach khic phuc

Lap tai li¢u quan tri ha tﬁng mang/Gidm sat thiét bi mang tap trung voi

SNMP/Hb so quan 1y 15i ha ting mang va cach khic phuc

Lap tai liéu hé thong mang/Tién ich giam sat va quan 1y tip trung/Hd so quan ly

16i hé théng va cach khic phuc

Lap tai liéu bao mat mang/Ho so quan 1y 18i bao mat va cach khéc phuc.

14.79. Thue tap nghé nghiép () 4 tin

chi
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Hoc phan nay bao gom cac ndi dung sau:
- Phuong phap khdo sét hién trang thyc té noi can xay dung hé thng tin hoc.
- Phuong phap xac dinh yéu ciu cta bai toan.

- Thiét ké dit liéu: m6 hinh ER, DFD, mé hinh dir liéu, xac dinh rang budc toan

ven, cac md hinh kién trac ha téng hé théng.
- Cach thiét ké mo hinh chiic ning, xy dung giao dién cho hé théng.
- Céch lya chon ngon ngit, hé quan tri va loai tng dung phu hop.
- Phuong phap, cich thirc cai dat phan mém, trién khai giai phap cho hé théng

14.80. Pd 4n mén hoc () 1 tin
chi

Hoc phan nay bao gdom cac ndi dung sau:

- Tim hiéu va nghién ctru cong nghé méi, da trén cong nghé tim hiéu xay dung
mdt rng dung minh hoa.

- Ung dung minh hoa c6 thé tich hop voi cac hé thong khac hodc duoc phét trién
doc lap.

- Ung dung minh hoa phai d¢am bao dugc cac ndi dung ciia cong nghé.

- Dinh hudng phat trién va sir dung cua cong nghé.

14.81. Pb 4n chuyén nganh () 4 tin

chi

Hoc phan nay bao gdm cac ndi dung sau:

- Phuong phap khao sat hién trang thyuc té noi can xay dung hé thng tin hoc.

- Tim hiéu va nghién ctru cong nghé méi, dua trén cong nghé tim hiéu xay dung
mot ing dung minh hoa, xay dung hé théng mang backbone cho doanh nghiép
v6i quy mo vira va 16n, xay dung cac giai phap mang tong thé, ciu hinh va quan
tri mang trén nén hé diéu hanh Windows/Unix/Linux; xay dung cac co ché bao

mat va chung thuc (CA, PKI) cho mot hé théng mang, cac kién thirc vé 1ap trinh

mang
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Phuong phép xéac dinh yéu cau ciia bai toan.

Thiét ké dir li€u: moé hinh dir li€u, x&c dinh rang budc toan ven, cdc mo hinh kién

truc ha tﬁng hé théng.
Céch thiét ké mo hinh chirc nang, xdy dung giao dién cho hé thong.
Céch lya chon ngon ngir, hé quan tri va loai ing dung phu hop.

Phuong phép, cach thire cai dat phan mém, trién khai giai phap cho hé thong

14.82. Khéa luin tot nghiép () 8tin

chi
Hoc phan nay bao gém céc noi dung sau:
Phuong phap khao sat hién trang thuc té noi can xay dung hé thng tin hoc.
Tim hiéu va nghién ctru cong nghé méi, dua trén cong nghé tim hiéu xay dung
mot tng dung minh hoa, xay dung hé théng mang backbone cho doanh nghiép
v6i quy mo vira va 16n, xdy dung cac giai phap mang tong thé, cau hinh va quan
tri mang trén nén hé diéu hanh Windows/Unix/Linux; xdy dung cac co ché bao
mat va chimg thuc (CA, PKI) cho mot hé thong mang, cac kién thirc vé lap trinh
mang
Phuong phap xac dinh yéu cau cta bai toan.
Thiét ké dir liéu: m6 hinh dit liéu, xac dinh rang budc toan ven, cac md hinh kién
truc ha tﬁng hé théng.
Céch thiét ké mo hinh chirc nang, xdy dung giao dién cho hé thong.

Céch lya chon ngdn ngit, hé quan tri va loai tng dung phu hop.

Phuong phép, cach thic cai dat phan mém, trién khai giai phap cho hé thong

15. D¢ cwong chi tiét mén hoc
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PE CUONG HQC PHAN

1. Tén hoc phan: TU TUONG HO CHI MINH

2. M3 hoc phan:

3. S tin chi: 2(2,0,4)

4. Loai hoc phan: Bat bugc

5. Péi twong hoc:  Sinh vién dai hoc chinh quy

6. Giang vién giang day: Giang vién khoa Ly luan chinh tri

7. Phan bé thoi gian

- Hoc trén 16p: 30 tiét
- Tu hoc: 60 tiét
- Ly thuyét: 30 tiét
- Thi nghiém/Thuyc hanh (TN/TH): 00 tiét

8. Piéu kién tham gia hoc tap hec phan

- Hoc phan tién quyét: khéng

- Hoc phan trugc: khong

- Hoc phan song hanh: khéng

9. Chuan diu ra ciia hoc phan

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

- V& kién thirc:

Dat duoc mot hé thdng kién thirc co ban vé ndi dung tu tuéng HO Chi Minh, bao gom:

+ Co s0, qué trinh hinh thanh va phat trién Tu tuong H6 Chi Minh

+ Tu twong H6 Chi Minh vé van dé dan toc va cach mang giai phong dan toc

+ Tu twoéng HO6 Chi Minh vé chii nghia x3 hoi va con duong qua do 18n chi nghia xa

hoi & Viét Nam
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+ Tu twong H6 Chi Minh vé Bang Cong san Viét Nam,

+ Tu tuong H6 Chi Minh vé dai doan két dan toc va doan két qudc té

+ Tu twong HO Chi Minh vé dan chu va xay dung nha nudc caa dan, do dan, vi dan
+ Tu twong H6 Chi Minh vé vin hoa, dao dirc va xay dung con nguoi moi

- Vé Ki ning:

+ Rén luyén k¥ nang van dung tu twdng HO Chi Minh vao trong thyc tién cudc séng
+ Phan tich, ké thira tinh hoa van hoa dan toc va tri tué thoi dai trong doi song xa hoi

+ Van dung tu teéng H6 Chi Minh vé vin hoa, dao dirc dé rén luyén nhitng pham chit

dao duc tét dep cua ngudi cong dan trong thoi dai méi
- V& thai @:
+ Pinh hudng cho SV y thirc hoc tap, 1am theo tu tuang HO Chi Minh.

+ Nang cao niém tin yéu cua SV ddi véi Chu tich H5 Chi Minh, niém tu hao vé nhiing

gia tri truyén thdng cua dan toc va nhan loai

+ Tin twdng vao su lanh dao cia Bang Cong San Viét Nam va con duong di 1€n xa hoi

chu nghia ctaa Viét Nam
10. M ta van tat ndi dung hoc phan
Hoc phan nay bao gdm céc noi dung sau:
- Co 0, qud trinh hinh thanh va phat trién Tu twéng H5 Chi Minh

- Nhitng néi dung co ban cua Tu twong H6 Chi Minh vé van dé dan toc va cach mang
giai phong dan toc; V& chi nghia x4 hoi va con duong qua do 1én chi nghia x4 hoi ¢
Viét Nam; Vé bang Cong san Viét Nam; vé dai doan két dan toc va doan két quéc té;
Vé dan chu va xay dung nha nudc cia dan, do dan, vi dan; V& van hod, dao duc va

xay dung con nguoi mai
11. Nhiém vu cua sinh vién
- Tham dy gio hoc ly thuyét trén 1p.

- Lam cAc bai tap, tiéu luan theo yéu cau caa giang vién.
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- Dy kiém tra giita hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap
12.1. Tai liéu chinh

[1] B Gido duc va dao tao, Gido trinh Tw twong Hé Chi Minh, NXB. Chinh tri quéc
gia, Ha Noi, 2009.

[2] Trudng Pai hoc Cong nghiép thuc pham TPHCM, Khoa Ly luan chinh tri, Bai
giang Tuw tuong Hoé Chi Minh, Tai liéu lru hanh ni bo, 2012.

12.2. Tai ligu tham khao

[1] B6 Gido duc va dao tao, Ké chuyén Bac Ho T1,T2,T3, NXB.Gido duc, Ha Noi
2003.

[2] Hoi ddng TW chi dao bién soan gio trinh quéc gia cac mén KH Méc — Lénin,
TT. H6 Chi Minh, Gido trinh Tw twéng Hé Chi Minh, NXB.Chinh tri quc gia, Ha
Noi, 2010.

13. Thang diém danh gia: 10/10
14. Panh gia hoc phin
- Banh gia qua trinh:
+ Piém thai do hoc tap: 0%
+ Diém tiéu luan: 30%
+ Diém kiém tra gitra hoc phan: 00%
- Piém thi két thdc hoc phan: 70%
15. Ndi dung hoc phan

15.1. Phan bé thoi gian cac chwong trong hoc phan

2 Phan bd thoi gian
STT | Tén chuong Tong

) (tiét hoic gio)
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tiét

Ly Bai | Thao | TN/ | Ty
hoac
: thuyét |t@p |luan |TH |hoc
gio

Chuong mé dau: Db twong,

huong phap nghién cau va y
P S P ne 13 1 0 0 0 2
nghia hoc tap moén Tu tuong HO
Chi Minh
Chuong 1: Co s¢, qua trinh hinh
thanh va phét trién tu twong Ho | 15 5 0 0 0 10
Chi Minh
Chuong 2: Tu tudong HO Chi Minh
Vvé van dé dan toc va cach mang | 18 | 6 0 0 0 |12
giai phong dan toc
Chuong 3: Tu twdng HO Chi Minh
vé chu nghia xa hoi va con dudng

R |6 2 0 0 0 4

qua do Ién chu nghia xa hoi ¢ Viét
Nam
Chuong 4: Tu twdng HO Chi Minh

. _ 6 2 0 0 0 4
vé bang Cong san Viét Nam
Chuong 5: Tu twdng H5 Chi Minh
vé dai doan két dan toc va doan |12 | 4 0 0 0 |8
két quoc té
Chuong 6: Tu twong H6 Chi Minh
vé dan chi va xay dung nha nuéc | 6 2 0 0 0 4
cua dan, do dan, vi dan
Chuong 7: Tu tuéng HO Chi Minh | 24 8 0 0 0 16

61




vé vin hoa, dao dirc va xay dung

con nguoi mai

15.2. Pé cwong chi tiét cia hoc phan

Chwong mé dau: Poi twong, phwong phap nghién ciru va y nghia hoc tip mén tw
twéng H6 Chi Minh.

1. i twong nghién cau
1.1. Khai niém tu twong va tu tudng H5 Chi Minh
1.2. Péi tugng cua mon hoc tu twong H6 Chi Minh
1.3. Mdi quan hé ciia mén hoc nay véi cac mon ly luan chinh tri khac
2. Phuong phap nghién ctru
2.1. Co sé phuong phap luan
2.2. Cac phuong phép cu thé
3.Y nghia cua viéc hoc tap mén hoc dbi vai sinh vién
3.1. Nang cao nang luc tu duy ly luan va phuong phéap cong tac
3.2 B6i dudng pham chét dao dirc cach mang va rén luyén ban linh chinh tri
Chuwong 1: Co sé, qua trinh hinh thanh va phat trién tw twéng H6 Chi Minh
1.1. Co s6 hinh thanh tu twong H6 Chi Minh
1.1.1. Co s¢ khach quan
1.1.2. Nhan té chi quan
1.2. Qué trinh hinh thanh va phat trién tu tuang Ho Chi Minh
1.2.1. Thoi ky truéc nam 1911: Hinh thanh tu tudng yéu nude va chi hudng
Curu nudc
1.2.2. Thoi ky tir 1911-1920: Tim thay con duong ciru nudce, giai phong dan toc
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1.2.3. Thoi ky tir 1921-1930: Hinh thanh co ban tu tuéng vé cach mang Viét
Nam

1.2.4. Thoi ky 1930-1945: Vuot qua thu thach, kién tri git virng lap truong

cach mang
1.2.5. Thoi ky tir 1945-1969: Tu tuong HO6 Chi Minh tiép tuc phét trién, hoan
thién
1.3. Gi4 tri tu twong HO Chi Minh

1.3.1. Tu twéng HO Chi Minh soi sang con duong giai phong va phat trién dan

toc
1.3.2. Tu twong H6 Chi Minh d6i véi su phat trién thé gioi

Chuwong 2: Tu twéng Hé Chi Minh vé van dé dan toc va cach mang giai phong

dan toc

2.1. Tu twong H6 Chi Minh vé van dé dan toc

2.1.1.Van dé dan toc thudc dia

2.1.2.Mbi quan hé giira van dé dan toc va van dé giai cap

2.2. Tu tuéng H6 Chi Minh vé cach mang giai phong dan toc
2.2.1. Muc tiéu cuaa cach mang giai phong dan toc

2.2.2. Cach mang giai phong dan toc muébn thang loi phai di theo con duong

cach mang vo san

2.2.3. Cach mang giai phdng dan toc trong thoi dai méi phai do Bang Cong san
lanh dao

2.2.4.Luc lugng cua cach mang giai phong dan toc bao gom toan dan toc

2.2.5.Cach mang giai phong dan toc can dugc tién hanh chu dong, sang tao va

c6 kha nang gianh thang loi trudc cach mang vo san ¢ chinh quéc

2.2.6. Cach mang giai phong dan toc phai dugc tién hanh bang con duong céch

mang bao luc
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Chuwong 3: Tu twéng H6 Chi Minh vé chii nghia xa hdi va con duong qua d9 Ién
chi nghia xa hgi é Viét Nam
3.1.Tu twong HO Chi Minh vé chii nghia xa hoi ¢ Viét Nam
3.1.1. Tinh tt yéu ciia cha nghia xa hoi & Viét Nam
3.1.2 Piac trung cia chi nghia X8 hoi ¢ Viét Nam
3.1.3 Quan diém caa H6 Chi Minh vé muc tiéu, dong luc cua chii nghia x4 hoi
o Viét Nam
3.2. Con duong, bién phap qua do Ién chu nghia xa hoi ¢ Viét Nam
3.2.1. Con duong
3.2.2. Bién phép
Chuwong 4: Tw twéng H6 Chi Minh vé Pang Cong san Viét Nam
4.1. Quan niém cua H6 Chi Minh vé ban chat va vai trd cia Dang Cong san Viét Nam
4.1.1. V& sy ra doi cua Bang Cong san Viét Nam
4.1.2. Vai tro cua bang Cong san Viét Nam
4.1.3. Ban chat cia Bang Cong san Viét Nam
4.1.4. Quan niém vé Bang Cong san Viét Nam cam quyén

4.2. Tu twdng HO Chi Minh vé xay dung Dang Cong san Viét Nam trong sach viing

manh
4.2.1. Xay dung Dang — quy luat ton tai va phat trién caa Dang
4.2.2 Noi dung cong tac x&y dung Bang Cong san Viét Nam
Chuwong 5: Tw twéng H6 Chi Minh vé dai doan két dan tdc va doan két quoc té
5.1. Tu twdng HO Chi Minh vé dai doan két dan toc
5.1.1. Vi tri vai trd cua dai doan két dan toc trong su nghiép cach mang
5.1.2. Noi dung cua dai doan két dan toc

5.2.3. Hinh thirc t6 chic cua khdi dai doan két dan toc
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5.2. Tu tuong H6 Chi Minh vé doan két quéc té
5.2.1. Sy can thiét xay dung khéi doan két qubc té
5.2.2. Noi dung va hinh thirc doan két quéc té
5.2.3. Nguyén tac doan két quéc té
Chuwong 6: Tw twéng H6 Chi Minh vé dan chia va xay dung nha nwéc caa dan, do
dan, vi déan
6.1. Quan diém cua HS6 Chi Minh vé dan cha
6.1.1. Quan niém vé dan chu
6.1.2. Thuc hanh dan chu
6.2. Quan diém cta H6 Chi Minh vé xay dung nha nuéc cua dan, do dan, vi dan
6.2.1. Xay dyng nha nudc thé hién quyén lam chi caa nhan dan

6.2.2. Quan diém cua HO Chi Minh vé su thdng nhat giita ban chat giai cap

cbng nhan vai tinh nhan dan va tinh dan toc caa Nha nudc

6.2.3. Xay dung Nha nudc c6 hiéu luc phap ly manh mé

6.2.4. Xay dung Nha nudc trong sach, virng manh, hoat dong cé hiéu qua
Chwong 7: Tu twéng Hé Chi Minh vé vin héa dao dirc va xay dung con nguoi
méi
7.1. Nhiing quan diém co ban cia Ho6 Chi Minh vé vian hoa

7.1.1. Khéi niém vin hoéa theo tu twong HO Chi Minh

7.1.2. Quan diém cua H6 Chi Minh vé c4c van dé chung cua vin hoa

7.1.3. Quan diém cua H6 Chi Minh vé mot s6 linh vuc chinh caa van héa
7.2. Noi dung Tu twong H6 Chi Minh vé dao duc

7.2.1. Noi dung co ban cua Tu tuong HO Chi Minh vé dao dtc

7.2.2. Sinh vién hoc tap va lam theo tu tuong, tAm guong dao dic H6 Chi Minh

7.2.3. Quan diém vé nhitng nguyén tic xay dung dao dic méi
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7.3. Tu twéng H6 Chi Minh vé xay dung con ngudi méi
7.3.1. Quan niém caa H6 Chi Minh vé con ngudi

7.3.2 Quan diém cua H6 Chi Minh vé vai trd cua con ngudi va chién luoc

“trbng nguoi”
16. Co sé Vat chat phuc vu hoc tap
- Phan, bang, micro, projector, laptop.
- Giao trinh, tai liéu tham khao.
17. Huéng dan thyc hién

- Pé cuong nay duoc ap dung cho sinh vién dai hoc tat ca cac chuyén nganh tir nim
hoc 2014-2015.

- Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan,

diéu kién dé duoc du thi két thic hoc phan.
- Thoi gian kiém tra va thi:

Thi cudi hoc phan: Sau tuan thir 15

18. Phé duyét

Ngay thdang nam 2017 Ngay thdiang nam 2017 Ngay thang nam 2017

Truong Khoa T trudng Giang vién bién soan
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PE CUONG HQOC PHAN

1. Tén hoec phain:  DUONG LOI CACH MANG CUA DANG CONG SAN VIET
NAM

2. Mi hoc phan:

3. So tin chi: 3(3,0,6)

4. Loai hoc phan: Bit buoc

5. P6i twong hec:  Danh cho sinh vién hé dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Ly luan chinh tri

7. Phan bé thoi gian

- Ly thuyét : 45 tiét
- Bai tap, thao luan trén l6p - 0 tiét
- Thyc hanh, thi nghiém - 0 tiét

- Thuyc tap tai cac xudng hodc co s san xuat 0 gio

- Lam tiéu luan, bai tap Ion - 0 tiét
- b6 4n, khoa luan tbt nghiép - 0 tiét
- Tu hoc - 90 tiét

8. Piéu kién tién quyét: Hoc phan nay duoc thuc hién sau khi hoc xong mén Nhiing
nguyén 1y co ban cua chu nghia Mac-Lénin (19200001), Tu tuong H6 Chi Minh
(19200002).

9. Muc tiéu ciia hoc phan
Sau khi hoc xong hoc phan nay, sinh vién cé kha nang:

- Trinh bay duoc nhirng ndi dung co ban duong 16i cach mang cia Pang Cong san

Viét Nam, trong cach mang giai phong dan toc va cach mang xa hoi chu nghia va xay
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dung cho sinh vién niém tin vao su lanh dao cua Pang, theo muc tiéu Iy tuéng cua

Dang.

- Van dung kién thirc chuyén nganh dé chu dong, tich cuc trong viéc giai quyét nhitng
van dé kinh té, chinh tri, vin hoa - x4 hoi theo duong 16i, chinh sach, phap luat cua

bang va nha nudc.
10. M6 ta van tat ndi dung hoc phan

Hoc phan bao gém chuong md dau va tam chwong lam rd sy ra doi tat yéu cua
DPang Cong san Viét Nam — cha thé hoach dinh duong 16i cach mang Viét Nam, 1am
rd qua trinh hinh thanh, b6 sung va phat trién duong 16i cach mang cua Pang, dac biét,
hoc phan di sau nghién ctru mot sé linh vuc co ban cua thoi ky doi méi va két qua

thue hién duong 16i cach mang cua Dang trong tién trinh cach mang Viét Nam.
11. Nhiém vu cua sinh vién

Theo Qui ché Pao tao dai hoc va cao dang hé chinh quy theo hé thdng tin chi
(Ban hanh kém theo Quyét dinh s6 43/2007/0D-BGDDT ngdy 15 thang 08 nam 2007

cua Bo truong Bo Gido duc va Dao tao).
- Du 16p: trén 75%
- Bai tap thuc hanh: trén I6p va ¢ nha
- Khac: theo y&u cau cua giang vién
12. Tai liéu hoc tap
12.1. Sach, giao trinh chinh

[1] B6 Gido duc va Dao tao, Gido trinh Puong l6i cach mang cia Pang Céng sdan
Viét Nam, Nha xuat ban Chinh trji quéc gia, Ha N6i, 2009.

[2] Trudng DH CNTP TP. H5 Chi Minh, Khoa Ly luan chinh tri ( Iuu hanh noi bo),
Tai lieu hoc tdp mén Pwong 161 cach mang cia Pang Céng san Viét Nam, TP. Ho Chi
Minh, 2011.

12.2. Tai ligu tham khao
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[1] B6 Gi4o duc va Pao tao, Gido trinh Lich siz Pang Céng sdan Viét Nam, Nha xuat
ban Chinh tri qudc gia, Ha Noi, 2006.

[2] Hoi ddng Trung wong chi dao bién soan gido trinh Quéc gia cac bd mon khoa hoc
Méc-Lénin, tu tedng H6 Chi Minh, Gido trinh Lich siz Pang Céng san Viét Nam, Nha
xuat ban Chinh tri quéc gia, Ha Noi, 2001.

[3] Bo Gido duc va Pao tao, Mgt s6 chuyén dé Lich sir Pang Céng san Viét Nam (Tdp
1), Nha xuat ban Chinh tri quéc gia, Ha Noi, 2007.

[4] B Gido duc va Dao tao, Mgt s6 chuyén dé Lich sir Dang Céng san Viét Nam (Tdp
[1), Nha xuat ban Chinh tri quéc gia, Ha Nai, 2007.

[5] Pinh Xuéin Ly, Poan Minh Tuin, Pai hoc Quéc gia Ha Noi, Mét sé chuyén dé vé
Puong 16i cach mang ciia Pang Céng san Viét Nam, Nha xut ban Ly luan chinh tri,
Ha Noi, 2008.

[6] Pinh Xuan Ly, Pham Céng Nhat, Dai hoc Québc gia Ha Noi, Pdng linh dao xay
dung nén kinh té thi truong dinh hiréng X& Héi Chui Nghia ¢ Viét Nam, Nha xuat ban
Chinh tri quéc gia, Ha Noi, 2008.

13. Thang diém thi: 10/10

14. Tiéu chuin danh gia sinh vién

- Dy 16p: 75% tré Ién tinh theo sé tiét 1&n 16p.

- Thi gitra hoc phan: 30%

- Thi két thdc hoc phan: 50%

- Céc yBu cau khac: 20% (Thao luan theo nhém, tiéu luan, khéc ....)
15. Noi dung hoc phan

15.1. Phan bé thoi gian cac chwong trong hoc phan

Tong so Phan bé thai gian
TT Tén chuong tiét hoac .
_ . (tiet hoac gio)
gio hoc va
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tu hoc

Ly thuyét

Thuc
hanh

Tu hoc

Chuong m¢d dau: Pdi tugng,
nhiém vu va phuong phap
nghién ctu mén duong 16i

cach mang cua Bang Cong san

Chuong 1: Sy ra doi cua bang
Cong San Viét Nam va Cuong

linh chinh tri dau tién cua

15

10

Chuong 2: Puong 16i dau

tranh gianh chinh  quyén

18

12

Chuong 3: Puong 16i khang
chién chéng thuc dan Phap va

dé quéc My xam luoc (1945-

36

12

24

Chuong 4: Puong 16i cong

nghiép hoa

Chuong 5: Puong 16i xay
dung nén kinh té thi truong

dinh hudng xa hoi chu nghia

18

12

Chuong 6: Puong 16i xay
dung hé théng chinh tri

Chuong 7: Puong 16i xay
dung va phat trién vin hoa,

giai quyét cac van dé xa hoi

18

12

Chuong 8: Puong 161 dbi

ngoai

Tong cong

135

45

90
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15.2. Pé cwong chi tiét cia hoc phan:

Chwong mé dau: Poi tweng, nhiém vu va phwong phap nghién ciru mén dwong

16i cach mang ciaa Pang Cong san Viét Nam

1. Pbi twong va nhiém vu nghién cau
1.1. Bbi twong nghién ctu
1.2. Nhiém vu nghién ctu

2. Phuong phap nghién ctru va y nghia hoc tap mon hoc
2.1. Phuong phap nghién ctau

2.2. Y nghia cua viéc hoc tap moén Puong 16i cach mang cia Pang Cong san
Viét Nam.

Chuwong 1: Sy ra doi ciia Pang Cong san Viét Nam va Cwong linh chinh tri dau
tién cia Pang
1.1. Béi canh lich sir cudi thé ky XIX, dau thé ky XX
1.1.1. Tinh hinh thé gigi
1.1.2 Tinh hinh Viét Nam
1.2. Hoi nghi thanh lap Pang va Cuong linh chinh tri dau tién cua Bang
1.2.1. Hoi nghi thanh lap Pang
1.2.2. Cuong linh chinh tri dau tién cia Pang
1.2.3. Y nghia lich str sy ra doi Pang Cong san Viét Nam va Cuong linh chinh
tri dau tién cua Dang
Chuwong 2: Puong 16i ddu tranh gianh chinh quyén (1930- 1945)
2.1. Chu truong dau tranh cach mang trong giai doan 1930-1939
2.1.1. Chu truong dau tranh cach mang giai doan 1930-1935
2.1.2 Chu truong dau tranh cach mang giai doan 1936-1939

2.2. Chii truong dau tranh cach mang 1939-1945
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2.2.1. Béi canh lich sir va chi truong chién lwoc méi cia Pang

2.2.2 Chu trwong phat déng cao trao khang Nhat ciru nuéc va quyét dinh tong

khoi nghia gianh chinh quyén toan quéc
Chuwong 3: Puong 16i khang chién chéng thuc dan Phap va dé quéc My xam lwoc
(1945- 1975)
3.1 Puong 16i xay dung, bao vé chinh quyén va khang chién chéng thuc dan Phap
xam lugc (1945 — 1954)

3.1.1. Chu trwong xay dung ché do méi va bao vé chinh quyén cach mang
(1945 — 1946)

3.1.2 Puong 16i khang chién chdng thuc dan Phap xam luoc va xay dung ché
d6 dan chi nhan dan (1946 — 1954)

3.1.3 Két qua, y nghia lich st. nguy@n nhan thang loi va bai hoc kinh nghiém
3.2. buong 16i khang chién chdng My, ctru nude (1954-1975)

3.2.1. Giai doan 1954 — 1964

3.2.2. Giai doan 1965 — 1975

3.2.3. Két qua, y nghia lich st. nguy@n nhan thing loi va bai hoc kinh nghiém
Chuwong 4: Pwong 16i cong nghiép hoa
4.1. Cong nghiép hoa thoi ky trude doi mai

4.1.1 Chu truong ctia Bang vé cong nghiép hoa

4.1.2 Két qua, y nghia, han ché va nguyén nhan
4.2. Cong nghiép hda, hién dai hoa thoi ky doi moi

4.2.1 Qua trinh d6i méi tu duy vé cdng nghiép hoa

4.2.1 Muyc tiéu, quan diém cdng nghiép hoa, hién dai hda

4.2.3 Noi dung va dinh hudng céng nghiép hoa, hién dai hoéa gin véi phat

trién kinh té tri thuc
4.2.4 Két qua, y nghia, han ché va nguyén nhan
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Chwong 5: Pwong 16i xay dung nén kinh té thi trwong dinh hwéong x& hdi chi

nghia
5.1 Qua trinh d6i mai nhan thac vé kinh té thi truong
5.1.1 Co ché quan ly kinh té Viét Nam thoi ky trudc doi moi
5.1.2 Sy hinh thanh tu duy ctia Dang vé kinh té thi truong thoi ky d6i méi

5.2 Tiép tuc hoan thién thé ché kinh té thi trudng dinh huéng x& hoi chi nghia ¢ nudc

ta
5.2.1. Muc tiéu va quan diém co ban

5.2.2. Mot s6 chu trwong tiép tuc hoan thién thé ché kinh té thi trudng dinh
hudng xa hoi chu nghia
5.2.3. Két qua, y nghia, han ché va nguyén nhan
Chuwong 6: Puong 16i xay dung hé théng chinh tri
6.1 Buong 15i xay dung hé théng chinh tri thoi ky trude doi mai (1975 — 1986)
6.1.1 Hoan canh lich st va chu truong xay dung hé thong chinh tri caa Dang
6.1.2 Két qua, y nghia, han ché va nguyén nhan
6.2. Buong 16i xay dung hé thong chinh tri thoi ky d6i méi
6.2.1 Qua trinh hinh thanh duong 161 d6i méi hé théng chinh tri
6.2.2 Muc tiéu, quan diém va chu truong xay dung hé théng chinh tri thoi ky
d6i mai
6.2.3 Két qua, y nghia, han ché va nguyén nhan
Chuwong 7: Puong 16i xay dwng va phat trién vin hoa, giai quyét cac van dé xa
hpi
7.1 Qua trinh nhan thirc va noi dung duong 16i xay dyng, phat trién nén vin hoa
7.1.1 Thoi ky trude doi méi
7.1.2 Trong thoi ky d6i moi
7.2 Qua trinh nhan thirc va chu truong giai quyét cac van dé xa hoi
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7.2.1 Thoi ky trude doi méi
7.2.2 Trong thoi ky d6i méi

Chuong 8: Puong 16i déi ngoai

8.1 Puong 161 d6i ngoai thoi ky trude doi mai (1975 — 1985)
8.1.1 Hoan canh lich st
8.1.2 Chu truong ddi ngoai ciia Pang
8.1.3 Két qua, y nghia, han ché va nguyén nhan

8.2. buong 16i dbi ngoai, hoi nhap kinh té quéc té thoi ky d6i méi
8.2.1. Hoan canh lich sir va qua trinh hinh thanh duong 16i
8.2.2 Noi dung dudng 16i d6i ngoai, hoi nhap kinh té quéc té
8.2.3 Thanh tyu, y nghia, han ché va nguyén nhan

16. Co sé vat chat phuc vu hec tap:

- Phan, bang, micro.

- Projector

- Giao trinh, tai liéu tham khao

17. Hwéng din thwc hién: Hoc phan nay ap dung cho sinh vién hé dai hoc chinh quy
thuc hién vao hoc ky I nam thir 2, sau khi hoc xong mén Nhiing Nguyén 1y co ban caa
Chu nghia Méac — Lénin va Tu tuong HO Chi Minh.

18. Phé duyét:

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017

Trudong Khoa To trudng Giang vién bién soan

74



PE CUONG HQC PHAN

1. Tén hoc phan: NHUNG NGUYEN LY CO BAN CUA CHU NGHIA MAC-
LENIN 1

2. Mi hoc phan:

3.S6tinchi:  2(2,0,4)

4. Loai hoc phan: Bt bugc

5. Péi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day: Giang vién khoa Ly luan chinh tri

7. Phan bé thoi gian

— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tap hoc phan
— Hoc phan tién quyét: khong
— Hoc phan trudc: khong
— Hoc phan song hanh: khdng
9. Chuan diu ra ciia hoc phan
Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:
- V& kién thuc:

Dat dugc mot hé thdng kién thirc co ban vé noi dung caa cha nghia Mac —

Lénin, bao gom:

+ Khai quat nhitng ndi dung co ban vé thé giéi quan va phuong phap luan cuaa chu

nghia Mac-Lénin.
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+ Cht nghia duy vat bién chang

+ Phép bién chang duy vat

+ Chu nghia duy vat lich su

- Vé Ki ning:

Rén luyén k§ ning van dung chu nghia Mac — Lénin vao thyc tién cugc séng

+ X4c lap co sd Iy luan co ban nhat dé tir d6 c6 thé tiép can dugc noi dung mdn hoc
Tu twdng HO Chi Minh va Puong 16i cach mang cia Pang Cong san Viét Nam, hiéu

biét nén tang tu tudng cua Pang

+ Hinh thanh thé gisi quan khoa hoc, nhan sinh quan va phuong phap luan chung nhat

dé tiép can cac khoa hoc chuyén nganh dugc dao tao.

- V& thai @:

+ Pinh hudng cho SV y thirc hoc tap, 1am theo cha nghia mac — Lénin va tu tudng Ho
Chi Minh.

+ Xay dung duoc niém tin, Iy twdng cach mang.

+ Tin tudng vao su lanh dao cia Bang Cong San Viét Nam va con duong di 1én xa hoi

chu nghia cta Viét Nam
10. M6 ta van tit ndi dung hoc phan
Hoc phan nay bao gom cac noi dung sau:
— Nhap moén nhiing nguyén ly co ban cua chu nghia Mac-Lénin
— Vén dé co ban ctia Triét hoc: mbi quan hé giira vt chat va ¥ thac

— Nhimng nguyén 1y co ban ciia phép bién ching duy vat: Nguyén 1y vé mbi lién hé
phd bién va nguyén 1y vé su phat trién

— Cac quy luét co ban cta phép bién chimg duy vat: Quy luat chuyén hoa tir nhing sy
thay doi vé lwong thanh nhing sy thay d6i vé chat va nguoc lai; Quy luat thong nhat

va d4u tranh gitta cac mat ddi 1ap; Quy luat phu dinh cua pha dinh.
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— Nhitng ndi dung co ban ctia chu nghia duy vat lich sir: Vai tro ctia san xudt vat chat
va quy luat quan hé san xuit phit hop véi trinh do phat trién cua lyc lugng san xudt;
Bién chimg ctia co s ha tang va kién trac thuong tang; Ton tai xa hoi quyét dinh y
thire x3 hoi va tinh doc 1ap twong ddi cua ¥ thirc x4 hoi; Hinh thai kinh té - x3 hoi va
qua trinh lich st - ty nhién cua sy phat trién cac hinh thai kinh té - xa hoi
11. Nhiém vu cta sinh vién
— Tham dy gio hoc 1y thuyét trén 16p.
— Lam cac bai tip, tiéu ludn theo yéu cu cta giang vién.
— Tham dy kiém tra giita hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap

12.1. Tai ligu chinh

Bo Gido duc va Pao tao, Giao trinh Nhirng Nguyén ly co ban cua Chu nghia Méc-
Lénin, Nxb.Chinh tri quéc gia, Ha Noi, 2011,

12.2. Tai ligu tham khao

[1] Hoi dong Trung wong chi dao bién soan gido trinh quéc gia cac bo mon khoa hoc
Méc — Lénin, Gio trinh cac mén Triét hoc Méac-Lénin, Nxb.Chinh tri quéc gia, Ha
Noi, 2005.

[2] Hoi dong Trung wong chi dao bién soan gido trinh québc gia cac bo mon khoa hoc
Méc — Lénin, Gi4o trinh Kinh té chinh tr; Mac-Lénin, Nxb.Chinh tri quéc gia, Ha
Noi, 2005

[3] Hoi ddng Trung wong chi dao bién soan gido trinh qudc gia cac bo mén khoa hoc
Méc — Lénin, Giéo trinh Chu nghia xd héi khoa hoc, Nxb.Chinh tri quéc gia, Ha Noi,
2005

13. Thang diém danh gia: 10/10
14. Panh gia hoc phan
- banh gia qué trinh:

+ Piém thai d6 hoc tap: 0%
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+ Piém tiéu luan: 30%

+ Diém kiém tra gitra hoc phan: 00%
- biém thi két thdc hoc phan: 70% (trac nghiém, tir chuong 1 dén chuong 4)
15. Noi dung hoc phan

15.1. Phan bé thoi gian cac chwong trong hoc phan

Téng sb Phan bb thoi gian | Ghi

tiét hoic (tiét hodic gio) | chd
TT Tén chwong gio hoc
va ty Ly | Thuc | Tw

hoc thuyét | hanh | hoc

Chuong 1: Nhap mon nhirng
1 nguyén ly co ban cua chu 6 2 0 4
nghia Mac-Lé&nin

Chuong 2: Chu nghia duy

2 . 24 N
vat bién chung
3 Chum}g 3: Phép bién chung 30 10 0 20
duy vat
. Cpu@g 4 Chi nghia duy 30 10 0 20
vat lich st
Téng 90 30 0 00

15.2. Pé cwong chi tiét cia hoc phan
Chwong 1: Nhap mon nhirng nguyén ly co ban caa chi nghia Mac-Lénin
1.1. Khai lugc vé chu nghia Mac-Lénin

1.2. Pbi tugng, muc dich va yéu cau vé phuong phap hoc tap, nghién ctu nhing

nguyén Iy co ban cia chu nghia Mac-Lénin
Chwong 2: Chi nghia duy vat bién ching
2.1. Chu nghia duy vat va chu nghia duy vat bién chung
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2.2. Quan diém duy vat bién chiing vé vat chat, y thirc va méi quan hé gitra vat chat va
y thuc

Chwong 3: Phép bién chikng duy vat

3.1. Phép bién chirng va phép bién chang duy vat

3.2..Cac nguyén ly co ban cua phép bién chirng duy vat

3.3. Céc cap pham tru co ban cua phép bién ching duy vat

3.4. Céc quy luat co ban caa phép bién chirng duy vat

3.4.1. Quy luat chuyén hoéa tir nhitng sy thay d6i vé luong thanh nhitng su thay

doi vé chat va nguoc lai
3.4.2. Quy luat théng nhét va dau tranh gitra cac mat dbi lap
3.4.3. Quy luat phu dinh cua phu dinh

3.5. Ly luan nhan thic duy vat bién ching
3.5.1. Thyc tién, nhan thac va vai trd cua thuc tién véi nhan thirc
3.5.2. Con duong bién chiing cua su nhan thac chan ly

Chwong 4: Chi nghia duy vat lich si

4.1. Vai tro cua san xuat vat chat va quy luat quan hé san xuat phu hop véi trinh do

phat trién cua luc lwong san xuat
4.2. Bién chiing cua co sé ha tang va kién trac thuong tang
4.3. Ton tai x& hoi quyét dinh y thirc xa hoi va tinh doc 1ap twong ddi cua y thuc xa
hoi
4.4. Hinh théi kinh té - x& hoi va qué trinh lich sir - tu nhién cua su phat trién cac hinh
thai kinh té - xa hoi

4.4.1. Khai niém, két cau hinh thai kinh té - xa hoi

4.4.2. Qua trinh lich sir - tw nhiéncua su phat trién cac hinh thai kinh té - xa hoi
4.5. Vai tro cua dau tranh giai cip va cach mang xa hoi ddi vai su van dong, phét trién
cua xa hoi co dbi khang giai cap
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4.6. Quan diém cua chi nghia duy vat lich s vé con ngudi va vai tro sang tao lich st

ctia quan ching nhan dan

16. Co sé vat chat phuc vu hoc tap
- Phan, bang, micro, projector, laptop.
- Giao trinh, tai liéu tham khao.

17. Hwéng dan thuc hién

- Bé cuong nay duoc ap dung cho sinh vién dai hoc nam 1 tat ca cac chuyén nganh tir
nam hoc 2014-2015.

- Trong phan d4nh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan,

diéu kién dé duoc du thi két thic hoc phan.
- Thoi gian kiém tra va thi:
+ Kiém tra gitra hoc phan: Tuan tha
+ Thi cudi hoc phan: Sau tuan tha

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017

Trudong Khoa Tb trudng Giang vién bién soan

PE CUONG HQC PHAN

1.Tén hoc phan : NHONG NGUYEN LY CO BAN CUA CHU NGHIA MAC

LENIN 2
2. M4 hoc phan
3. So tin chi . 3(3,0,6)
4. Loai hec phan : Bt bugc
5. Péi twong hoc : Danh cho sinh vién dai hoc nim thir 1
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6. Giang vién giang day: Giang vién khoa Ly luan chinh tri

7. Phan bé thoi gian:

- Ly thuyét 45 tiét
- Bai tap, thao luan trén 16p - 00 tiét
- Thyc hanh, thi nghiém - 00 tiét
- Thyc tap tai cac xuong hodc co S¢ san xuat - 00 gio
- Lam tiéu luan, bai tap I6n - 00 tiét
- D6 4n, khéa luan tét nghiép : 00 tiét
- Tu hoc - 90 tiét

8. Piéu kién tién quyét:

Bé tri hoc ndm thir nhét trinh d6 dao tao dai hoc khdi khéng chuyén nganh Méc-
Lénin, tu tuéng HO Chi Minh. La mdn hoc dau tién cia chuong trinh cac mén Ly luan
chinh tri.

9. Chuan diu ra cia hoc phan:

Sau khi hgc xong hec phan nay, sinh vién c6 thé:

- X&c lap co so 1y luan co ban nhit dé tir d6 co thé tiép can duoc ndi dung mon hoc Tu
teang HO Chi Minh va Puong 16i cdch mang cua Bang Cong san Viét Nam, hiéu biét
nén tang tu tuong cua Pang.

- Phan tich dwoc qué trinh van dong va phat trién caa cac chi nghia tu ban va cac quy
luat co ban caa nén kinh té thi trudng tu ban cha nghia. T d6, ¢6 co s¢ khoa hoc dé
phan tich tinh tat yéu cua viéc qua d6 1én chi nghia x4 hoi va sa ménh lich sir caa giai
cap cong nhan.

- Xay dung dugc niém tin, Iy twéng cach mang, niém tin vao tinh tat thing cua viéc
xay dung chu nghia xa hoi.

10. M6 ta vin tit ngi dung hoc phan:
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Hoc phan Nhimg nguyén 1y co ban cua chi nghia Mac-Lénin 2 1a hoc phan tiép

theo cua hoc phan Nhitng nguyén Iy co ban cua chu nghia Mac-Lénin 1, gém 6
chuong, chia 1am hai phan (phan tht hai va phan tha ba). Phan thir hai ¢6 3 chuong,
trinh bay ba noi dung trong tam thudc hoc thuyét kinh té cua chi nghia Mac-Lénin vé
phuong thirc san xuit tu ban chi nghia. Phan thi ba co 3 chuong, trong d6 c6 2
chuong khai quat nhitng noi dung co ban thudc Iy luan cua chi nghia Mac-Lénin vé
chu nghia xa hoi va 1 chuong khai quét chi nghia xa hoi hién thuc va trién vong.
11. Nhiém vu caa sinh vién

Theo Quy ché dao tao Pai hoc va cao dang hé chinh qui theo hé théng tin chi (Ban
hanh kém theo quyét dinh s¢ 43/2007/0P-BGDPT, ngay 15 thing 8 nam 2007 ciia Bé
truong Bé gido duc va Dao tao).
- Dy 16p: 75% tro 1én tinh theo sb tiét 1én Iop
- Bai tap: chuan bj noi dung thao luan
- Khéc: theo yéu cau cua giang vién
12. Tai liéu hoc tap

12.1. Sach, giao trinh chinh
[1] Chuong trinh mén hoc Nhitng nguyén 1y co ban cua chu nghia Mac-Lé&nin do Bo
Giao duc va Dao tao ban hanh.
[2] Gi&o trinh Nhiing nguyén 1y co ban cua chi nghia Mac-Lénin do B Giao duc va

Dao tao chi dao bién soan, Nxb Chinh tri qudc gia xuat ban.
12.2 Tai liéu tham khao

[1] Hoi dong Trung wong chi dao bién soan gido trinh qudc gia cac bo mén khoa hoc
Méc — Lénin, Tu tuong HO6 Chi Minh: Gido trinh cac mdn Triét hoc Mac-Lénin, Kinh
té chinh tri Méc-Lénin, Chu nghia xa hoi khoa hoc do Bo Gi4o duc va Pao tao truc

tiép chi dao, té chirc bién soan.

[2] Cac tai liéu phuc vu day va hoc Chuong trinh 1y ludn chinh tri do Bo Giao duc va

Dao tao truc tiép chi dao, té chirc bién soan.
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13. Thang diém thi: 10/10

14. Tiéu chuan danh gia sinh vién

- Dy 16p: 75% tré Ién tinh theo sé tiét 1én 16p

- Bai tap, tiéu luan: 20%

- Thi gitra ky: 30%

- Thi két thic hoc phan: 50%

15. N§i dung hoc phan

15.1 Phan bé thai gian cac chwong trong hoc phan

Tong soé tiét

Phan bé thoi gian

(tiét hoic gio)

Ghi
chu

TT | Tén chwong hoac gio hoc
va tw hoc Ly Thuc | Tw
thuyét | hanh | hoc
1 Chuong 5: Hoc thuyét giatri | 36 12 0 24
5 Crluong 6: Hoc thuyet gia tri 36 12 0 24
thang du
Chuong 7: Hoc thuyét vé tu
3 ban doc quyén va chu nghia tu | 18 6 0 12
ban doc quyén nha nuéc
Chuong 8: St ménh cua giai
4 cap cong nhan va cach mang xa | 18 6 0 12
hoi chu nghia
Chuong 9: Nhitng van dé chinh
5 tr1 Xa\hQI c,o tinh quy I~uatAt_ron9 18 6 0 12
tien trinh cach mang x& hoi chu
nghia
6 Chuong 10: Chu nghia xa hoi 9 3 0 6

hién thuc va trién vong
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Tong sé 135 45 0 90

15.2. Bé cwong chi tiét cia hoc phan
Chwong 5: Hoc thuyét gia tri
5.1. biéu kién ra doi, dic trung va wu thé cua san xuat hang hoa
5.1.1. Diéu kién ra doi ctia san xuat hang hoa
5.1.2. Pic trung va uu thé cua san xuat hang hoa
5.2. Hang hoa
5.2.1. Hang héa va hai thugc tinh caa hang héa
5.2.2. Tinh chat hai mat cua san xuat hang hoa
5.2.3. Luong gia tri hang hoa va cac nhan t6 anh huong dé luong gia tri hang
hoa
5.3. Tién té
5.3.1. Lich sir phat trién cua hinh thai gié tri va ban chét cua tién té
5.3.2. Chirc nang cua tién té
5.4. Quy luat gia tri
5.4.1. Noi dung cua quy luat gia tri
5.4.2. Tac dong cua quy luat gia tri
Chwong 6: Hoc thuyét gia tri thing dw
6.1. Su chuyén hoa cua tién té thanh tu ban
6.1.1. Cong thic chung cua tu ban
6.1.2. Mau thuan caa cong thac chung cia tu ban
6.1.3. Hang hoa sirc lao dong va tién cong trong chu nghia tu ban

6.2. Su san xuat ra gia tri thang du
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6.2.1. Sy thong nhat giita qua trinh san xuét ra gia tri sir dung va qua trinh san

XUt ra gid tri thang du
6.2.2. Tu ban bat bién va tu ban kha bién
6.2.3. Ty suét gia tri thing du va khéi lugng gid tri thang du
6.2.4. Hai phuong phéap san xuat gia tri thang du va gia trj thang du siéu ngach
6.2.5. San xuat ra gia tri thang du — quy luat kinh té tuyét doi cua chii nghia tu
ban
6.3. Su chuyén hoa cua gi4 tri thing du thanh tu ban — tich liy tu ban
6.3.1. Thuc chét va dong co cua tich liy tu ban
6.3.2. Nhitng nhan té anh huong quy mo tich liy tu ban
6.3.3. Quy luat chung cua tich Iy tu ban
6.4. Qua trinh luu thong cta tu ban va gié tri thang du
6.4.1. Tuan hoan va chu chuyén tu ban
6.4.2. Tu ban ¢b dinh va tu ban luu dong
6.5. Céc hinh thai biéu hién caa tu ban va gia tri thang du
6.5.1. Chi phi san xuét tu ban chu nghia. Loi nhuan va ty suat loi nhuan
6.5.2. Loi nhuan binh quan va gia ca san xuét
6.5.3. Su chuyén hoa tir gié tri hang hda thanh gia ca san xuat
6.5.4. Su phéan chia gia tri thang du gitra cac hinh thai tu ban
Chwong 7: Hoc thuyét vé tw ban ddc quyén va chii nghia tw ban déc quyén
7.1. Cha nghia tu ban doc quyén

7.1.1. Buéc chuyén tir chu nghia tu ban ty do canh tranh sang chi nghia tu ban

doc quyén

7.1. 2. Nam dic diém kinh té co ban cta cha nghia tu ban d6¢ quyén
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7.1.3. Su hoat dong cua quy luat gia tri va quy luat gia tri thang du trong giai

doan chu nghia tu ban doc quyén
7.2. Chii nghia tu ban doc quyén nha nudc

7.2.1. Nguyén nhan ra doi va ban chat cua chi nghia tu ban doc quyén nha

nudc
7.2.2. Nhitng biéu hién ciia chu nghia tu ban doc¢ quyén nha nuéc

7.3. Panh gia chung vé vai trd va gigi han lich sir ciia chu nghia tu ban
7.3.1. Vai trd cta chi nghia tu ban vai sy phat trién caa nén san xuat xa hoi
7.3.2. Giai han lich sir cia chu nghia tu ban

Chwong 8: St ménh lich sir ciaa giai cap cdng nhan va cach mang xa héi chi

nghia
8.1. Str ménh lich sir cua giai cap cdng nhan
8.1.1. Giai cap cdng nhan va sit ménh lich st caa giai cdp cong nhan
8.1.2. Biéu kién khach quan quy dinh s& ménh lich st cua giai cip céng nhan

8.1.3. Vai tro cua Bang Cong san trong qua trinh thuc hién s ménh lich sir

cua giai cap cong nhan
8.2. Cach mang xa hoi chu nghia
8.2.1. Céach mang xa hoi chi nghia va nguyén nhan cua nd
8.2.2. Muc tiéu, dong luc va noi dung cua cach mang xa hoi chi nghia

8.2.3. Lién minh giira giai cap cong nhan vai giai cdp ndng dan trong céch

mang X& hoi chu nghia
8.3. Hinh thai kinh té - x4 hoi cong san chi nghia
8.3.1. Xu thé tat yéu cua sy ra doi hinh thai kinh té - x& hoi cong san chi nghia
8.3.2. C4c giai doan phat trién caa hinh théi kinh té - x hoi cong san cha nghia

Chuwong 9: Nhirng van dé chinh tri - x4 hdi co tinh quy luat trong tién trinh céach

mang Xa hoi chua nghia
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9.1. Xay dyng nén dan cha x4 hoi chii nghia va nha nuéc xa hoi chi nghia
9.1.1. Xay dung nén dan cha x& hoi cha nghia
9.1.2. Xay dung nha nudc xa hoi chu nghia
9.2. Xay dyng nén vin hoa xa hoi chii nghia
9.2.1. Khai niém nén vin hoa xa hoi chii nghia
9.2.2. Noi dung va phuong thirc xay dung nén van hoéa xi hoi chi nghia
9. 3. Giai quyét van dé dan toc va ton giéo
9.3.1. Vén dé dan toc va nguyén tic co ban cua chu nghia Mac-Lénin trong
viéc giai quyét cac van dé dan toc
9.3.2. Van dé ton gi4o va nguyén tic co ban caa chi nghia Mac-Lénin trong
Viéc giai quyét cac van dé ton gido
Chuwong 10: Chii nghia xi hdi hién thuwc va trién veng
10.1. Chu nghia xa hoi hién thuc
10.1.1. Cach mang Thang Muoi Nga va mo hinh cha nghia xa hoi hién thuc
dau tién trén thé gigi
10.1.2. Su ra doi cta hé thdng cac nudc x& hoi chu nghia va nhirng thanh tuu.
10.2. Su khiing hoang, sup d6 ciia md hinh cha nghia xa hoi Xo viét va nguyén nhan.
10.2.1. Su khang hoang, sup d6 cia md hinh chu nghia xa hoi X6 viét
10.2.2. Nguyén nhan dan dén khung hoang, sup d6 cia mé hinh chu nghia xa
hoi X0 viét
10.3. Trién vong cua chi nghia xa hoi
10.3.1. Chu nghia tu ban khong phai 1a tuong lai cua x& hoi loai nguoi
10.3.2. Chu nghia xa hoi la tuong lai cuia xa hoi loai nguoi
16. Co sé vat chat phuc vu hoc tap:

- Phan, bang, micro, projector
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- Gido trinh, tai liéu tham khao
17. Hwéng dan thuc hién:

- Bé cuong nay duoc ap dung cho sinh vién dai hoc nam 1 tat ca cac chuyén nganh tir
nam hoc 2014-2015.

- Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan,

diéu kién dé duoc du thi két thiic hoc phan.
- Thoi gian kiém tra va thi:
+ Kiém tra gitra hoc phan: sau tuan hoc thir 8

+ Thi cudi hoc phan: Sau tuan hoc thir 15

18. Phé duyét

Ngay thding nam 2017 Ngay thding nam 2017 Ngay thang nam 2017

Truéng Khoa T truong Giang vién bién soan
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PE CUONG HOQOC PHAN

1. Tén hoc phén: KY NANG LAM VIEC NHOM CNTT
2. M3 hoc phan: XXXXXX
3.86 tin chi: 2(2,0,4)
4. Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén b6 thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan trudc: khong

— Hoc phan song hanh: khong
9. Chuan dau ra ciia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thirc:

bat dugc mot hé théng kién thirc k¥ nang lam viéc nhom, thuyét trinh, tim kiém,
co ban va pht hgp véi nhiing quan diém hién dai, bao gdom:
+ Sinh vién hiéu duoc ndi dung co ban cia cac k¥ nang hoc tip va ¥ nghia cia

viéc rén luyén k¥ nang hoc tap d6i véi ban than trong moi truong giao duc dai hoc.
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+ Sinh vién biét duoc nhirng thay ddi trong moi truong hoc tap bac dai hoc va
tim cach thich nghi v6i nhitng thay ddi d6 dé co két qua cao trong hoc tap.

— Vé Ki niing:

+ Ap dung dugc cac k§ nang hoc tap trong mdi truong gido duc dai hoc nhur:
1ap ké hoach hoc tap, k¥ ning ghi chép, k¥ ning doc sach, k¥ ning tim kiém thong tin,
ky ning hoc tap theo nhom, k¥ ning thuyét trinh, ké hoach 1am viéc, danh gia cong
viéc ké hoach ctia nhom

— Veé thai d:

+ Co6 hung tha hoc vat ly, yéu thich va tim toi khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip mén K¥ ning lam viéc nhom, ciing nhu trong
viéc ap dung céc hiéu biét d3 dat dugc.

+ Co ¥ thiic van dung nhing hiéu biét nhiing kién thirc, ki ning vao trong cic
khoa hoc khac, vao doi séng nham cai thién diéu kién séng, hoc tap, cling nhu gittr gin
bao quan thiét bi, y thirc tiét ki¢m.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom céc ndi dung sau:

— K§ niang mém nhu: giao tiép, thuyét trinh, dién dat y tuéng, quan 1y cong viéc
ca nhan, xu 1y tinh hudng. Trong mén hoc chii yéu tap trung cho cac bai tip sinh hoat
tap thé, cac cudc hop "brain-storming" dé gitp sinh vién hinh thanh cac k§ ning mém
trong cong viéc, bén canh d6 ciing t6 chirc cac 1an sinh hoat di ngoai tip thé dé sinh
vién c6 thé tmg dung va luyén tip cac k¥ ning duoc hoc thong qua cac hoat dong vui
choi.

— Thong qua mon hoc, sinh vién phai luyén dugc tinh ndang dong, manh dan,
thang thin trao doi; biét hoi, biét lang nghe, nim duoc cic nguyén tic quan trong
trong giao tiép
11. Nhiém vu cta sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cla giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:
[1] Mcgraw-Hill - Briefcase Books - Presentation Skills For Managers.

[2] Khoa CNTT, Tdp bai giang Ky nang lam viéc nhom CNTT, Truong Dai hoc
Cong nghiép Thyuc phdm Tp. HS Chi Minh (Lwu hanh noi bd), 2017.

12.2. Tai liéu tham khao:
[1] Mcgraw-Hill - Briefcase Books - Communicating Effectively
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[2] http://www.skillsconverged.com/
[3] http://www.mindtools.com

13. Thang diém d4anh gia: 10/10
14. Panh gia hoc phan:

— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Piém tiéu luan: 30%

+ Piém kiém tra giira hoc phan: 30%

— Piém thi két thic hoc phan: 70%

15.Ndi dung hoc phan:

15.1. Phén bd thoi gian cac chwong trong hoc phan

Tong
s0 tiet

Phin bo thoi gian
(tiét hoic giv)

TT | Tén chuong hoi
oac LY | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 | Giéi thiéu vé k¥ ning mém 15 4 1 0 0 10
2 | Ky nang thanh 14p nhom 15 4 1 0 0 10
3 | Lap ké hoach lam viéc 12 3 1 0 0 8
4 | K§ thuat to chirc mot budi hop 18 4 2 0 0 12
5 | Ky thuat thuyét trinh 6 2 0 0 0 4
6 KAy thug} Vleq'[ baorcao va danh gia 5 5 0 0 0 4
cong viéc cua nhom
7 Ky nang tham du phong van 18 4 2 0 0 12
tuyén dung
Tong 90 23 7 0 0 60

15.2. P& cwong chi tiét ciia hoc phan:
Chuwong 1. Giéi thiéu vé ki ning mém

1.1. Vai tro
1.2. Y nghia cua k¥ ning mém trong cong viéc

1.3. Cac khai niém co ban

1.4. Gi6i thiéu vé cac k§ ning mém co ban
1.5. Gidi thiéu cach thirc t6 chirc cac hoat dong trong 16p

91



http://www.skillsconverged.com/
http://www.mindtools.com/

1.5.1. Y nghia
1.5.2. Céch thirc t6 chir
1.5.3. Cac nguyén tic hoat dong
1.5.4. Mot s6 phuong phap td chirc
1.5.5. Bai tap tinh hudng
Chuong 2. Ky nang thanh 1ap nhom
2.1. Gi6i thiéu vé 1am viéc nhém
2.2. Céc vai tro trong nhom lam vigc
2.3. C4c nguyén tic lam viéc nhom
2.4. Quy trinh t6 chirc mot nhom lam viée
2.5. Gidi thi¢u cac k¥ thuat co ban trong lam viéc nhom
2.5.1. Brain-storming
2.5.2. Pair and share
2.5.5. Concept map
2.5.6. Group discussion
2.6. Cac cong cu hd trg t chtrc va quan Iy nhom
Chuong 3. Lap ké hoach lam viéc
3.1. K¥ nang quan 1y thot gian ca nhan
3.2. Lap lich biéu lam viéc cho c4 nhan
3.3. Lén ké hoach lam viéc nhom
3.4. Cach phan chia cong viéc va quan 1y tién do
3.5. Cac cong cu ho tro lap ké hoach
3.6. Giai quyét xung dot lich 1am viéc trong nhém
Chuwong 4. K§ thuét té chirc mdt budi hop
4.1. Lap ké hoach chuén bj cho mét budi hop
4.2. Biéu khién mot budi hop
4.3. Giai quyét xung dot trong budi hop
4.4, Cach trinh bay va thao luin van dé
4.5. Vin hoa giao tiép
4.6. Giai quyét van dé va ra quyét dinh
4.7. Danh gia két qua 1am viéc
Chuwong 5. K¥ thuét thuyét trinh
5.1. Cong tac chudn bj trudc, trong va sau khi thuyé trinh
5.2. Cac k¥ thuét bd cuc co ban
5.2.1. Ky thuat SSS
5.2.2. Ky thuat AIDA
5.2.3. Ky thuat PREP
5.2.4. Ky thuat BOMBER B
5.3. Cach thirc trinh bay bang slides, concept map
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5.4. Xir Iy tinh hudng trong budi trinh bay
5.5. Céach giao tiép phi ngon tir

5.5.1. Giong noi

5.5.2. Diéu bg, cur chi

5.5.3. Tinh biéu cam

5.5.4. Phong thai va cac yéu to khac

5.6. Cach danh gi4, lang nghe va dat cdu hoi phan bién
5.6. Cac cong cu hd trg thuyét trinh

Chuong 6. K¥ thuét viét bao cio va danh gia cong viéc nhom

6.1. Cac phuong phap dién dat ndi dung bao cio
6.1.1. Phuong phép ghi nhat ki cong viéc
6.1.2. Lén ké hoach cong viéc
6.1.3. Ghi nhan tién do

6.2. Céch thuc trinh bay bao céo

6.3. Cac chuan viét béo co
6.3.1. K¥ niang tong hop bao cio
6.3.2. Quy tic WH-question

6.4. Cac template bao cdo mau

6.5. Cac cong cy ho trg viét béo céo

Chuwong 7. K§ ning tham dy phéng van tuyén dung

7.1. Cac loai phong vén tuyén dung

7.2. Quy trinh co ban

7.3. Chuan bj trude khi phong van

7.4 Cac hoat dong trong khi phong van

7.5. Sau khi phong van

7.6. Cac van dé lién quan dén luong, quyén loi

7.7. Chap nhan va tir chbi cong viéc

16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 1on.

17. Huwéng din thue hién

— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir

nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc

phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan, tiéu luan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15

93



18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang ndam 2017
Truéng Khoa T6 truong Giang vién bién soan
PE CUONG HOC PHAN
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1. Tén hoc phén: ANH VAN A1l
2. Mi hoc phéan:

3.S6 tin chi: 3(3,0,6)
4. Loai hoc phin: Bit budc
5. Pdi twong hoc: Sinh vién khong chuyén nganh Tiéng Anh
6. Giang vién giang day: Giang vién khoa Ngoai ngit
7. Phén b6 thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: Anh van AO (Péi véi Sinh vién khéng dat diém kiém tra
trinh @6 thi dau vdo)

— Hoc phan trude: Anh van AO (Déi véi Sinh vién khéng dat diém kiém tra trinh
dé thi dau vao)

— Hoc phan song hanh: khong
9. Chuin dau ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Vé kién thirc:

+ Nam duoc cac diém ngtt phap ¢ muc do tién so cép, cu thé ¢6 thé thanh thao
cac ndi dung nhu sau: cac dang cau hoi WH, cac loai dong tur, dai tir, s& hitu cach, thi
hién tai, thi qua khu, v.v;

+ Thong thao nhimg tir va cum tir thudng sir dung trong tiéng Anh co ban va
ngir canh tiéng Anh giao tiép trong cac hoan canh xa hoi.

— V& ki ning:
+ Ki nang nghe
e Nghe trong am, hau td, cach ndi tir, cac tinh huéng giao tiép co ban v.v;
e Nghe hiéu, nim bt chu dé, ndi dung chi tiét cua bai nghe dé tir d6 hoan
thanh céc bai tap dién tir dé hoan thanh cau, doan van; tra 101 cau hoi; ndi cau
hoi véi cau tra 101 ding, v.v;
+ Ki nang noi
e Thuyc hién céc chic nang ngdn nglr hoi thoai dé thiét lap cac mbi quan
hé xa hdi nhu gidi thi¢u ban than, chao hoi, trao doi thong tin ca nhan;
e Hoc cac tu, cum tu theo ngir canh dé co thé giao tiép trong cac tinh
hubng dic biét;
e Trinh bay s& thich, hoi xin phép, dua ra cac dé nghi;
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e Céach thé hién su himg thu va mong mudn tiép tuc cudc hoi thoai v.v;
+ Kinang doc
e Nam viing cich dung tir trong cac tinh hudng cuy thé
e Lam quen véi nhitng van ban, bai bdo, chuong trinh truyén hinh duoc
dién dat bang ngdn ngir don gian;
e Luyén tip cac ki ning doc hiéu (doc nhanh dé tim ¥ chinh va doc ki dé
tim thong tin chi tiét).
+ K1 ning viét
e Thanh lap cau bﬁng cach sép xép tlr, n6i cum tur;
e Chon tir pht hop dé hoan tit ndi dung cho sin;
e Viét tiép cau dya trén phan c6 sén;
e Dit cau hdi voi tir cho san;
e Viét vé nhitng chu dé don gian nhu gia dinh, théi quen hang ngay, su
kién ddc biét trong nam, v.v.
— Vé thai d:
+ Nhan thtc duoc tam quan trong cua mon hoc;
+ Tu gi4c trong hoc tap va trung thuc trong thi c;
+ Thuc hién nghiém tac thoi gian biéu, tham gia diy du cac budi hoc trén 16p
va cac bai tip tun;
+ Xay dung va phat huy tdi da tinh than ty hoc thong qua nghién ciru sach ngi
phép, doc thém céc tai li¢u;
+ Tham gia tich cuc va c6 tinh than x4y dung vao cic hoat dong trén 16p.
10. M@ ta vin tit ndi dung hoc phin:
Hoc phan nay bao gdm céc ndi dung sau:

— Chuong trinh nay bao gém 06 bai hoc tir bai 1 dén bai 6. Mdi bai hoc véi chi
dé riéng bao gdm nodi dung vé tir viung va ngir phap.

— Chuong trinh nay duoc xay dung dua trén phuong phap giao tiép, tap trung vao
nhiing k¥ ndng giao tiép tiéng Anh: Nghe, N6i, Doc, Viét, trong do nhan manh hai ky
ning nghe va ndi trong cac tinh hudng xa hoi, dat mirc do twong duong tién so cap
(Pre-elementary).

11. Nhiém vu cua sinh vién:

— Tham dy gio hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo yéu cau cua giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai li€éu hoc tap:

12.1. Tai liéu chinh:
[1] Chris, R., & Gillie, C. (2008). Face2face. Cambrige University Press.
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12.2. Tai liéu tham khao:

[1] A.J. Thomson & A. V. Martinet (1986). A Practical English Grammar. Oxford

University Press.

[2] Mark H. (2003). English Pronunciation in Use. Cambrige University Press.

[3] Jack, C. R. (2003). Tactics for Listening (Developing). Oxford University Press.

13.Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Piém danh gia qua trinh: 30% (ddnh gid theo 4 ki ning)
— Piém thi két thic hoc phan: 70% (ddnh gid theo 4 ki ning)

15.Noi dung hoc phan:

15.1. Phén b6 thoi gian cic chwong trong hoc phan:

TT | Tén chwong ]:‘ng Phan b thoi gian
Slfl’ot;i‘ (tiét hodc giv)

gio Ly | Bai | Thao | TN/ | Tuw
thuyét | tap | ludn | TH | hoc
1 | Unit 1: Meeting people 21 7 0 0 0 14
2 | Unit 2: People and possessions 21 7 0 0 0 14
3 | Unit 3: Daily life 24 8 0 0 0 16
4 | Unit4: Time off 24 8 0 0 0 16
5 | Unit5: Homes and shops 21 7 0 0 0 14
6 | Unit 6: Good times, bad times 24 8 0 0 0 16
Téng 135 45 0 0 0 | 90

15.2. Pé cuwong chi tiét ciia hoc phan:
Unit 1: Meeting people
1A. Where are you from?
1B. In the coffee break
1C. Personal details
1D. Lost property
Unit 2: People and possessions
2A. What’s important to you?
2B. Meet the Robinsons
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2C. Time and money
2D. Where’s the baby?
Unit 3: Daily life
3A. A glamorous life?
3B. Evening and weekends
3C. Special days
3D. Early bird or night owl?
Unit 4: Time off
4A. Away from home
4B. First Date!
4C. Eating out
4D. Breaking time
Unit 5: Homes and shops
5A. My kind of place
5B. Renting a flat
5C. At the shops
5D. In fashion
Unit 6: Good times, bad times
6A. Three generations
6B. People who changed the world
6C. Four weekends
6D. The good and the bad
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17.Huéng din thue hién
— Pé cuong nay duoc dp dung cho sinh vién khong chuyén nganh Tiéng Anh hoc
tir nam hoc 2016-2017 tré di.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thic hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan thir 15
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18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng khoa T6 truong Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phén: ANH VAN A2
2. M3 hoc phin:
3.S6 tin chi: 3(3,0,6)
4. Loai hoc phin: Bit budc
5. Pdi twong hoc: Sinh vién khong chuyén nganh Tiéng Anh
6. Giang vién giang day: Giang vién khoa Ngoai ngit
7. Phén bo thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
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8. Piéu ki¢n tham gia hoc tip hoc phan:
— Hoc phan tién quyét: Anh vin Al
— Hoc phan trudc: Anh vin Al
— Hoc phan song hanh: khong
9. Chuan dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:

+ Nam duoc cac diém ngit phap ¢ mirc do so cip, cu thé co thé thanh thao cac
ndi dung nhu sau: thi hién tai tiép dién, qua khir, hién tai hoan thanh, twong lai gﬁn; SO
sanh hon, so sanh nhét, dong tur khiém khuyét, cau ménh 1&€nh, v.v,;

+ Thong thao nhimg tlr va cum tir thudng sir dung trong tiéng Anh co ban va
ngit canh tiéng Anh giao tiép trong cac hoan canh xa hoi.
— V& Ki niing:
+ Ki ndng nghe

e Nghe dién thoai, bai hat, cudéc hoi thoai, tin tirc, cdu chuyén cd nhan,
V.V

e Nghe hiéu, ndm bat chu dé, noi dung chi tiét ciia bai nghe dé tir d6 hoan
thanh c4c bai tip dién thong tin, doan van; chon tir ding; tra 101 cau hoi; ndi
cau héi véi cau tra 101 dung, v.v;

e Nghe va ren cach phat am cua tr nhu cac am cudi, trong am; ndi Am; cac
am yéu; ngit diéu cta cdu; ciu néi nhanh.
+ Ki nang noi

e Giao tiép duoc trong nhiing tinh hudng co ban trong giao tiép xa hoi
hang ngay;

e Thuc hién cac chirc ning ngdn ngit hoi thoai dé thiét 1ap cac mdi quan
hé x3 hdi nhu mua ban, dit chd, tan géu, V,V.

e Hoi va tra 16i nhitng ciu hoi cling nhu trao ddi ¥ kién va thong tin vé
nhitng cht dé quen thudc hang ngay nhu tin tirc thoi sy, sirc khoé;

e Lén ké hoach tuong lai, ndi chuyén qua dién thoai, héi va chi duong,
giao tiép tai san bay, V.V.
+ Ki nang doc

e Hiéu nhitng vin ban, bai bao, cAu chuyén, quang cdo, thu tir vé nhiing
chu dé quen thudc duoc dién dat bang ngdn ngir gan giii hang ngay;

e Hiéu duoc su khac nhau vé vin hoa trong viéc sir dung ngdn ngit

e Luyén tap céc ki ning doc hiéu (doc nhanh dé tim y chinh va doc ki d¢
tim thong tin chi tiét).

+ Ki ning viét
e Thanh lap cau bing cach sip xép tir;
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Chon tir dung dé viét, chon tir phu hop véi van viét;

Viét tiép cau dya trén phan c6 sin;

e Dat cau hoi, tra 101 cau hoi;
e Viét vé mot s6 chi dé nhu nhu ké hoach, cho 10i khuyén, v.v.
— Veé thai d:
+ Nhéan thire duoc tam quan trong cua mon hoc;
+ Tu giac trong hoc tap va trung thuc trong thi ci;
+ Thuc hién nghiém tac thoi gian biéu, tham gia ddy da cac budi hoc trén 16p
va cac bai tap tuan;
+ Xay dung va phat huy ti da tinh than ty hoc thong qua nghién ciru sach ngit
phép, doc thém céc tai li¢u;
+ Tham gia tich cuc va c6 tinh than xdy dung vao cac hoat dong trén 16p.
10. M ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:

— Chuong trinh ndy bao gdm 06 bai hoc tir bai 7 dén bai 12. Mdi bai hoc vé6i chu
dé riéng bao gdm nodi dung vé tir viung va ngir phap.

— Chuong trinh nay duoc xay dung dua trén phuong phap giao tiép, tap trung vao
nhimg k¥ ning giao tiép tiéng Anh: Nghe, Noi, Poc, Viét, trong d6 nhdn manh hai k¥
nang nghe va ndi trong cac tinh hudng xi hoi, dat mic do twong duong so cip
(Elementary).

11.Nhiém vu cta sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yeu cau cua giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.

12.Tai liéu hoc tap:

12.1. Tai liéu chinh:

[1] Chris, R., & Gillie, C. (2008). Face2face. Cambrige University Press.

12.2. Tai liéu tham khao:

[1] A. J. Thomson & A. V. Martinet (1986). A Practical English Grammar. Oxford
University Press.

[2] Mark H. (2003). English Pronunciation in Use. Cambrige University Press.
[3] Jack, C. R. (2003). Tactics for Listening (Developing). Oxford University Press.
13. Thang diém danh gia: 10/10

14. Panh gia hoc phan:
a. Diém danh gia qua trinh: 30% (ddnh gid theo 4 ki néing)
b. Piém thi két thiic hoc phan: 70% (ddnh gid theo 4 ki néing)
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15. Noi dung hoc phan:

Phan b thoi gian

Tﬁng .
TT | Tén chwong sb tiet (tiét hoge gi0)

hode ||y | Baj | Thao | TN/ | Ty
819 | thuyét | tap | luéin | TH | hoc
1 | Unit 7: Films, music, news 24 8 0 0 0 16
o | Unit 8: Let’s go away 21 7 0 0 0 14
3 [ Unit9: Allin a day’s work 24 8 0 0 0 16
4 | Unit 10: Mind and body 21 7 0 0 0 14
5 | Unit 11: Future plans 21 7 0 0 0 14
g | Unit 12: Life experiences 24 8 0 0 0 16
Tong 135 45 0 0 0 | 90

15.1. Phan b thoi gian cac chwong trong hoc phén:

15.2. Pé cwong chi tiét ciia hoc phén:

Unit 7: Films, music, news
7A. Licence to kill
7B. My music
7C. What’s in the news?

7D. Do you know any jokes?

Unit 8: Let’s go away
8A. Holiday USA
8B. A trip to Thailand
8C. Planning a day out
8D. Come to the wedding
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Unit 9: All in a day’s work
9A. The meeting
9B. Strike!
9C. On the phone
9D. The Adventure Centre
Unit 10: Mind and body
10A. A healthy heart
10B. What’s he like?
10C. | feel terrible!
10D. Are you SAD in winter?
Unit 11: Future plans
11A. New Year’s resolutions
11B. No more exams!
11C. Finding your way
11D. The grass is always greener
Unit 12: Life experiences
12A. World records
12B. Have you ever...?
12C. Hve a good trip!
16.Co s vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muyc cac chuyén dé va bai tap lon.
17.Hwéng din thye hién
— Pé cuong nay dugc ap dung cho tat ca sinh vién khong chuyén nganh Tiéng Anh
tir nam hoc 2016-2017 tré di.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phﬁn, diéu kién dé duoc du thi két thuc hoc phﬁn.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15
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18. Phé duyét

Ngay thang nam 2017
Trudéng Khoa

1. Tén hoc phén:
2. M3 hoc phin:
3. S0 tin chi:
4.Loai hoc phin:
5. Poi twgng hoc:

6. Gidng vién gidng day:

7.Phan bo thoi gian:
— Hoc trén lop:
— Tu hoc:
— Ly thuyét:

Ngay thang nam 2017
To trudng

PE CUONG HQOC PHAN

ANH VAN B1

3(3,0,6)
Bit budc

Ngay thang nam 2017
Giang vién bién soan

Sinh vién hé Pai hoc chinh quy

Giang vién khoa ngoai ngir

45 tidt
90 tiét
45 tiét
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— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét: Anh vin A2
— Hoc phan trudc: Anh vin A2
— Hoc phan song hanh: khéng
9. Chuin dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:

+ Nam duoc cac diém ngit phap & mic do tién trung cap, cu thé co thé thanh
thao cac ndi dung nhu sau: cac thi cia dong tur; cAu truc so sanh; cac dang cau hoi; tu
ndi, gidi tir; loai tir; cach thanh lap tur; tién td, hau td; su hoa hop giita danh tir va dong
tur, v.v.;

+ Thong thao nhimg tir va cum tir thudng sir dung trong tiéng Anh co ban va
ngir canh tiéng Anh giao tiép trong cac hoan canh xa hoi.

— V& ki ning:

+ Ki nang nghe

e Nghe cac cudc hoi thoai, chuong trinh truyén hinh, cudc phong van, bai
n6i1 chuyén, cau chuyén, bai phat biéu c4 nhan, cidc md ta, v.v;

e Nghe hiéu, ndm bit chu dé, noi dung chi tiét ctia bai nghe dé tir d6 hoan
thanh céc bai tap dién tir dé hoan thanh cau, doan van; tra 101 cau hoi; ndi cau
hoi voi cau tra 101 dang, v.v;

e Nghe va rén cach phat am cua tor nhu cac nguyén am, phy am, am cudi,
trong Am; ndi 4m; ngit diéu cua cau.

+ Ki nang noi

e Giao tiép dugc trong nhitng tinh hudng cb dinh va véi nhitng hoi thoai
ngan vé chu dé giao tiép x4 hoi hang ngay;

e Thuc hién cac chirc ning ngdn ngit hoi thoai dé thiét lap cac mbi quan
hé xa hoi nhu chao hoi, gidi thidu, xin 16i, cdm on, chic tung...;

e Hoi va tra 16i nhimg cau hoi cling nhu trao doi y kién va thong tin vé
nhimg chi d& quen thudc hang ngdy nhu ban than, thoi quen hang ngay, du
lich, mo udec...;

e Miéu ta cam xuc, thai do...

e Ké chuyén, miéu td mdt cach don gidn cac hoat dong, su ki€n; miéu ta
mot dia diém, kinh nghiém c4 nhan, v.v.

+ Ki nang doc

e Hiéu nhilng vin ban, bai bao ngan, don gidn vé nhitng chu dé quen
thudc duoc dién dat bang ngdn ngit gan giii hang ngay;

e Nhuin nhuyén cac ki ning doc hiéu (doc nhanh dé tim y chinh va doc ki
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dé tim thong tin chi tiét).
+ Ki ning viét
Thanh 1ap ciu bang cach sap xép tir;

Chon tir dung dé viét, chon tir phu hop véi van viét;
Viét tiép cau duya trén phan co san;

e Viét vé nhitng chui dé don gian nhu ban than,thoi gian rdi, noi chén, du
lich, v.v.
— Veé thai d:
+ Nhéan thire duoc tam quan trong cua mon hoc;
+ Tu giac trong hoc tap va trung thuc trong thi ci;
+ Thyc hién nghiém tac thoi gian biéu, tham gia diy du cac budi hoc trén 16p
va céac bai tap tuan;
+ Xay dung va phat huy t6i da tinh than tu hoc thong qua nghién ctru sach ngit
phép, doc thém cac tai li€u;
+ Tham gia tich cuc va c6 tinh than x4y dung vao cic hoat dong trén 16p.
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gdm cac ndi dung sau:

— Chuong trinh nay bao gém 06 bai hoc tir bai 1 dén bai 6. Mdi bai hoc véi chu
dé riéng bao gom ndi dung vé tir vung va ngir phap.

— Chuong trinh nay duoc xay dung dua trén phuong phap giao tiép, tap trung vao
nhimng k¥ ning giao tiép tiéng Anh: Nghe, Noi, Poc, Viét, trong d6 nhdn manh hai k¥
ning nghe va néi trong cac tinh hudng xa hoi, dat mirc d6 twong duong tién trung cp
(Pre-intermediate).

11. Nhiém vu cua sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo yeu clu cua giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Tai liéu chinh:

[1] Chris, R., & Gillie, C. (2008). Face2face. Cambrige University Press.

12.2. Tai liéu tham khao:

[1] A. J. Thomson & A. V. Martinet (1986). A Practical English Grammar. Oxford
University Press.

[2] Mark H. (2003). English Pronunciation in Use (Intermediate). Cambrige
University Press.

[3] Jack, C. R. (2003). Tactics for Listening (Developing). Oxford University Press.

106



13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

a. Diém danh gia qua trinh: 30% (ddnh gid theo 4 ki ning)
b. Piém thi két thac hoc phan: 70% (ddnh gid theo 4 ki ning)

15. Noi dung hoc phin:
15.1. Phén b6 thoi gian cac chwong trong hoc phan:

T& Phén bo thoi gian
ong (66t hoge pid)
O tia 1€t noac gi
TT | Tén chuong 50 tfet e
hodgc |y | Baj | Thao | TN/ | Tu
g1 thuyét | tdp | lun | TH | hoc
1 | Unit 1: Work, rest and play 24 8 0 0 0 16
o | Unit 2: Beginnings 21 7 0 0 0 14
3 | Unit 3: The world of work 24 8 0 0 0 16
4 | Unit4: That’s entertainment 21 7 0 0 0 14
5 | Unit5: Into the future 21 7 0 0 0 14
g | Unit6: Family and friends 24 8 0 0 0 16
Tong 135 45 0 0 0 | 90

15.2. Pé cwong chi tiét ciia hoc phén:
Unit 1: Work, rest and play
1A. Life stories
1B. Supper commuters
1C. Time to relax
1D. Speed dating
Unit 2: Beginnings
2A. Starting small
2B. First meetings
2C. The 1001 Nights
2D. Small talk
Unit 3: The world of work
3A. Getting qualified
3B. Job-hunting
3C. Strange jobs
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3D. I’'m really sorry!
Unit 4: That’s entertainment
4A. The silver screen
4B. The rhythm of life
4C. TV or not TV?
4D. What do you think
Unit 5: Into the future
5A. Man or machine?
5B. Never too old
5C. Out of this world
5D. It’s for charity
Unit 6: Family and friends
6A. Life with teenagers
6B. Roles people play
6C. Family Business
6D. Call me back
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huéng din thue hién
— Pé cuong nay dugc ap dung cho tat ca sinh vién khong chuyén nganh Tiéng Anh
tir nam hoc 2016-2017 tré di.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thi 9
+ Thi cubi hoc phan: Sau tuan thr 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 truong Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phén: ANH VAN B2
2.Mai hoc phan:
3.S6 tin chi: 3(3,0,6)
4.Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién khéng chuyén nganh Tiéng Anh
6. Giang vién giang day: Giang vién khoa Ngoai ngit
7. Phén bo thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: Anh vin Bl
— Hoc phan truéce: Anh vin Bl
— Hoc phan song hanh: khong
9. Chuin diu ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thirc:

+ Nim duoc cac diém ngit phap ¢ muc d6 tién trung cap, cu thé c6 thé thanh
thao cac nd1 dung nhu sau: c4c thi cua dong tur; tro dong tir; cau diéu kién; ménh dé
trang ngir; thé bi dong; dai tir quan hé; cac dang cu; ciu tuong thuat; tir ndi; gidi tir;
loai tur; cach thanh lap tu; tién to, hau td v.v.;

+ Thong thao nhimg tir va cum tir thudng sir dung trong tiéng Anh co ban va
ngir canh tiéng Anh giao tiép trong cac hoan canh xa hoi.
— Vé Ki niing:

+ Ki nang nghe

e Nghe cac cudc hoi thoai, tin tirc, cudc phdéng van, bai noi chuyén, cau
chuyén c4 nhan, cac mo ta, v.v;

e Nghe hiéu, nim bt chu dé, ndi dung chi tiét cua bai nghe dé tir d6 hoan
thanh cac bai tap dién tir dé hoan thanh cau, doan van; tra 101 cau hoi; ndi cau
hoi voi cau tra 101 ding, v.v;

e Nghe va rén cach phat am cua tir nhu cac am cudi, trong am; ndi Am; cac
am yéu; ngir di¢u cua cau; cau noi nhanh.

+ Ki nang no1

e Giao tiép dugc trong nhitng tinh hudng cb dinh va véi nhitng hoi thoai
ngan vé chu dé giao tiép x4 hoi hang ngay;

e Thyc hién céc chirc ning ngodn ngit hdi thoai dé thiét 1ap cac mbi quan
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hé x3 hdi nhu mua ban, dit chd, tan gﬁu, V,V. ;

e Hoi va tra 16i nhitng ciu hoi cling nhu trao ddi ¥ kién va thong tin vé
nhimg chi d& quen thudc hang ngdy nhu ban than, théi quen hang ngay, du
lich, mo udec...;

o K& chuyén, miéu t& mot cach don gian cac hoat dong, sy kién, kinh
nghiém cé nhan, v.v.

+ Kinang doc

e Hiéu nhitng vin ban, bai bao, thu tir, bao cdo vé nhitng cha dé& quen
thudc duogc dién dat bang ngdn ngit gan giii hang ngay;

e Hiéu dugc sy khac nhau vé van hoa trong viéc sir dung ngdn ngir

e Nhuan nhuyén cac ki nang doc hiéu (doc nhanh dé tim y chinh va doc ki
dé tim thong tin chi tiét).

+ Ki ning viét

e Thanh lap cau bang cach sip xép tur;

e Chon tir dung dé viét, chon tir pht hop véi van viét;

e Viét tiép cau dya trén phan c6 sén;

e Viét v& mot sb loai vin ban vé6i chu dé hiang ngay nhu nhu thu tr, don
xin viéc, so yéu 1y lich, trai nghiém cé nhan, thoi gian biéu, v.v.

— Veé thai d:

+ Nhan thire duoc tam quan trong cua mon hoc;

+ Tu giac trong hoc tap va trung thuc trong thi cir;

+ Thyc hién nghiém tic thoi gian biéu, tham gia ddy du cac budi hoc trén 16p
va cac bai tap tuan;

+ Xay dung va phat huy ti da tinh than ty hoc thong qua nghién ciru sach ngi
phép, doc thém cac tai li€u;

+ Tham gia tich cuc va c6 tinh than x4y dung vao cac hoat dong trén 16p.
10. Mo ta vin tit ndi dung hoc phén:

Hoc phan nay bao gdm cac ndi dung sau:

— Chuong trinh ndy bao gdm 06 bai hoc tir bai 7 dén bai 12. Mdi bai hoc vé6i chu
dé riéng bao gdm ndi dung vé tir vung va ngir phap.

— Chuong trinh nay duoc xay dung dua trén phuong phap giao tiép, tap trung vao
nhimng k¥ ning giao tiép tiéng Anh: Nghe, Noi, Poc, Viét, trong d6 nhdn manh hai k¥
ning nghe va ndi trong cac tinh huéng xa hoi, dat mic d6 twong dwong trung cap
(Intermediate).

11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, ti€u luan theo yéu cau cua giang vién.
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— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Tai liéu chinh:
[1] Chris, R., & Gillie, C. (2008). Face2face. Cambrige University Press.
12.2. Tai liéu tham khao:

[1] A.J. Thomson & A. V. Martinet (1986). A Practical English Grammar. Oxford
University Press.

[2] Mark H. (2003). English Pronunciation in Use (Intermediate). Cambrige
University Press.

[3] Jack, C. R. (2003). Tactics for Listening (Developing). Oxford University Press.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
a. Diém danh gia qua trinh: 30% (ddnh gid theo 4 ki néing)
b. Diém thi két thiic hoc phan: 70% (ddnh gid theo 4 ki ning)
15. Noi dung hoc phin:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Pl:ﬁl} b: thoi gi)an
5 tid tiét hoac gio
TT | Tén chuong 50 t}et e

hode 1y | Bai | Thio | TN/ | Ty
glo thuyét | tdp | ludn | TH | hoc
1 | Unit 7: You need a holiday 24 8 0 0 0 16
o | Unit 8: Different cultures 21 7 0 0 0 14
3 | Unit 9: Life isn’t perfect 24 8 0 0 0 16
4 | Unit 10: Shop till you drop 21 7 0 0 0 14
5 | Unit11: Gossip and news 21 7 0 0 0 14
g | Unit 12: Family and friends 24 8 0 0 0 16
Téong 135 45 0 0 0 | 90

15.2. Pé cuwong chi tiét ciia hoc phan:
Unit 7: You need a holiday
7A. 50 places to go
7B. What are you taking?
7C. Wish you were here
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7D. I’ve got a problem
Unit 8: Different cultures
8A. Home sweet home
8B. Meet the parents
8C. Cultural differences
8D. What’s Edinburge like?
Unit 9: Life isn’t perfect
9A. Problems, problems
9B. Sleepless nights
9C. In the neighbourhood
9D. Invitations
Unit 10: Shop till you drop
10A. Going, going, gone!
10B. Changing trends
10C. Fashion victims
10D. Can | help you?
Unit 11: Gossip and news
11A. Guess what?
11B. Murder mystery
11C. Here is today’s news
11D. Did you?
Unit 12: Achieving your goals
12A. A year off
12B. Taking chances
12C. Men of magic
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 1on.
17. Huwéng din thue hién
— Pé cuong nay dugc ap dung cho tat ca sinh vién khong chuyén nganh Tiéng Anh
tir nam hoc 2016-2017 tré di.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thi 9
+ Thi cudi hoc phan: Sau tuan thir 15
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18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng khoa TO trudng Giang vién bién soan
PE CUONG HQC PHAN

1. Tén hoc phan: KY NANG UNG DUNG CONG NGHE THONG TIN
2. M3 hoc phan:

3. So tin chi: 3(1,2,6)

4. Loai hec phan: Bit bugc

5. P6i twong hoc:  Sinh vién Pai hoc chinh quy

6. Giang vién giang day: Giang vién khoa Cong nghé¢ théng tin

7. Phan bo thoi gian

114



- Hoc trén 16p: 75 tiét

- Ty hoc: 150 tiét
- Ly thuyét: 15 tiét
- Thi nghiém/Thuyc hanh (TN/TH): 60 tiét

8. Piéu kién tham gia hoc tap hoc phan
- Hoc phan tién quyét: khéng
- Hoc phan trugc: khdng
- Hoc phan song hanh: khéng
9. Chuén dau ra ciia hoc phan
Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:
- V& kién thuc:

+ Trinh bay dugccac khai niém vé hé thdng thong tin, mang may tinh, cac thanh phan
trong hé théng may tinh.

+ Trinh bay dwockhai niém, dic diém cua hé diéu hanh, cac thanh phan va cach tb

chirc trong hé diéu hanh Windows.

+ Trinh bay duoc khai niém, cac thanh phan va céc chtc ningtrong soan thao vin
bancua Ms Word.

+ Trinh bay duoc khéi niém, céc thanh phan va céc chirc nang trong xir Iy bang tinh

cua Ms Excel.

+ Trinh bay duoc khai niém, cac thanh phan va céc chirc ning trong thiét ké bai thuyét

trinh caa Ms PowerPoint.

+ Trinh bay dugc cac budc soan thao vin ban, tao va xt Iy bang tinh, thiét ké bai

thuyét trinh trén may tinh.
- Vé Ki niing:

+ Nhan biét duoc cac thanh phan trong hé thong may tinh.
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+ Str dung thanh thao Windows Explorer dé quan Iy tap tin, thu muc va cac phan mém
tién ich khac.

+ Thiét lap duoc cau hinh hé thng trén Windows phll hop véi yéu cau cia nguoi sir
dung.

+ Str dung thanh thao céc dich vu co ban trén Internet nhu: Web, Email.

+ Str dung thanh thao Ms Word dé soan thao van ban, dic biét 1a cac vin ban dai nhu:

dd &n mon hoc, khda luan tt nghiép, bao céo khoa hoc,...

+ St dung thanh thao Ms Excel dé tao va xir Iy bang tinh nhu cac bang cham céng,

bang lwong, bang phan tich thong ké s liéu, bang xuat nhap tén kho,...

+ Sir dung thanh thao Ms PowerPoint dé tao cac bai thuyét trinh chuyén nghiép.

- V& thai @:

+ C6 thai d6 khach quan, trung thuc, c6 tac phong ti mi, can than, chinh xac va c6 tinh
than hop tac trong hoc tap va lam viéc.

+ C6 y thtic van dung nhitng hiéu biét vé cong nghé thong tin dé wng dung trong hoc

tap nghién cau va thyc tién nghé nghiép.
10. M ta van tat ndi dunghoc phan
Hoc phan nay bao gdm céc noi dung sau:

- Tong quan vé may tinh: Lich sir phét trién may tinh, hé thong thdng tin, cac thanh
phan cua hé thong may tinh, mang may tinh va Internet.

- Hé diéu hanh Windows: Lich st phat trién cua hé diéu hanh Windows, dic diém cua
hé diéu hanh Windows, cac thanh phan caa hé diéu hanh Windows.

- Ms Word: Giéi thiéu chung vé Ms Word, dinh dang van ban, lam viéc véi cac ddi
tuong dd hoa, bang biéu va biéu dd trong Ms Word, in an, quan ly céc phién ban tai
liéu.

- Ms Excel: Gigi thiéu chung vé Ms Excel,tao, chinh sira, dinh dang va in 4n cac
trang tinh Excel.Str dung c6ng thire ham, khai thac co sé dit liéu vatao cac biéu do

trong Ms Excel.
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- Ms PowerPoint: Gigi thiéu chung vé Ms PowerPoint,tao va dinh dang céc slide,st
dung céc Template va thiét Iap Slide Master. Lam viéc véi bang biéu, biéu d6, cac ddi

tuong do hoa va da phuong tién.
11. Nhiém vu cta sinh vién
- Tham du gio hoc trén 16p.
- Lam cAc bai tap, tiéu luan theo yéu cau caa giang vién.
- Dy thi cudi hoc phan.
12. Tai liéu hoc tap
12.1. Sach, gido trinh chinh

[1] Trung tdm Céng nghé Thong tin, Bai giang Tin hoc van phong, Truong Dai hoc
Cong nghiép thuc pham TP.HCM, 2014.

12.2. Tai liéu tham khao
[1] Hoang Kiém, Nguyén Puc Thang, Pinh Nguyén Anh Diing, Gi4o trinh Tin hoc
Pai cuong A1, NXB Pai hoc Quéc gia TP.HCM, 2007.
[2] Nguyén Thanh Phuong, Ding Binh Phuong, Tin hoc co s¢, NXB Khoa hoc va K§
thuat, 2010.
[3] Thao Bao My, Cam Nang Siz Dung Windows XP, NXBThdng K&, 2002.
[4] Pham Hoang Diing, Hoang Buc Hai, Lam Chu Microsoft Windows XP
Professional, NXB Lao dong — X& hoi, 2002.
[5] Pham Quang Huy — V& Duy Thanh Tam, Giao trinh Word 2010, NXB Thong tin
va truyén thong, 2010.
[6] Nguyén Thanh Trung (11G Viét Nam), Microsoft Office Word, Excel, PowerPoint
2010, NXB Téng hop TP.HCM, 2013.

[7] Joyce Cox, Joan Lambert, Microsoft Word, Excel, PowerPoint 2010 Step by Step,
Microsoft Press, 2010.

[8] Joan Lambert, Joyce Cox, MOS Study Guide for Microsoft Word, Excel,
PowerPoint & Outlook Exams, Microsoft Press, 2010.
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[9] Pradeep K. Sinha,Priti Sinha, Computer Fundamentals (Sixth Edition), Published
by BPB Publications, 2007.

13. Thang diém danh gi4:10/10

14. Panh gia hoc phan

- Béanh gid qua trinh:
+ Piém kiém tra/tiéu luan: 20% (Ly thuyét)
+ Diém qué trinh: 30% (Thuc hanh)
+ Diém kiém tra gitra hoc phan: 0%

- biém thi két thdc hoc phan: 50% (Thuc hanh)
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15. N¢i dung hoc phan

15.1. Phan bé thoi gian cac chwong trong hoc phan

Phan bo thei gian

Tong )
56 tiét (tiét hogic giv)
TT Tén chwong hod
%% 1 Ly | Bai | Thao | TN/ | Ty
gior ) n n
thuyét | 14p | ludn | TH | hec
1 | Téng quan vé may tinh 24 6 2 16
2 Hé diéu hanh Windows 15 2 3 10
3 Soan thao van ban v4i Ms Word | 66 2 20 44
4 Tao va xu ly bang tinh voi Ms 84 3 5 |56
Excel
4 Tao bal- trinh chiéu voi Ms 36 ) 10 |24
PowerPoint
Téng 225 15 0 0 60 | 150

15.2. Pé cwong chi tiét cia hoc phan

Chuwong 1: Tong quan vé may tinh

1.1 Giéi thi¢u

1.1.1 Lich sir phat trién may tinh
1.1.2 Mot s6 loai may tinh dién tur

1.1.3 M6t sb ttng dung cua tin hoc

1.2 Hé thdng thong tin

1.2.1 Céc khai niém

1.2.2 Biéu dién thong tin trong may tinh

1.2.3 Céac don vi do thong tin trong may tinh

1.3 Céc thanh phan cua hé thong may tinh
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1.3.1 Phan cting
1.3.2 Phan mém
1.4 Mang may tinh
1.4.1 binh nghia
1.4.2 Ung dung ciia mang may tinh
1.4.3 Phan loai mang
1.5 Internet
1.5.1 Tong quan vé Internet
1.5.2 Hoat dong cua Internet
1.5.3 Giéi thiéu trinh duyét Web
1.5.4 Trao d6i thong tin trén Internet
1.5.5 Tim kiém thdng tin trén Internet
1.5.6 Mot sb trang Web hitu ich
Chuwong 2: Hé diéu hanh Windows
2.1 Gi6i thigu hé diéu hanh
2.1.1 Lich st phat trién caa hé diéu hanh
2.1.2 Nhiém vy ctia h¢ diéu hanh
2.1.3 Cac khai niém co ban
2.2 H¢ diéu hanh Windows
2.2.1 Gi¢i thiéu
2.2.2 Cac dic diém cuaa hé diéu hanh Windows
2.2.3 Céc thanh phan co ban hé diéu hanh Windows
2.2.4 Dialog box
2.2.5 Cach td chirc cac d6i tuong trong Windows

2.3 Céc thao tac trén cira s
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2.3.1 Cac thanh phan cira s6 chuong trinh @ng dung
2.3.2 Céc thao tac trén cira s6 chuong trinh
2.4 Cac thao tac trén man hinh Desktop
2.4.1 Céc thao tac 1én biéu tuong
2.4.2 Cai dat thudc tinh Ién thanh Taskbar
2.4.3 Nut Start
2.4.4 Tim kiém
2.4.5 Tao shortcut
2.4.6 Tao folder
2.4.7 Céc thao tac trén file/folder
2.5 Windows Explorer
2.5.1 Khai dong va thoat Windows Explorer
2.5.2 Cac thao tac co ban trén Windows Explorer
2.5.3 Céc thao tac Recycle Bin
2.6 Control Panel
2.6.1 Hiéu chinh ngay gio
2.6.2 Thay doi cach biéu dién ngay, gio, s, tién té
2.6.3 Thiét lap ché @6 hoat dong cho chuot
2.6.4 Quan ly Font chir
Chuwong 3: Soan thao van ban véi Ms Word
3.1 Toéng quan vé MS Word
3.1.1 Khéi dong va thoat MS Word
3.1.2 Man hinh giao dién caa MS Word
3.2 Nhiing k¥ thuat co ban trong soan thao

3.2.1 Thao tac trén file
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3.2.2 Nhap van ban
3.2.3 Thao tac trén khoi
3.2.4 Tim va thay thé
3.2.5 Chen ky tu dac biét
3.3 binh dang van ban
3.3.1 binh dang ky tu
3.3.2 binh dang doan van ban
3.4 Chen hinh va chir nghé thuat
3.4.1 Chen chir nghé thuat
3.4.2 Cheén hinh
3.4.3 binh dang hinh anh
3.5 Tao va lam viéc véi bang
3.5.1 Tao bang
3.5.2 Hiéu chinh bang
3.6 Trinh bay trang va in 4n
3.6.1 binh dang trang
3.6.2 In tai liéu
3.7 Tao muc luc ty dong
3.7.1 Tao Styles
3.7.2 Tao muc luc
3.8 Thiét lap cac tdy chon cua Ms Word
3.8.1 Thay ddi cac thiét Iap mic dinh
3.8.2 Thiét lap cac tly chon thanh Ribbon
3.8.3 Thiét lap cac tiy chon thanh céng cu Quick Access Toolbar

Chuwong 4: Tao va xir ly bang tinh véi Ms Excel
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4.1 Tong quan vé Ms Excel
4.1.1 Khoi dong va thoat khoi Excel
4.1.2 Ctra s6 Excel
4.1.3 Mé mot/nhiéu File c6 sian
4.1.4 Luu file va dong file
4.2 Cac khai niém co ban
4.2.1 WorkBook va Worksheet
4.2.2 Céc loai dia chi trong Excel
4.3 Tao lap va dinh dang bang tinh
4.3.1 Céc thao tac trén déi tuong O, khéi, dong, cot
4.3.2 Céac loai dir kiéu trong Excel
4.3.3 Nhap dit lieu
4.3.4 Sao chép, di chuyén va xo4 dix liéu
4.3.5 Tim kiém va thay thé dit liéu
4.4 Xu ly dir liéu vai ham
4.4.1 Gié6i thiéu ham
4.4.2 Nhém ham thong ké
4.4.3 Nhém ham luan ly
4.4.4 Nhom ham xir ly chudi
4.4.5 Nhém ham xtr ly thoi gian
4.4.6 Nhém ham toan hoc
4.4.7 Nhém ham do tim va tham chiéu
4.4.8 Hop thoai Function Entry
4.5 Khai thac co so dir liéu
4.5.1 Khai niém vé co s dit ligu

123



4.5.2 Sap xép dix lidu
4.5.3 Trich loc dix liéu
4.5.4 Binh dang theo diéu kién (Conditional Formatting)
4.5.5 Data Validation
4.5.6 Nhom ham co so dir liéu
4.6 Biéu dién dir liéu sir dung biéu do
4.6.1 Biéu d6
4.6.2 CAc loai biéu d6
4.6.3 Tao biéu dd
4.6.4 Higu chinh biéu d6
4.7 Tuy chinh méi truong Excel
Chuwong 5: Tao bai thuyét trinh véi Ms PowerPoint
5.1 Tong quan vé Ms PowerPoint
5.1.1 Khai dong va thoat khoi PowerPoint
5.1.2 Giao dién PowerPoint
5.1.3 Tao, luu, mo file
5.2 Thiét ké mot bai thuyét trinh
5.2.1 St dung hinh va mau nén cho slide
5.2.2 Cheén slide mai
5.2.3 Sao chép/di chuyén slide
5.2.4 Thay doi layout cho slide
5.2.5 Xoa slide
5.3 Chén cac dbi twong vao slide
5.3.1 Nhap vin ban

5.3.2 Chen bang
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5.3.3 Chén cac dbi tuong dd hoa vao slide
5.3.4 Chen doan phim am thanh vao slide
5.3.5 Pinh dang cac d6i twong db hoa
5.4 Tao hiéu @ng cho bai thuyét trinh
5.4.1 Tao hiéu ing cho cac ddi twong trong slide
5.4.2 Tao lap céc hiéu ung chuyén tiép slide
5.4.3 Sao chep hiéu ung
5.4.4 Sap xép trinh tu thuc hién cac hiéu tng
5.4.5 Trinh chiéu bai thuyét trinh
5.5 Nhitng k¥ thuat co ban trong tao bai thuyét trinh
5.6 Thiét lap cac tdy chon ctia PowerPoint
5.6.1 Thay ddi cac thiét 1ap mic dinh
5.6.2 Thiét lap cac tly chon thanh Ribbon
5.6.3 Thiét 1ap cac tly chon thanh cong cu Quick Access Toolbar
16. Co s& vat chat phuc vu hoc tap
- Phan, bang, micro, projector, may tinh.
- Gido trinh, tai liéu tham khao.
17. Huéng dan thuc hién

- Bé cuong nay duogc ap dung cho sinh vién dai hoc va cao ding chinh quy tir nim hoc
2014-2015.

- Trong phan d4nh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan,

diéu kién d@é duoc du thi két thic hoc phan.

18. Phé duyét

125



Ngay thang nam 2017 Ngay thang nam 2017  Ngay thang nam 2017

Truong Khoa T6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan : GIAI TICH B1

2. M3 hoc phin )

3. S6 tin chi :3(3,0,6)

4. Loai hoc phén : Bit budc

5. Poi twgng : Sinh vién dai hoc chinh quy khéi nganh k¥ thuat

cong nghé
6. Gidng vién giang day
7. Phén bd thoi gian:

- Hoc trén 16p - 45 tiét
- Tuhoc - 90 tiét
— Ly thuyét va bai tap : 45 tiét

—  Thinghiém/Thuc hanh  : 0 tiét

8. Piéu kién tién quyét:

~  Hoc phan tién quyét : Khdng
~  Hoc phén trudc : Khdng
—  Hoc phan song hanh : Dai sd tuyén tinh B2

9. Chuin dau ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

~ V& Kién thirc:

bat dugc mot hé théng kién thuc vé: gi61 han, lién tuc, dao ham, vi phan ham

sd ctia mot va nhiéu bién sé thuc (2, 3 bién); nguyén ham, tich phan xac dinh, tich
phan suy rong ctia ham sb mot bién sb, tich phan boi, tich phan duong loai 1, 2; chudi
50, chudi luy thira va phuong trinh vi phan co ban cép 1, 2.

- V& Ki ning:
+ Tim gidi han, xét tinh lién tuc ctia ham s6 mot va nhiéu bién sé;
+ Tinh dao ham, vi phan ham s6 mot bién sb;
+ Tinh dao ham riéng, vi phan ciia ham s6 hai, ba bién sd;
+ Tinh nguyén ham, tich phan xac dinh, tich phan suy rong;
+ Tinh tich phan bdi hai, tich phan duong loai 1, 2;
+ Dung vi phan dé tinh gan ding, sir dung tich phan dé tinh dién tich, thé tich, d6 dai
cung.
+ Xét su hoi tu cta chudi sé, tim mién hoi tu cua chudi luy thtra;

+ Tim nghiém ctia mot s6 dang dic biét ciia phwong trinh vi phan cép 1, 2.
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~  Vé thai do:
+ CO tinh than nghién tc trong hoc tap, nghién ctru toan hoc; yéu thich tim toi khoa
hoc; co thai do tran trong nhitng déng gép cua toan hoc cho sy phat trién kinh té-xa
hoi va tran trong cong lao cua cac nha toan hoc.
+ C6 thai do khach quan, trung thuc; c6 tinh than hop tac giup d& 1an nhau trong hoc
tap, nghién ctru.
+ Co6 y thuc van dung nhiing hiéu biét toan hoc vao cac khoa hoc khac va vao doi
séng nham cai thién diéu kién séng.
10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay bao gdm cac ndi dung sau:
- G161 han, lién tuc, dao ham, vi phan cia ham s6 mdt bién so;

~  Tich phan bat dinh, x4c dinh va suy rong;

~  Chubdi s6 va luy thira;

- Tich phan bdi 2, tich phan duong loai 1,2; rng dung cua tich phan.

—  Phuong trinh vi phén cép 1,2 cac dang co ban.
11. Nhiém vu cua sinh vién:

~  Tham du day du gid hoc 1y thuyét va bai tap trén 16p;

- Lam day du cac bai tap, tiéu luan theo yéu ciu cua giang vién;

~  Du thi giita ky va cudi ky.
12. Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] Nguyén Vin Kinh (cha bién), Gidi tich BI-C1, Truong Pai hoc Cong nghiép
Thuc pham Tp. Hb Chi Minh, tai ban 2016.

[2] Nguyén Vin Kinh (cha bién), Todn cao cdp A3-C3, Trudng Dai hoc Cong
nghiép Thuc pham Tp. H6 Chi Minh, tai ban 2016.
12.2. Tai liéu tham khao:

[1] Nguyén Pinh Tri (chi bién), Todn hoc cao cdp, tdp 2, 3, NXB Gido duc Viét
Nam, 2010.

[2] Nguyén Pinh Tri (chi bién), Bai tdp Todn hoc cao cdp, tdp 2, 3, NXB Gido duc
Viét Nam, 2010.
13. Thang diém thi: 10/10
14. Panh gia hoc phan:

- Dénh gia qua trinh:
+ Piém thai d6 hoc tap : 0% (diéu kién dy thi HP)
+ Diém ticu luan : 20%
+ Piém thi giita hoc phan/tiéu luan : 30% (Trac nghiém khach quan)
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- Piém thi két thiic hoc phan : 70% (Trac nghiém khach quan).
15. Ni dung hoc phén:
15.1. Phan b thoi gian cic chwong trong hoc phén:

. Phan bé thai gian
Tong IR
S8 tiét (tiet hoac gio)
TT Tén chwong .
hoac
gio Ly Bai | Thao | TN/ | Tw
thuyét | tap | luan | TH | hec
1 Phép tinh vi _pAhanAham SO mot 24 5 3 16
bién so
9 Phép tinh tlch_f)har: ham s6 mot 18 4 ) 12
bién so
3 Chudi s6 va chudi luy thira 18 3 2 12
4 Phép tinh V|_E)har1 ham nhiéeu 30 . 3 20
bién so
7 , , h,\ h\ h-)\
5 Phép tinh tich pA an ham nhieu 30 7 3 20
bien
6 Phuong trinh vi phan 18 4 2 12
Tong 135 30 15 0 0 | 90

15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Phép tinh vi phan ham s6 mdt bién sé (5 LT + 3 BT)
1.1. Giéi han cia ham sé (2 tiét)

1.1.1. Céc dinh nghia vé ham sb

1.1.2. Cac ham sb so cip co ban

1.1.3. Gi6i han ctia ham s

1.1.4. V6 cung bé, vo cung lon
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1.1.5. Khtr dang v6 dinh
1.2. Ham s lién tuc (1 tiét)
1.2.1. Pinh nghia ham s lién tuc
1.2.2. Céc phép toan va tinh chat ctia ham sd lién tuc.
1.3. Pao ham cta ham sé (2 tiét)
1.3.1. Binh nghia va y nghia hinh hoc ciia dao ham
1.3.2. Bang dao ham ciia cac ham sb so cap co ban
1.3.3. Cac quy tic tinh dao ham
1.3.4. Pao ham cép cao
1.3.5. Cac dinh 1y vé gia tri trung binh
1.4. Vi phan ctia ham sb (2 tiét)
1.4.1. Pinh nghia
1.4.2. Quy tic tinh vi phan
1.4.3. Ung dung cta vi phan dé tinh gan dung
1.1.4. Vi phan cép cao
1.5. Ung dung (1 tiét)
1.5.1. Quy tic L’Hospital
1.5.2. Cong thtrc Taylor, Maclaurin.
Chuwong 2. Phép tinh tich phan ham s6 mot bién s6 (4 LT + 2 BT)
2.1. Nguyén ham va tich phan bét dinh (2 tiét)
2.1.1. Céc dinh nghia va tinh chat
2.1.2. Bang tich phan cac ham s so cip
2.1.3. Phuong phap tinh tich phan bat dinh
2.2. Tich phan xac dinh (2 tiét)
2.2.1. Céc dinh nghia va tinh chat
2.2.2. Mét sé tinh chét cua tich phan xac dinh
2.2.3. Cong thirc Newton — Leibnitz
2.2.4. Céac phuong phap tinh tich phan xac dinh
2.2.5. Ung dung cua tich phan xac dinh (dién tich, thé tich va d6 dai cung)
2.3. Tich phan suy rong (2 tiét)
3.3.1.Tich phan suy rong loai 1
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3.3.2. Tich phén suy rong loai 2.
Chuwong 3. Chudi s6 va chudi luy thira (3 LT + 2 BT)
3.1. Chubi sb (3 tiét)
3.1.1. Pinh nghia va cic tinh chét
3.1.2. Chudi s6 khéng am
3.1.3. C4c chudi s6 ddc biét
3.2. Chudi luy thira (2 tiét)
3.2.1. Cac dinh nghia
3.2.2. Chudi luy thura.
Chuong 4. Phép tinh vi phan ham sb nhiéu bién sé (7LT + 3 BT)
4.1. Cac khai niém co ban (1 tiét)
4.1.1. Khoang cach trong mit phang
4.1.2. Pinh nghia ham s6 nhiéu bién s6 (2, 3 bién s6)
4.1.3. Biéu dién hinh hoc ctia ham 2 bién sb
4.1.4. Sy hoi ty ciia diy diém trong mat phang, trong khong gian
4.2. Gi6i han, sy lién tuc ciia ham s6 nhiéu bién sé (2 tiét)
4.2.1. Gi6i han ciia ham s6 hai, ba bién s6
4.2.2. Sw lién tuc ciia ham s6 hai, ba bién s6
4.3. Pao ham riéng-vi phan ham s6 nhiéu bién s (2, 3 bién sd) (4 tiét)
4.3.1. Pao ham riéng va vi phan
4.3.1.1. Dao ham riéng cap mot
4.3.1.2. Pao ham riéng cap cao
4.3.1.3. Bao ham ctia ham hop
4.3.1.4. Pao ham riéng ctia ham an
4.3.2. Viphan
4.3.2.1. Vi phan cip mot
4.3.2.2. Ung dung vi phan toan phan d¢ tinh gan dung
4.3.2.3. Vi phan cip cao
4.4. Ung dung (3 tiét)
4.4.1. Cuec tri ham 2 bién sb

4.4.2. Cyec tri c6 diéu kién
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4.4.3. Gia tri 16n, nho nhét cia ham F(xy) trén mién dong va bi chan.

Chuong 5. Phép tinh tich phan ham sé nhiéu bién sé (7 LT + 3 BT)
5.1. Tich phéan kép (5 tiét)

5.1.1. Pinh nghia va tinh chét cta tich phan kép

5.1.2. Céch tinh tich phan kép (trong h¢ toa do DPé-cac va trong h¢ toa do cuc)

5.1.3. Ung dung cua tich phan kép: tinh dién tich, tinh thé tich
5.2. Tich phan dudng loai mot (2 tiét)

5.2.1. Pinh nghia va tinh chét cia tich phan duong loai 1

5.2.2. Cach tinh tich phan duong loai mot: cho boi phuwong trinh ¥ = (), phuong
trinh tham s6
5.3.3. Ung dung: tinh d6 dai cung, khéi luong doan cong
5.4. Tich phan dudng loai hai (3 tiét)
5.4.1. Pinh nghia, tinh chét

5.4.2. Céach tinh tich phan dudng loai hai: cho boi phuong trinh ¥ = F). va
phuong trinh tham s
5.4.3. Cong thtrc Green (lién hé tich phan duong loai hai va tich phan kép)
5.4.4. Ung dung: Tinh cong chuyén dich theo doan dudng cong.
Chuwong 6. Phwong trinh vi phan (4 LT + 2 BT)
6.1. Phuong trinh vi phan cap 1 (3 tiét)
6.1.1. Cac khai niém co ban
6.1.2. Cach giai mot s6 dang phuong trinh co ban
6.1.2.1. Phuong trinh c6 bién sé phan li
Phuong trinh dang cap
Phuong trinh tuyén tinh
Phuong trinh Bernoulli
Phuong trinh vi phéan toan phan
6.2. Phuong trinh vi phan cip 2 (3 tiét)
6.2.1. Cac khai niém co ban

6.2.2. Cach giai mot s6 dang phuong trinh giam cdp duoc
Phuong trinh y#=1(x) (vang y,y¢).
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Phuong trinh ye=1(v.y9 (vang X ).

Phuong trinh yg=f(x.y9 (vang Y).
6.3. Phuong trinh vi phan tuyén tinh cép 2 c6 hé s6 hang
6.3.1. Cac khai niém co ban
6.3.2. Cach giai: phuong trinh thun nhat, phuong trinh c6 vé phai dang dic biét.
16. Co sé vat chét phuc vu hoc tip
Phén, bang, micro, projector, laptop.
Giéo trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap lon.
17. Hwéng dan thue hién
pé cuong nay dugc ap dung cho sinh vién dai hoc khoi nganh cong nghé, tir ndm hoc
2017 — 2018.
Trong budi 1én 16p dau tién giang vién can gidi thiéu dé cwong hoc phan trong d6 néu
r0 muyc tiéu, ndi dung van tit va yéu cau d6i véi sinh vién.
Phan danh gid sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan.
Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan thir 15

+ NOp tiéu luan vao tuan tht 14

18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng khoa T6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phin : DAI SO TUYEN TINH
2. Mi hoc phin

3. S6 tin chi :3(3,0,6)

4. Loai hoc phin : Bit budc

5. Poi twong hoc  : Sinh vién dai hoc chinh quy khéi nganh k¥ thuat cong nghé
6. Giang vién giang day:
7. Phan bd thoi gian:

- Hoc trén 16p - 45 tiét
- Tu hoc - 90 tiét
- Ly thuyét - 40 tiét
- Thi nghiém/Thyc hanh £ 0 tiét

8. Piéu kién tién quyét:
- Hoc phan tién quyét: Khong
- Hoc phan trudc: Khong
- Hoc phan song hanh: Giai tich B1
9. Chuin diu ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
- Vé kién thirc:
bat dugc nhiing kién thuc co ban vé dai s6 tuyén tinh nhu ma tran, dinh thirc,
hé phuong trinh tuyén tinh, khong gian vecto, anh xa tuyén tinh va dang toan phuong.
- V& ky niing:
+ Thyc hién cac phép tinh vé ma tran, dinh thic, giai hé phuong trinh tuyén

tinh; kiém nghiém khong gian vecto, khong gian con, hé vecto doc lap/phu thudc
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tuyén tinh, hé sinh, 4nh xa tuyén tinh/phép bién d6i tuyén tinh, dwa dang toan phuong
vé dang chinh tic.

+ Trén nén tang kién thirc d6, sinh vién c6 kha ning van dung giai quyét cac
bai toan co ban trong k¥ thuat cong nghé.

+ Thong qua cac hoat dong thao luan va bai tap nhom, sinh vién cé dugc mot sO
k¥ nang phan tich, danh gia van dé; k¥ nang lam viéc theo nhom...; k§ ning viét va
trinh bay bao cao.

- Vé thai do:
+ C6 tinh than nghién tuc trong hoc tap nghién ctru todn hoc, yéu thich tim toi khoa
hoc; c6 thai do tran trong nhitng dong gop ctia toan hoc cho su phat trién ctia xa hoi va
cong lao cua cac nha toan hoc.
+ C6 thai do khach quan, trung thuc; c6 tinh than hop tac giup d& 1an nhau trong hoc
tap nghién ctlru.
+ C6 y thirc van dung nhitng hiéu biét todn hoc vao ciac nganh khoa hoc k¥ thuat va
vao doi séng nham cai thién diéu kién séng.
10. M4 ta vin tat ndi dung hoc phin:
Hoc phan nay bao gdm céc ndi dung sau:
— Ma tran — Dinh thirc.
— Hé phuong trinh tuyén tinh.
— Khong gian vector.
— Anh xa tuyén tinh.
— Dang toan phuong.
11. Nhiém vu cia sinh vién:
- Tham du day da gio hoc 1y thuyét va bai tap trén 16p (it nhat 80%);
- Lam day du cac bai tap, tiéu luan theo yéu cau cua giang vién;
~  Du thi giita ky/tiéu luan va cudi ky.
12. Tai li€u hoc tap:
12.1. Sach, giao trinh chinh:
[1] Nguyén Vin Kinh, Pai sé tuyén tinh — C2, Trudng Dai hoc Cong nghiép Thuc
Pham TP. H6 Chi Minh, 2014,
12.2. Tai liéu tham khao:
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[1] Nguyén Pinh Tri (chi bién), Todn hoc cao cdp — Tdp 1, NXB Giao duc Viét

Nam, 2010.

[2] Nguyén Pinh Tri, Bai tap Toan hoc cao cdp - Tdp 1, NXB Giao duc Viét Nam,

2010.

[3] Bui Xuan Hai, Pgi 56 tuyén tinh, NXB Dai hoc Quéc gia Tp. H6 Chi Minh,

2001.

[4] Ngo Thu Lwong, Nguyén Minh Hang, Bdi tdp Todn cao cdp - Tdp 2, Tt sach

Truong Dai hoc dai cuong Tp. Hd Chi Minh.

13. Thang diém thi: Thang diém 10/10
14. Tiéu chuan danh gia sinh vién:
- Danh gia qua trinh:
+ Piém thai do hoc tap
+ Diém thi gitra ky/tiéu luan
- Diém thi két thiic hoc phan
15. Noi dung hoc phin:

: 0% (diéu kién du thi)

: 30% (Trac nghiém khach quan)
: 70% (Trac nghiém khach quan).

15.1. Phén bd thoi gian cic chwong trong hoc phan:

Té Phin bd thoi gian
ong .
50 tiét (tiet hoac gio)
TT | Tén chuong hod
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tip | ludn | TH | hoc
1 | Ma tran — Dinh thirc 36 8 4 24
2 | Hé phuong trinh tuyén tinh 30 6 4 20
3 | Khoéng gian vecto 27 6 3 18
4 | Anh xa tuyén tinh 21 5 2 14
5 | Dang toan phuong 21 ) 2 14
Tong 135 30 15 0 0 | 90

15.2. Pé cwong chi tiét ciia hoc phan:
Chwong 1: MA TRAN — PINH THU'C
1.1. Ma tran
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1.1.1. Cac dinh nghia
1.1.2. Cac phép toan trén ma tran
1.1.3. Mot s6 tinh chét cuia cac phép toan trén ma trin
1.1.4. Phép bién ddi so cap ma tran
1.1.5. Ma tran bac thang
1.1.6. Hang cuia ma tran
1.2. Dinh thuc
1.2.1. Cac dinh nghia
1.2.2. Mt s6 tinh chét cta dinh thirc
1.3. Ma tran nghich dao
1.3.1. Ma tran kha nghich
1.3.2. Mot 6 tinh chat cia ma tran kha nghich
1.3.3. Tim ma trén nghich dao bang phép bién d6i so cap
1.3.4. Tim ma trin nghich dao bang phwong phép dinh thirc.
Chuwong 2: HE PHUONG TRINH TUYEN TIiNH
2.1. Hé phuong trinh tuyén tinh
2.1.1. Hé phuong trinh tuyén tinh tong quat
2.1.2. Nghiém ctia hé phuong trinh tuyén tinh
2.2. Phuong phap giai hé phuwong trinh tuyén tinh
2.2.1. Phuong phap Cramer giai hé phuong trinh tuyén tinh
2.2.2. Phuong phap Gauss dé giai hé phuong trinh tuyén tinh.
Chuwong 3: KHONG GIAN VECTO
3.1. Binh nghia va céc vi du
3.1.1. Khong gian vecto
3.1.2. Mot s6 vi du vé khong gian vecto
3.1.3. Mot s tinh chét caua khéng gian vecto
3.2. Poc lap tuyén tinh va phu thudc tuyén tinh
3.2.1. Céc dinh nghia
3.2.2. Tinh chét cua hé vecto doc 1ap va phu thudc tuyén tinh
3.2.3. Hang cua mot hé hitu han vecto

3.3. Khong gian vecto con
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3.3.1. Khong gian vecto con

3.3.2. Téap sinh, khong gian vecto sinh bdi mot hé vecto
3.4. Co s6, sb chiéu, toa do

3.4.1. Co s6, sb chiéu cuia khong gian vecto

3.4.2. Toa do cua vecto

3.4.3. Ma tran chuyén co so
3.5. Khong gian Euclide

3.5.1. Tich v6 huéng

3.5.2. B0 dai vecto

3.5.3. Co s0 truc giao, co so truc chuin

3.5.4. Truc chuan hoa Gram — Schmidt.
Chwong 4: ANH XA TUYEN TINH
4.1. Anh xa tuyén tinh

4.1.1. Pinh nghia 4nh xa tuyén tinh

4.1.2. Cac tinh chat co ban ciia anh xa tuyén tinh

4.1.3. Ma tran cua anh xa tuyén tinh
4.2. Nhan va anh cta anh xa tuyén tinh

4.2.1. Nhan va anh

4.2.2. Tim co so cua Imf va kerf.
Chuwong 5: DANG TOAN PHUONG
5.1. Tri riéng, vecto riéng

5.1.1. Pa thuc dac trung

5.1.2. Gia tri riéng, vecto riéng

5.1.3. Phuong phép tim gié tri riéng, vecto riéng
5.2. Chéo hoa ma tran

5.2.1. Ma tran vuong chéo hoa duoc

5.2.2. Chéo héa ma tran d6i xtng bang ma tran truc giao
5.3. Dang toan phuong

5.3.1. Dang toan phuong

5.3.2. Dang chinh tic ctia dang toan phuong

5.3.3. Phan loai dang toan phuong
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5.4. Pua dang toan phuong vé dang chinh tic
5.4.1. Phuong phap bién ddi tryc giao
5.4.2. Phuong phap Lagrange
5.4.3. Luat quan tinh.
16. Co sé vat chét phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gi14o trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap lon.
17. Huéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc chinh quy khéi nganh cong
nghé tir nam hoc 2017 — 2018.
— Trong bubi 1én 16p dau tién giang vién can gidi thidu dé cuong hoc phan trong d6
néu rd muc tiéu, ndi dung véan tat va yéu cau doi véi sinh vién.
— Trong phan dénh gia sinh vién, giang vién can néu 16 quy dinh vé danh gia hoc
phan, diéu kién dé dugc du thi két thuc hoc phan.
— Thoi gian thi gitta ky va thi cubi ky:
+ Thi giita hoc phan: Tuan thir 9.

+ Thi cubi hoc phan: Sau tuan thir 16.

18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng khoa T4 trudng Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phan : XAC SUAT VA THONG KE

2. Mi hoc phan
3. S6 tin chi : 3(3,0,6)
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4. Loai hec phan : Bat buoc
5. Péi twong : Sinh vién dai hoc chinh quy
6. Giang vién giang day : Giang vién khoa Khoa hoc co ban

7. Phan bo thoi gian

- Hoc trén 16p : 30 tiét
- Tu hoc - 60 tiét
- Ly thuyét - 30 tiét
- Thi nghiém/Thuyc hanh - 0 tiét

8. Diéu kién tién quyét

- Hoc phan tién quyét : Khéng
- Hoc phan trugc : Giai tich B1, Pai s6 tuyén tinh B2.
- Hoc phan song hanh : Khong

9. Chuén diu ra ciia hoc phan
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
- V& kién thic:

+ Pat dugc mét hé thdng kién thirc toan hoc tng dung vé xac suat théng ké, co ban va

phu hop véi nhitng quan diém hién dai, bao gém:
+ Céc khai niém co ban vé ly thuyét xac suat, théng ké.

+ Céc cong thuc tinh xac suat, bién ngau nhién va mot sé phan phéi thuong gap, 1y

thuyét mau; kiém dinh gia thuyét thong ke.

+ Nhitng ng dung cua xac suat thong ké trong cac linh vuc khoa hoc ki thuat va kinh

14
A

te.

+ Cac phuong phap chung cua nhan thic khoa hoc va nhitng phuong phap dac thu cua

Xac suat théng ké.

- Vé Ki ning:
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+ Suu tam, tra ciru duoc tai liu tir cAc ngudn khac nhau dé thu thap théng tin can thiét

cho viéc hoc tap hoc phan xac suét théng ké.
+ Phan tich, tong hop va xir Iy dugc cac thong tin thu duoc dé rit ra két luan.

+ Van dung dugc cac kién thic dé giai duoc cac bai tap xac suat thong ké va giai

quyét cac van dé don gian trong doi sdng va trong san Xuat.

+ Str dung duogc cac thuat ngir x4c suat thong ké, cac do thi, bang biéu dé trinh bay rd

rang, chinh xac y nghia cua cac khai niém.
- Vé thai d9:
+ C6 hitng thi hoc mdn xac suat théng ké, yéu thich va tim toi khoa hoc;

+ C6 thai @6 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va c6 tinh
than hop tac trong viéc hoc tap mdn xéc suét thdng ké, ciing nhu trong viéc &p dung

cac hiéu biét da dat duoc.

+ C6 y thire van dung nhitng hiéu biét xac suat théng ké vao trong cac khoa hoc khéac,

vao doi sbng nham cai thién diéu kién séng, hoc tap.
10. M6 ta vin tit ndi dung hoc phan
Hoc phan nay gém cac ndi dung vé xéac suat va thong ké toan:
- Ly thuyét xac suat, bién ngau nhién roi rac va mot s6 luat phan phdi xac suét.

- Ly thuyét mau va cac bai toan co ban cia théng ké nhu wdc lugng vé mot trung binh

va mot ty 18, kiém dinh gia thuyét vé mot trung binh va mot ty Ié.
- Hbi qui va tuong quan.

11. Nhi€ém vu cta sinh vién

- Tham dy day du gio hoc Iy thuyét va bai tap trén 16p;

- Lam day du céc bai tap, tiéu luan theo yéu cau cua giang vién;

- Dy thi gitra ky va cubi ky.

12. Tai liéu hoc tap

12.1. Tai liéu chinh
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[1] Lé ST Pong, Xac sudt thang ké va ing dung, NXB Giéo duc, 2012.
12.2. Tai ligu tham khao:
[2] T6 Anh Diing, X4c sudt thong k&, Nxb PHQG Tp.HCM, 2011.

[3] Nguyén Cao Vian — Tran Thai Ninh, Gido trinh ly thuyét xac suat va Thaong ké
toan, Nha xuat ban Thng ké va Truong dai hoc Kinh té Quéc dan, 2005.

[4] BUi Minh Tri, Xac sudt thong ké va qui hoach thic nghiém, Nxb PHQG — Ha Noi,
2011.

13. Thang diém thi: 10/10.

14. Panh gia hoc phan

- Panh gia qua trinh:

+ Diém thai d6 hoc tap : 20% (diéu kién dy thi hoc phan)
+ Diém thi gitra hoc phan/ tiéu luan  : 30% (Tréac nghiém khach quan).
+ Piém thi két thic hoc phan : 50% (Trac nghiém khéach quan).
15. Noi dung hoc phan

15.1. Phan bé thoi gian cac chwong trong hoc phan

Téng Phan bo thai gian
s tiét (tiét hodc gio)
TT Tén chuong 5
hoac | v | Bai | Thao | TN/ | Tu
910 | thuyét | tap | luan | TH | hec
XA4c suat
ly thuyét xac suat
3 | Bién ngau nhién va mot so | o7 06 03 o 0 18
phan phdi thuong gap
4 | Ly thuyét mau va udc luong | 27 06 03 |0 0 18
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Téng Phan bo thai gian
s tiét (tiét hoic gio)
TT Tén chwong 5
hodc | |y | Bai | Thio | TN/ | Ty
910 | thuyét | tap | luan | TH | hec
5 | Kiém dinh gia thuyét théng ké | 27 06 03 |0 0 18
6 | Hoi qui va twong quan 18 04 02 |0 0 12
Tong 135 30 15 |0 0 90

15.2. Pé cwong chi tiét cia hoc phan
Chuwong 1. B tic kién thic ding trong Xac suat
1.1. Dai s6 t6 hop
1.1.1. Chinh hop va hoan vi
1.1.2. T6 hop
1.1.3. Hai phwong phap giai toan t6 hop
1.1.4. Nhi thirc Newton
1.2. Phép tinh vi tich phén
1.2.1. Bao ham va tng dung
1.2.2. Tich phén va tng dung
Chuwong 2. Nhirng khai niém co ban cia ly thuyét xac suat
2.1. Céc khai niém co ban
2.1.1. Phép thir ngau nhién
2.1.2. Bién ¢ ngau nhién
2.1.3. Phép toan va quan hé gitra cac bién cb
2.1.4. Bién cb dong kha nang

2.2. Pinh nghia x4c suét
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2.2.1. Binh nghia c6 dién
2.2.2. Binh nghia hinh hoc
2.2.3. Pinh nghia thong ké
2.2.4. Pinh nghia tién dé
2.3. Mot s6 cong thuc tinh xac suat

2.3.1. Cong thire cong

2.3.2. Cong thirc x4c suit co diéu kién

2.3.3. Cong thirc nhan va doc lap

2.3.4. Cong thire day du va Bayes

2.3.5. Cong thtc Bernoulli

Chuwong 3. Bién ngiu nhién va mét sé6 phan phéi thwong gip

3.1. Bién ngau nhién
3.1.1. Dinh nghia
3.1.2. Phan loai
3.2. Phan phéi caa bién ngau nhién
3.2.1. Bang phan phéi
3.2.2. Ham mat do
3.2.3. Ham phan phéi
3.3. Mot sb dic trung co ban
3.3.1. Ky vong
3.3.2. Phuong sai
3.3.3. Mot s6 dic trung khac
3.4. Mot sb phan phdi thudng gap
3.4.1. Nhi thac

3.4.2. Poisson
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3.4.3. Déu
3.4.4.Mi
3.4.5. Chuan
3.4.6. Mot s6 phan phdi khac
Chuong 4. Ly thuyét mau
4.1. PDam dong va mau
4.1.1. Pam dong va mau
4.1.2. Phuong phap diéu tra chon mau
4.1.3. Sap xép va trinh bay sé lidu
4.1.4. Phan phdi mau
4.2. Cac dic trung ciia mau
4.2.1. Trung binh mau
4.2.2. Phuong sai mau
4.2.3. Ty lé mau
4.2.4. Phan phdi cta cac dic trung mau
4.3. Uédc lugng diém
4.3.1. Khai niém
4.3.2. Tiéu chuan
4.3.3. Phuong phap udc lugng hop ly cuc dal
4.3.4. Mot sb két qua.
4.4. Udc lugng khoang tin cay
4.4.1. Khai niém.
4.4.2. Khoang tin cay cho

4.4.3. Khoang tin cay cho o
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4.4.4. Khoang tin cay cho p
4.5. Xac dinh kich thuéc mau
4.5.1. Van dé va cach giai quyét
4.5.2. Kich thuéc mau cho p
4.5.3. Kich thuéc mau cho p
Chuwong 5. Kiém dinh gia thuyét thong ké
5.1. Van d¢é va cach giai quyét
5.1.1. Khai niém kiém dinh va cac loai sai 1am
5.1.2. Cac budéc kiém dinh
5.2. Kiém dinh gia thuyét vé p
5.2.1. Truong hop mét trung binh
5.2.2. Truong hop hai trung binh
5.3. Kiém dinh gia thuyét vé o
5.3.1. Truong hop mdt phuong sai
5.3.2. Truong hop hai phuong sai
5.4. Kiém dinh gia thuyét vé p
5.4.1. Truong hop mot ty 1€
5.4.2. Truong hop hai ty I1é
5.5. Kiém dinh gia thuyét vé tinh doc 1ap caa hai bién ngau nhién
5.6. Kiém dinh gia thuyét vé qui luat phan phdi caa bién ngau nhién
Chuwong 6. Twong quan va hdi qui
6.1. Hoi qui
6.1.1. Van dé hdi qui

6.1.2. Buong hoi qui tuyén tinh
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6.1.3. Buong hoi qui phi tuyén
6.2. Hé sb twong quan
6.2.1. Cong thirc tinh hé sé twong quan
6.2.2. Y nghia cta hé s6 twong quan
16. Co sé Vat chat phuc vu hoc tap
- Phan, bang, micro, projector, laptop.
- Gi4o trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap Ion.
17. Huéng dan thyc hién

- Pé cuong nay duoc &p dung cho sinh vién dai hoc khéi nganh cong nghé, tir nim
2014,

- Trong budi Ién 16p dau tién giang vién can giéi thiéu dé cuong hoc phan trong d6

néu rd muc tiéu, ndi dung van tit va yéu cau ddi véi sinh vién.
- Phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan.
- Thoi gian kiém tra va thi:

+ Kiém tra gitra hoc phan: Tuan thir 9

+ Thi cudi hoc phan: Sau tuan thir 15

+ Nop tiéu luan vao tuan thir 14

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017

Truéng Khoa T6 trudong Giang vién bién soan

147



PE CUONG HQOC PHAN

1. Tén hoc phan: GIAO DUC THE CHAT 1

2. Mi hoc phan:

3. So tin chi: 2 (0,2,4)

4. Loai hec phan: Bit bugc

5. Péi twong hoc:  Sinh vién Dai hoc chinh quy

6. Giang vién giang day: Giang vién Trung Tam Gi&o duc Thé chat — Quéc Phong

7. Phan bé thoi gian

- Hoc trén 16p: 00 tiét

- Tu hoc: 120 tiét

- Ly thuyét: 00 tiét

- Thi nghiém/Thuyc hanh (TN/TH): 60 tiét

8. Piéu kién tham gia hoc tap hoc phan
- Hoc phan tién quyét: khong
- Hoc phan truéc: khong
- Hoc phan song hanh: khéng
9. Chuén diu ra ciia hoc phan
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
- V& kién thic:

+ Pat dugc mot hé thdng kién thuc gido duc thé chat, co ban va phu hop véi thuc té,

bao gom:

+ Vai trd va ¥ nghia trong viéc tap luyén thé duc thé thao.

+ Céc khai niém va k§ thuat co ban cua dién kinh va thé duc.
+ Nhitng diéu luat co ban trong thi dau dién kinh..
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- Vé Ki ning:
+ Thyc hién dung thao tac trong cic mén dién kinh: chay, nhay, di bo....
+ Cac dong tac cua céac bai tap thé duc thong thuong va cac bai tap thé lyc.

+ T chac duoc mot giai ddu phong trao vé dién kinh ciing nhu tham gia truc tiép 1a

van dong vién.
- Vé thai dé:
+ C6 hiing thi hoc mén gi4o duc thé chat, co thai dé khach quan, trung thuc, ¢ tac

phong can than, chinh xé&c va c6 tinh than hop tac trong viéc hoc tap mdn giéo duc thé
chat.

+ C6 y thic van dung nhitng hiéu biét vé gido duc thé chat vao trong doi sbng nham
nang cao stic khoe ban than, cd y thic phd bién va tuyén truyén vé vai tro cua viéc rén

luyén sirc khoe, vé cac dong tac ky thuat thé duc, dién kinh cho nhimg ngudi khéc.
10. M ta vin tit ndi dung hoc phan
Hoc phan nay gém cac ndi dung sau:
- bién kinh: chay cu ly ngan, chay cu ly trung binh, nhay xa.
- Bai thé duyc phét trién chung: 15 dong tac.
11. Nhiém vu cia sinh vién
- Tham du 80% tr¢ 1én gio hoc thuc hanh ngoai san.
- Tap luyén cac bai tap theo yau cau cua giang vién.
- Tham du kiém tra giira hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap
12.1. Tai ligu chinh

[1] Nguyén Giap Pam — Lé Van Thao — Nguyén Minh Trung — Tran Thé Anh, Giéo
trinh Gido Duc Thé Chit 1, Truong Pai hoc Cong Nghiép Thuc Pham Tp.HCM, 2013.

12.2. Tai ligu tham khao
[1] Tran Bong LAm, Nguyén Thé Xuan, Chay cu ly ngan, NXB Giao duc, 1999.
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[2] Nguyén Truong Tuan — Vii Btc Thu, Tai liéu Dién kinh va Thé duc, NXB Ha noi,
1996.

[3] Nguyén Mau Loan, Gido trinh Ly luan va Phuong phap giang day thé duc thé thao,
NXB Giao duc, 1998.

[4] Vii Buc Thu — Nguyén Truong Tuan, Ly luan va phuong phap gido duc thé chat,
NXB Giao duc, 1995.

13. Thang diém danh gia: 10/10

14. Panh gia hoc phan

- Kiém tra gitra hoc phan: (1 1an) 30%.
- Thi cudi hoc phan: (1 1an) 70%.

15. Noi dung hoc phan

15.1. Phan bé thoi gian cac chwong (bai) trong hoc phan

7 _ | Phan bé thoi gian
Tong so
, £ (tidt hoze i
TT | Tén bai (chuong) tict . _
Ly Bai | Thao | TN/ | Tu
hoic gic
09 st tap [luan | TH | hoc
1 | bién Kinh 135 00 00 |00 45 |90
2 | Thé Duc 45 00 00 |00 15 |30
Tong 180 0 0 0 60 | 120

15.2. Pé cwong chi tiét ciia hoc phan
Chuwong 1. Pién kinh
1.1. Hé thdng vé mén dién kinh

1.1.1. Mot s6 khai niém

1.1.2. Phan loai mén Dién kinh
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1.1.3. Tac dung cua tap luyén Dién kinh ddi véi co thé.
1.2. K§ thuat chay cu ly ngin

1.2.1. Ky thuat xuat phat, chay lao, chay gitra quang, chay vé dich.

1.2.2. Ky thuat danh tay

1.2.3. Cach thuc stir dung ban dap

1.2.4. Mot s6 bai tap thé luc phét trién kha ning hoat dong yém Kkhi ciia co thé.
1.3. Ky thuat chay cu ly trung binh

1.3.1. K thuat xuat phat, chay ting tdc sau xuat phét, chay giira quang, chay vé

dich va sau khi vé dich.

1.3.2. Ky thuat danh tay, chay trén duong cong

1.3.3. Cach thirc hd hap

1.3.4 Mot s6 bai tap thé luc phat trién kha ning hoat dong wa khi ctia co thé
1.4. Ky thuat nhay xa kiéu udn than

1.4.1. K¥ thuat chay da, dat chan dam nhay, bay trén khong, tiép dat — hodn

xung

1.4.2. C4c bai tap bd tro ting cuong sic manh, sac nhanh, kha ning thing bang

clia co thé
Chwong 2: Thé duc
2.1. Gigi thiéu mén thé duc
2.1.1. Khai niém mon Thé duc
2.1.2. Noi dung cia mdn Thé duc
2.1.3. Vi tri bai tap trong mon Thé duc
2.1.4. T4c dung cu thé cua bai tap lién két.
2.1.5. CAu tric ky thuat cua bai tap thé duc lién két.

2.1.6. Cac tu thé co ban trong thé duc.
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2.2. Bai tap thé duc phét trién chung

2.2.1. Céc tu thé co ban trong thé duc

2.2.2. Cac dong tac ép va kéo cang co

2.2.3. CAc bai tap phat trién src manh

2.2.4. C&c bai tap dong tac vuon thd — khaoi dong

2.2.5. Céc bai tap dong tac cho nhom co ¢b

2.2.6. C&c bai tap dong tac cho nhom co tay

2.2.7. Cac bai tap dong tac cho nhom co vai

2.2.8. C&c bai tap dong tac cho nhom co nguc

2.2.9. Céc bai tap dong tac cho nhom co lién suon

2.2.10.

2.2.11.

2.2.12.

2.2.13.

2.2.14.

2.2.15.

2.2.16.

2.2.17.

2.2.18.

2.2.19.

2.2.20.

2.2.21.

2.2.22.

Cac bai tap dong tac cho nhém co bung

Céc bai tap dong tac cho nhém co lung

Cac bai tap dong tac cho nhém co dui

C4c bai tap dong tac cho nhom co cang chan

Cac bai tap dong tac sicc manh tay

Cac bai tap dong tac sicc manh chén

C4c bai tap dong tac phat trién sirc bén tinh lyc

Céc bai tap dong tac sicc manh toan than

Cac bai tap dong tac phat trién kha ning thing bang

Cac bai tap dong tdc mang tinh nhip diéu

Céc bai tap dong tac phat trién kha nang van dong linh hoat, khéo 1éo
Cac bai tap dong tac phat trién ning luc phdi hop van dong toan than

Céc bai tap dong tac hdi phuc trang thai ban dau.

16. Co s& vat chat phuc vu hoc tap

San bai, thude ddy, ddng ho , may casset, ¢d, COi....
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17. Huéng dan thuc hién

- P& cuong nay dugc &p dung cho sinh vién dai hoc chinh quy tir nim hoc 2014 —
2015.

- Trong phan danh gia sinh vién, giang vién can néu 1d quy dinh vé& danh gia hoc phan.
- Hoc phan dugc bé tri hoc trong 15 tuan, mdi tuan 04 tiét.
- Thoi gian kiém tra va thi:

+ Kiém tra gitra hoc phan: tuan thtr 13

+ Thi cudi hoc phan: Sau tuan tht 19

18. Phé duyét

Ngay thdang nam 2017 Ngay thdang nam 2017 Ngay thang nam 2017

Truong Khoa T6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phdan: GIAO DUC THE CHAT 2

2. M3 hoc phan:

3. S0 tin chi: 1(0,1,2)

4. Loai hoc phian: Bit budc

5. Péi twong hoc:  Sinh vién Pai hoc chinh quy

6. Giang vién giang day: Giang vién Trung Tam Gi4o duc Thé chat— Quéc Phong

7. Phan bo thoi gian

- Hoc trén 16p: 00 tiét
- Tu hoc: 60 tiét
- Ly thuyét: 00 tiét
- Thi nghiém/Thuc hanh (TN/TH): 30 tiét

8. Piéu kién tham gia hoc tap hoc phan
- Hoc phan tién quyét: khong.
- Hoc phan trudc: 17201001 — Gido duc thé chat 1.
- Hoc phan song hanh: khéng.
9. Chuén dau ra cia hoc phan
Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:
- V& kién thuc:

+ Pat duoc mot hé thong kién thic vé mén thé thao Bong chuyén hoic Boi 16, co ban

va phu hop véi thuc té, bao gom:

+ Cac khai niém vé mdn Bong chuyén hoic Boi 16i, cac ky thuat co ban, nhimg diéu

luat co ban trong thi ¢du Bong chuyén hoic Boi 19i.
+ Vai trd va ¥ nghia cta viéc luyén tap mot trong hai mon thé thao trén.
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- Vé Ki ning:
+ Thuc hién ding céc k§ thuat co ban cia mon Bong chuyén: chuyén bong, dém
bong, phat bong. To chie dugc mot tran dau, mot giai dau phong trao mdn Bong

chuyén ciing nhu tham gia truc tiép 1a van dong vién.

+ Thuc hién ding cac k¥ thuat co ban ciia mon Boi 16i (ky thuat boi truon sap). To
chie dwgc mot tran dau, mot giai dau phong trao mon Boi 16i cling nhu tham gia truc
tiép 1a van dong vién.

- V& thai @:

+ C6 huang thi hoc mén thé thao Bong chuyén hoic Boi 16i , c6 thai do khach quan,
trung thuc; cé tac phong can than, chinh xéac va co tinh than hop tac trong viéc hoc tap

mén Bong chuyén hoic Boi 16i .

+ C0 y thtc van dung nhirng hiéu biét vé mén thé thao Bong chuyén hoic Boi 10 vao
trong doi sdng nham nang cao sic khoe ban than; c6 y thirc phd bién va tuyén truyén
vé vai tro cua viéc tap luyén mon thé thao Bong chuyén hoic Boi 16i dé rén luyén stc

khoe; huéng dan duoc cac ky thuat Bong chuyén hoic Boi 16i cho moi ngudi.
10. M ta vin tit ndi dung hoc phan

- G hoc phan nay sinh vién chon lya 1 trong 2 mon thé thao (Béng chuyén, Boi 161) dé
tham gia luyén tap (ch( y nén lua chon cac mén thé thao phi hop voi diéu kién va

nganh nghé minh dang theo hoc).

- Bong chuyén: Ky thuat chuyén bong, dém bong co ban; ki thuat phat bong cao tay
(nam), phét bong thap tay (nir); mot sé diéu luat trong thi ddu Bong chuyén va phuong
phap trong tai.

- Boi 16i: Céc khéi niém co ban, k§ thuat 1am ndi, tu ctu trong Boi 16i, ki thuat luét
nuéc, Ky thuat boi trudn sap, mot s6 diéu luat co ban trong thi dau Boi 16i va phuong
phép trong tai.

11. Nhiém vu cua sinh vién

- Tham du 80% tr¢ Ién gio hoc thuc hanh ngoai san.

- Tap luyén cac bai tap theo yéu cau cua giang vién.
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- Tham dy kiém tra gitra hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap
12.1. Tai liéu chinh
[1] Nguyén Gidp Pam — Lé Van Thao — Nguyén Minh Trung — Tran Thé Anh, Gi4o
trinh Gido Duc Thé Chat 2, Trudng Pai hoc Cong Nghiép Thuc Pham Tp.HCM, 2013.
12.2. Tai liéu tham khao

[1] Bui Huy Cham, K§ thuat bong chuyén, NXB Thé duc Thé thao, 1988

[2] Nham Minh, Tdi yéu thé thao boi 16i, NXB My thuat

[3] Pinh LAm — Nguyén Binh, Huan luyén bong chuyén, NXB Thé duc Thé thao, 1988.

[4] Luat bong chuyén, NXB Thé duc Thé thao, 2007.

[5] Nguyén M4u Loan, Gido trinh Ly luin va Phuong phap giang day thé duc thé thao,
NXB Giao duc, 1998.

[6] Vi Btic Thu — Nguyén Truong Tuén, Ly luan va phuong phap gido duc thé chat,
NXB Giao duc, 1995.

13. Thang diém danh gia: 10/10

14. Panh gia hoc phan

- Kiém tra gitra hoc phan: (1 1an) 30%.

- Thi cudi hoc phan: (1 lan) 70%.

15. Noi dung hoc phan

15.1. Phan bé thoi gian cac chwong (bai) trong hoc phan

i . Phan b thoi gian
Tong so 0 J

tibt (tiét hodc gio)
TT Tén bai (chwong)
hoc | Ly | gaj | Thao | TN/ | Tu
9l thuyét | tap | luan | TH | hec
1 | Bong chuyn hoic Boi Loi 90 00 |00 |00 |30 |60
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Tong

90 0 0

30

60

15.2. Pé cuwong chi tiét ciia hoc phan

Chuong 1: Béng chuyén

1.1 Gidi thiéu béng chuyén

1.1.1 So lugc vé lich sir phat trién mén bong chuyén.

1.1.2 Bic diém va tac dung cua tap luyén bong chuyén

1.2 K§ thuat chuyén bong cao tay

1.2.1 Pac diém

1.2.2 Phan loai

1.2.3 CAu truc ky thuat chuyén bong
1.2.4 C4c 16i thuong mac

1.2.5 C4c bai tap ki thuat chuyén bong co ban.

1.3 K§ thuat chuyén bong thap tay (dém bong):

1.3.1 Pac diém.

1.3.2 Phan loai.

1.3.3 CAu truc ky thuat dém bong.
1.3.4 Céc 151 thudong mac.

1.3.5 Céc bai tap ky thuat dém béng.

1.4 Ky thuat phéat bong:

1.4.1 Bic diém.
1.4.2 Phan loai.

1.4.3 CAu tric ky thuat phat bong thap tay (ni) va cao tay (nam).

1.4.4 Céc 16i thudng mac.
1.4.5 Céc bai tap ky thuat phéat bong.

Chwong 2: Boi 10

2.1 Giéi thiéu mén hoc:

2.1.1 Lich st hinh thanh phat trién mén Boi 16i
2.1.2 Quy dinh tap luyén moén Boi 16i

2.2 Nhap mon Boi 10i

2.2.1 Lam quen véi nudc
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2.2.2 Phuong phap ho hap (thé nuéc)
2.2.3 Lam néi, luét nuwéc
2.2.4 Ky thuat ty ctru trong Boi 161
2.3 K§ thuat boi trudn sap
2.3.1 Ky thuat dap chén
2.3.2 Ky thuat quat tay
2.3.3 Cé4ch hd hap
2.3.4 Phéi hop dong tac tay va chan
2.3.5 Phéi hop tay — chan — hit tho
2.3.6 Ky thuat quay vong (quay dau)
2.3.7 K§ thuat nhay xuat phat
2.4 Luat thi dau, phuong phap trong tai va thi dau Boi 16i
16. Co s& vat chat phuc vu hec tap
San bai, hd boi, bong, luéi, cot, thude ddy, dong hd, ¢d, coi....
17. Hwéng dan thuc hién
- P& cuong nay dugc &p dung cho sinh vién dai hoc chinh quy tir nim hoc 2014 —
2015.
- Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan.
- Hoc phan duogc bb tri hoc trong 15 tuan, mdi tuan 04 tiét.
- Thoi gian kiém tra va thi:
+ Kiém tra gitra hoc phan: tuan tht 9
+ Thi cudi hoc phan: Sau tuan thtr 15
18. Phé duyét

Ngay thdang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017

Truéng Khoa T truong Giang vién bién soan
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PE CUONG HQOC PHAN

1. Tén hoc phan: GIAO DUC THE CHAT 3

2. M3 hoc phan:

3. S6 tin chi: 2 (0,2,4)

4. Loai hoc phian: Bit budc

5. Poi twong hoc:  Sinh vién dai hoc chinh quy

6. Giang vién giang day: Giang vién Trung Tam Gi&o duc Thé chat— Quéc Phong

7. Phan bo thoi gian

- Hoc trén 16p: 00 tiét
- Ty hoc: 120 tiét
- Ly thuyét: 00 tiét
- Thi nghiém/Thuc hanh (TN/TH): 60 tiét

8. Piéu kién tham gia hoc tap hoc phan

- Hoc phan tién quyét: khong.

- Hoc phan trudc: 17201002 — Gido duc thé chat 2.

- Hoc phan song hanh: khéng.

9. Chuén dau ra cia hoc phan

Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:
- V& kién thuc:

+ Pat dugc mot hé théng kién thirc caa cac mén thé thao Bong rd hoac cau 16ng, co

ban va phi hop véi thyuc té, bao gom:
+ Céc khai niém vé mon Cau 16ng hoic Béng rd.
+ Céc k¥ thuét co ban trong mén Cau 16ng hoic Bong rd.

+ Vai trd va ¥ nghia trong viéc tap luyén thé duc thé thao.
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+ Nhitng diéu luat co ban trong thi ¢du Cau Idng hoic Bong ro.
- Vé Ki ning:

+ Thyc hién dung cac ki thuat co ban ctia mén Cau 16ng: cach cam vot, cam cau, cach

danh cau... Bong r6: cach giir bong, dan bong, chuyén bong, ném ro. ..

+ T6 chuc dugc mot tran dau, mot giai dau phong trao mdn Cau 1dng hoic Bong rd
cling nhu tham gia truc tiép 1a van dong vién.

- Vé thai d6:

+ C6 hitng thd hoc mén Cau 16ng hodc Bong ré, co thai ¢ khach quan, trung thuc, c6

tac phong can than, chinh xac va cé tinh than hop tac trong viéc hoc tap mén Cau long

hoic Bong ro.

+ C6 y thic van dung nhitng hiéu biét vé mén Cau 16ng hoic Béng ré vao trong doi
séng nham nang cao suc khoe ban than, c¢d y thac phd bién va tuyén truyén vé vai tro

ctia mén Cau 16ng hoic Bong ré trong viéc rén luyén sac khoe cho moi ngudi.
10. M ta van tit ndi dung hoc phan

+ O hoc phan nay sinh vién lya chon 1 trong 2 mén thé thao (Cau 16ng hoic Bong ro)
dé tham gia luyén tap (cha y nén Iya chon cac mén thé thao phd hop véi nganh nghé

minh dang theo hoc).
+ Hoc phan nay gém céc ndi dung vé mén Cau 16ng va Béng ro nhu sau:

+ Cau ldng: Cac khai niém co ban, cach cam vot, cam cau, ki thuat di chuyén trong
cau 16ng, cac phuong phéapgiao cau va d& giao cau, cac ky thuat danh cau thuan — tréi
tay, chién thuat co ban trong cau 16ng, mot sé diéu luat co ban trong thi dau cau long
va phuong phap trong tai.

+ Bong ro: Gidi thiéu vé mén Bong ro, cac ki thuét co ban trong mén Bong ré: tu thé
dong tac gitr bong, ki thuat dan bong, chuyén — bat bong, ném rd tai chd — di dong, tu
thé — phwong phap phong thii ca nhan, chién thuat tin cong — phong thii, mot s diéu
luat co ban va phuong phap trong tai.

11. Nhiém vu cta sinh vién

- Tham du 80% tr¢ Ién gio hoc thuc hanh ngoai san.
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- Tap luyén cac bai tap theo yéu cau cua giang vién.
- Tham dy kiém tra gitra hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap
12.1. Tai liéu chinh
[1] Nguyén Giap Pam — Lé Van Thao — Nguyén Minh Trung — Tran Thé Anh, Giéo
trinh Gido Duc Thé Chat 3, Truong Pai hoc Cong Nghiép Thuc Pham Tp.HCM, 2013.
12.2. Tai liéu tham khao
[1] Nhan Vin, Luyén tdp cdu 16ng, NXB Téng hop Tp.HCM.
[2] Hiép hoi huan luyén vién bong ré thé gigi — WABC, Hudn luyén bong ré hién dai,
NXB Thé duc thé thao, 2004.
[3] Binh Can, Hé thong cac bai tap ki thudt bong ré, NXB Thé duc thé thao, 2006.
[4] Lién doan Bong ro Viét Nam, Luat Bong ré, NXB Thé Duc Thé Thao, 2012,
[5] Nguyén M4u Loan, Gido trinh Ly luin va Phuong phap giang day thé duc thé thao,
NXB Giéo duc, 1998.
[6] Vii Buc Thu — Nguyén Truong Tuan, Ly luan va phuong phap gido duc thé chat,
NXB Giao duc, 1995.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phin
- Kiém tra gitra hoc phan: (1 1an) 30%.
- Thi cudi hoc phan: (1 1an) 70%.

15. Noi dung hoc phan

15.1. Phan bé thoi gian cac chwong (bai) trong hoc phan

Téng s Phan bé thai gian
tibt (tiét hoic giv)
TT Tén bai (chwong)
o3¢ 1Ly | Bai | Thio | TN/ | Tu
M| thuyét | tap | luan | TH | hec
1 | Cau léng hoic Bong rd 180 00 00 |00 60 | 120
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Tong 180 0

60

120

15.2. Pé cwong chi tiét cia hoc phan
Chuwong 1: Cau long
1.1Giéi thiéu mén hoc
1.1.1 So lwoc vé lich st mén Cau léng
1.1.2 Téc dung cua tap luyén
1.1.3 Mot sé quy dinh dam bao
1.2 Nhap mén Cau long
1.2.1 Céch cam vot
1.2.2 Céch cam cau
1.2.3 Tu thé co ban trong Cau ldng
1.3 K¥ thuat di chuyén trong Cau léng
1.3.1 Di chuyén don budc
1.3.2 Di chuyén da budc
1.4 K§ thuat giao cau — d& giao cau
1.4.1 Ky thuat giao thuan tay

1.4.2 Ky thuat giao tréi tay

1.4.3 Céc loai hinh giao cau va cach d& giao cau

1.5 K§ thuat danh cau tan cong

1.5.1 K§¥ thuat danh thuén tay (cao xa, dap vut, treo, tat, v, cat, hat, day)

1.5.2 Ky thuat danh trai tay (cao xa, dap vut, treo, tat, v, Cit, hat, déy)

1.6 Chién thuat tin cong — phong tha trong danh don va danh do6i

1.7 Luat thi d4u, phuong phép trong tai va thi dau Cau long
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Chuong 2: Béng ro
2.1 Gi6i thiéu vé mén Bong rd
2.1.1 So lugc V& lich st mén Béng rd
2.1.2 Tac dung cua tap luyén
2.1.3 Mot s6 quy dinh dam bao
2.2 Ky thuat Bong R6
2.2.1 Tu thé va dong tac giir bong, khéng ché — bao vé bong
2.2.2 Cac dong tac lam quen vai bong.
2.2.3 Cach di chuyén khong bong.
2.2.4 Ky thuat di chuyén cé bong (dan béng).
2.2.5 K§ thuat chuyén — bat bong.
2.2.6 K thuat ném r6 tai chd — ném ré di dong (2 budc 1én ro).
2.2.7 Tu thé va phuong phap phong thii c& nhan.
2.2.8 Mot s chién thuat tan cong va phong tha.
2.2.9 Luat thi ¢au va phuong phap trong tai.
16. Co sé vat chat phuc vu hoc tap
San bai, bong, ludi, cot, cau, vot, thude ddy, dong hd, cd, coi....
17. Huéng dan thuc hién

- P& cuong nay dugc &p dung cho sinh vién dai hoc chinh quy tir nim hoc 2014 —
2015.

- Trong phan dénh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc phan.
- Hoc phan duogc bb tri hoc trong 15 tuan, mdi tuan 02 tiét.
- Thoi gian kiém tra va thi:

+ Kiém tra gitra hoc phan: tuan thr 9

+ Thi cudi hoc phan: Sau tuan thtr 15
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18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017

Truéng Khoa To truong Giang vién bién soan

PE CUONG HQC PHAN

1. Tén hoc phén: GIAO DUC QUOC PHONG - AN NINH 1
2. M3 hoc phan:

3. S6 tin chi: 3 (3,0,6)

4. Loai hec phan: Bt bugc

5. Péi twong hoc: Sinh vién hé Dai hoc chinh quy

6. Giang vién giang day: Giang vién Trung Tam Giéo duc Thé chat — Qudc Phong
7. Phan bé thoi gian

- Hoc trén 16p: 45 tiét

- Tu hoc: 90 tiét
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- Ly thuyét: 45 tiét

- Thuc hanh: 00 tiét

8. Piéu kién tham gia hoc tap hoc phan

- Hoc phan tién quyét: sau khi hoc Puong 16i Cach mang cua Pang cong San Viét
Nam

- Hoc phan trugc: Khéng

- Hoc phan song hanh: GDQP- AN 3

9. Chuan diu ra cia hec phan
Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:

- V& kién thikc: Nhan thie duoc nhirng kién thirc co ban vé duong 16i qudc phong, an
ninh cua Bang va cong tac quan 1y nha nudc vé& qudc phong, an ninh. Trong d6 nim
virng kién thtc co ban ctia CN Mac — Lénin, tu tuéng HCM vé chién tranh, quan doi
va bao vé T qudc; nhan thirc diing vé ngudn gdc, ban chit ctia chién tranh; cac quan
diém cua Pang vé xay dung nén qudc phong toan dén, lyc lugng vii trang nhan dan dé

tién hanh chién tranh nhan dan bao vé T6 qudc Viét Nam XHCN.

- Vé ky ning: Giup SV hiéu dugc nghé thuat danh giic giit ctia 6ng cha ta ciing nhu
ngh¢ thuat quan sy VN tir khi c6 Bang lanh dao, biét van dung vao chién tranh nhan

dan bao vé T6 quoc Viét Nam XHCN trong twong lai.

- V@ thai d9: Co long yéu nudc, yéu chi nghia xa hoi, niém ty hao va su tran trong
ddi véi truyén théng dung nudc va gitt nuwéc cua dan toc, cua cac luc luong vil trang
nhan dan Viét Nam; hinh thanh tac phong cé tinh ky luat cao trong cdng téc, sinh hoat

hang ngay; co y thic trach nhiém, nghia vu d6i véi bao vé T qudc.
10. M6 ta van tit ndi dung hoc phan
Hoc phan nay bao gom cac noi dung sau:

Déi twong phuong phap nghién ctru mén hoc Gido duc qudc phong-an ninh;
quan diém cua chii nghia Méc — Lenin, tu twéng HCM vé chién tranh, quin doi va bao
vé T qudc; xdy dung nén qudc phong toan dan, an ninh nhan dan. Cac quan diém cua
Pang vé chién tranh nhan dan bao vé T6 qudc VN XHCN; xay dung luc luong vii

trang nhan dan VN; cac quan diém cia Dang vé két hop phat trién kinh té - x& hoi voi
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ting cuong cung ¢d quéc phong, an ninh. Hoc phan gianh thoi lugng nhat dinh gidi

thiéu mot s6 ndi dung co ban vé lich sir nghé thuat quan su Viét Nam qua céc thoi ky.
11. Nhiém vu cia sinh vién
- Tham dy gio hoc ly thuyét trén 16p: 80% tro 18n
- Lam bai tap nhém, tham gia thao luan, tranh luan, bai thu hoach... khi c6 yéu cau cua
giang vién .
- Dy kiém tra giita hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap
12.1. Tai liéu chinh

[1] Giéo trinh Gi&o duc quéc phong - An ninh (Tap 1) danh cho sinh vién Dai hoc Cao
dang, NXB Gido duc Viét Nam, nim 2010.

12.2. Tai liéu tham khao
[1] Hoi dap: mén hoc Gido duc quéc phong - an ninh.
[2] Duong 16i cach mang cia Pang CSVN
[3] Nhirng nguyén 1y co ban cua CN Mac — Lé nin
[4] Tap chi QP toan dan, AN nhan dan...
[5] Céac van ban hién hanh vé GDQP-AN cho HSSV
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan
- Piém kiém tra giita hoc phan: 30% (trac nghiém khach quan bai 2- 4)
- Biém thi két thic hoc phan: 70% (tric nghiém khach quan bai 2 — 7)
15. Noi dung hoc phan

15.1. phan bd thei gian céc bai trong hoc phan

Phan bé thai gian
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TT Tén bai Téng

s6 tiét

Ly | Bai | Thio| TN/ | Tw
thuyét | tap | ludn | -y | hoc

Déi twong va pp nghién ctu mén

hoc

Quan diém co ban caa CN MAc -
2 | Lé nin, tu twong HCM V& chién | 18 6 2 1 0 9

tranh, quan doi va bao vé Té qudc

Xay dung nén QP toan dan, AN
3 | nhan dan bao vé Tb qudc Viét | 12 4 1 1 0 6
Nam XHCN

Chién tranh nhan dan bao vé T
quéc Viét Nam XHCN

Xay dung luc lugng vii trang nhan

dan Viét Nam

Két hop phét trién kinh té - x4 hoi

Vvéi ting cudng cang ¢ QP-AN.

7 Ngh¢ thuat quéan su Viét Nam 18 6 2 1 0 9

Tong 90 30 9 |6 0 45

15.2. Pé cwong chi tiét caa hoc phan
Bai 1: P6i twong va phwong phap nghién ciru mén hoc

Bai 2: Quan diém caia chi nghia MAc — Iénin, tu twéng H6 Chi Minh vé chién

tranh, quin ddi, bao vé to quéc XHCN.
2.1. Quan diém cta cha nghia Mac — 1énin, tu tuéng H6 Chi Minh vé chién tranh

2.1.1. Quan diém cia cha nghia Mac — Lénin vé chién tranh.
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2.1.2. Tu twong HO6 Chi Minh vé chién tranh.
2.2. Quan diém cta cha nghia MAc — 16 nin, tu twdng HO Chi Minh vé quan doi
2.2.1. Quan diém cua cha nghia Mac — Lénin vé quéan doi.
2.2.2. Tu twdng HH Chi Minh vé quan doi.
2.3. Quan diém cua chii nghia Mac — 1énin, tu tuong Ho Chi Minh vé bao vé t6 qubc
Xa Hoi chu nghia.
2.3.1. Quan diém chii nghia Méac — Lénin vé bao vé to quic XA hoi chu nghia.
2.3.2. Tu twong HO Chi Minh vé bao vé Té qubc x4 hoi chi nghia.

Bai 3: Xay dung nén qudc phong toan dan, an ninh nhan dan vieng manh dé bao

vé t6 qudc Viét Nam Xa hoi chii nghia

3.1. Vi tri, ddc trung nén qudc phong toan dan, an ninh nhan dan
3.1.1. Vj tri.
3.1.2. Bac trung.

3.2. Xay dung nén qudc phong toan dan, an ninh nhan dan viing manh dé bao vé to

quoc Viét Nam Xa hoi chii nghia
3.2.1. Muc dich xay dung nén quéc phong toan dan, an ninh nhan dan.
3.2.2. Nhiém vu xay dung nén qudc phong toan dan, an ninh nhan dan.
3.2.3. Xay dung tiém luc qudc phong, an ninh ngay cang viing manh.
3.2.4. Xay dung thé tran qudc phong toan dan, an ninh nhan dan viing chic.
3.3. Mot sb bién phap chinh xay dung nén quéc phong toan dan, an ninh nhan dan.
3.3.1. Thudng xuyén thyuc hién gio duc quéc phong, an ninh.
3.3.2. Tang cuong su lanh dao cta Pang, su quan li cia Nha nudc, trdch nhiém
trién khai thuc hién cua cac co quan, t chic va nhan dan.
3.3.3. Nang cao y thirc, trach nhiém céng dan cho sinh vién trong xay dung nén
quéc phong toan dan, an ninh nhan dan.
Bai 4: Chién tranh nhan dan bao vé t6 quéc Viét Nam XHCN
168



4.1. Nhitng van dé chung vé chién tranh nhan dan bao vé t6 quéc.

4.1.1. Muc dich, déi teong caa chién tranh nhan dan bao vé T6 quéc.

4.1.2. Tinh chat, diac diém cua chién tranh nhan dan Viét Nam bao vé T6 quéc.
4.2. Quan diém cua dang trong chién tranh nhan dan bao vé té quéc.

4.2.1. Tién hanh chién tranh nhan dan, toan dan danh giic.

4.2.2. Tién hanh chién tranh toan dién, két hop chit ché giita dau tranh quén su,
chinh tri, ngoai giao, kinh té, vin hoa va tu tuong, lay dau tranh quan su 1a cha
yéu, lay thing loi trén chién truong 12 yéu té quyét dinh dé gianh thing loi

trong chién tranh

4.2.3. Chuan bi moi mit trén ca nudc ciing nhu ting khu vuc dé da sic danh
duoc lau dai, ra sic thu hep khong gian rat ngan thoi gian caa ch tranh gianh

thang loi cang sém cang tét.

4.2.4. Két hop khang chién vai xay dung, vira khang chién vira xay dung ra suc
san xuét thyc hanh tiét kiém gii gin va bdi dudng luc lwong ta cang danh cang

manbh.

4.2.5. Két hop dau tranh quan sy véi bao dam an ninh chinh tri, gitr gin trat ty
an toan xa hoi, tran ap kip thoi moi 4m muu va hanh dong pha hoai gay bao

loan.
4.2.6. Két hop stcc manh dan toc voi sic manh thoi dai, phat huy tinh than ty
luc tu cuong, tranh thu sy giap d& quéc té, sy ddng tinh, ung hd cua nhan dan
tién bo trén thé gioi.

4.3. Mot s6 noi dung chi yéu caa chién tranh nhan dan bao vé t6 quéc.
4.3.1. TH chire thé tran chién tranh nhan dan.

4.3.2. T6 chuc luc lwong chién tranh nhan dan.

4.3.3. Phéi hop chit ché chéng quan dich tién cdng tir bén ngoai vao va BLLD

tir bén trong.

Bai 5: Xay dwng lwe lwgng vii trang nhan dan Viét Nam
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5.1. Bic diém va quan diém nguyén tic co ban xay dung LLVTND.
5.1.1. Khai niém.
5.1.2. Pic diém lién quan dén xay dung luc lwong vii trang nhan dén.
5.1.3. Quan diém, nguyén tic co ban xay dung luong vii trang nhan dan trong
thoi ky méi.
5.2. Phuong huéng xay dung LLVTND trong giai doan méi.

5.2.1. Xay dyng quan d6i nhan dan theo hudéng cach mang, chinh quy, tinh

nhug, tirg budc hién dai.

5.2.2. Xay dung luc luong du bi dong vién hung hau, huan luyén va quan Iy tét

dam bao khi can s& huy dong nhanh chéng theo ké hoach.

5.2.3. XD LLDQTV viing manh rong khap coi trong s6 va chat luong, liy chét

luong la chinh,
5.3. Nhiing bién phéap chu yéu xay dung luc lwong vii trang nhan dén.
5.3.1. Chén chinh t6 chuc bién ché luc lwong vii trang nhan dan.
5.3.2. Nang cao chat luong huan luyén, gido duc, xay dung va phat trién khoa
hoc quan su Viét Nam.
5.3.3. Timg budc giai quyét yéu cau vé vii khi, trang bi ki thuat cua Il vii trang
nhan dan.
5.3.4. Xay dung d6i ngii can bo lyc lwong vii trang nhan dan c6 pham chat,
nang lyc tot.
5.3.5. Thyc hién nghiém tac va day dua cac chinh sach cia Pang, Nha nudc ddi
véoi LLVTND.
Bai 6: Két hop phat trién kinh té x4 hdi véi ting cwong cing ¢é quéc phong - an
ninh
6.1. Co s |i luan va thuc tién caa viéc két hop phat trién kinh té véi tang cuong cing
c¢b qudc phong — an ninh
6.1.1. Co so ly luan.
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6.1.2. Co so thuc tién.

6.2. Noi dung két hop phét trién kinh té x& hoi véi ting cuong cung cb qudc phong -

an ninh va d6i ngoai & nudc ta hién nay.
6.2.1. Két hop trong xac dinh chién lugc phat trién kinh té — xa hoi.

6.2.2. Két hop phat trién kinh t& xa hoi v6i ting cudng cing ¢ qudc phong —

an ninh trong phat trién cac viing lanh tho.

6.2.3. Két hop kinh té quc phong — an ninh trong cac nganh cac linh vyc kinh

té chu yéu.
6. 2.4. Két hop trong thyc hién nhiém vy chién lugc bao vé T6 quéc.
6.2.5. Két hop trong hoat dong ddi ngoai.

6.3. Mot sé giai phap chu yéu thuc hién két hop phat trién kinh té xa hoi voi ting

cudng cung cd qudc phong — an ninh.

6.3.1. Tang cuong sy lanh dao cua Pang va hi€u luc quan 1y Nha nudc trong

viéc thuc hién két hop kinh té quc phong — an ninh.

6.3.2. Bbi dudng nang cao kién thirc, kinh nghiém két hop phat trién kinh té —
x3 hoi véi ting cuong cing cd qudc phong — an ninh cho cac ddi tuong.
6.3.3. Xay dung chién luoc tong thé két hop kinh t& quéc phong — an ninh trong
thoi ky mai.
6.3.4. Hoan chinh hé théng phap luat, co ché chinh sach c6 lién quan dén thuc
hién.
6.3.5. Cung cd kién toan va phat huy vai trd tham muu cia co quan chuyén
trach qudc phong - an ninh cac cap.

Bai 7: Nghé thuat quan sy Viét Nam

7.1. Truyén théng va nghé thuat danh giic cua 6ng cha ta.
7.1.1. Nhitng yéu t6 tac dong dén viéc hinh thanh nghé thuat danh giic.

7.1.2 Cac cudc khoi nghia va chién tranh chéng xam Iugc.
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7.1.3. Ngh¢ thuat danh giac cta 0ng cha ta.
7.2. Ngh¢ thuat quan su viét nam tir khi c6 Bang lanh dao.
7.2.1 Co s¢ hinh thanh nghé thuat quan su Viét Nam.
7.2.2. Noi dung ngh¢ thuat quan sy Viét Nam tr khi c6 Pang lanh dao.

7.3. Van dung mot sé bai hoc kinh nghiém vé nghé thuat quan su vao su nghiép bao

vé to quédc trong thoi ki mai va trach nhiém cua sinh vian.
7.3.1. Quén triét tu tuong tich cuc tién cong.
7.3.2. Ngh¢ thuat quan su toan dan danh giac.
7.3.3. Nghé thuat tao sitc manh tdng hop bang luc, thé, thoi va muu ké.

7.3.4. Quén triét tu tuong ldy it danh nhiéu, biét tap trung vu thé luc lwong can
thiét dé danh thang dich.

7.3.5. Két hop tiéu hao, tiéu diét dich vai bao vé vitng chic cac muc tiéu.
7.3.6. Trach nhiém cua sinh vién.

16. Co sé vat chat phuc vu hoc tap

- Phan, bang, mico, projector, laptop.

- Gi4o trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap lon.

17. Huwéng dan thyc hién

- Pé cuong nay dugc ap dung cho sinh vién tat ca cac nganh, chuyén nganh hé dai hoc

va cao dang chinh quy

- Trong phan danh gia sinh vién, giang vién can néu rd qui dinh vé danh gia hoc phan,

diéu kién dé duoc du thi két thic hoc phan.
- Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Theo lich caa nha truong

+ Thi cudi hoc phan: Theo lich cta nha truong
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- Giang vién gi4o duc qudc phong - an ninh truéc khi thuc hién ké hoach giang day
phai duoc tap huin vé noi dung chuong trinh, bai giang, phuong phap giang day va
danh gia két qua hoc tap.

18. Phé duyét

Ngay thang nam 2017  Ngay thang nam 2017 Ngay thang nam 2017

Truéng Khoa T6 truong Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: GIAO DUC QUOC PHONG - AN NINH 2

2. M3 hoc phan:

3. S6 tin chi: 3(3,0,6)
4. Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién hé Dai hoc chinh quy

6. Giang vién giang day: Giang vién Trung Tam Gi4o duc Thé chat — Qudc Phong

7. Phan bo thoi gian

- Hoc trén 16p: 45 tiét
- Tu hoc: 90 tiét
- Ly thuyét: 45 tiét
- Thyc hanh: 00 tiét

8. Piéu kién tham gia hoc tap hoc phan
- Hoc phan tién quyét: khong
- Hoc phan trugc: GDQP- AN 1
- Hoc phan song hanh: GDQP- AN 3
9. Chuén dau ra caa hoc phan
Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:

- V& kién thiec: Nhan thae duoc nhiing kién thire co ban vé cong tac quc phong — an
ninh ciia Pang va nha nude. Trong d6 nam viing kién thic co ban vé phong chdng
dich tién cong hoa luc bang vii khi cong nghé cao; kién thirc vé xay dung dan quan ty
vé, luc lwong du bi dong vién, phong trao toan dan dau tranh phong chéng toi pham,
té nan xa hoi, bao vé an ninh quéc gia va gii gin trat tu, an toan xa hoi; xay dung va

bao vé vitng chic cha quyén Ianh tho, bién gisi, bién dao VN
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- V& k¥ niing: Gilp SV nhan biét duoc 4m muu tha doan cua cac thé luc thu dich d6i
v6i cach mang VN trong giai doan hién nay, trén co s¢ d6 dau tranh, phong chong va
hiéu qua chién lugc “dién bién hoa binh”, bao loan lat d6 cua cac thé lec thu dich; dau
tranh phong chéng dich loi dung van dé dan toc, ton gido chong pha cach mang VN dé

git gin an ninh chinh trj va bao vé toan ven lanh thd VNXHCN
- V@ thai d9: C6 1ong yéu nudc, yéu chu nghia xa hoi, niém ty hao va sy tran trong
dbi véi truyén théng dung nudc va gitr nuéc cua dan toc, cua cac lyc luong vil trang
nhan dan Viét Nam; hinh thanh tac phong co6 tinh ky luat cao trong cong tac, sinh hoat
hang ngay; cd y thirc trach nhiém, nghia vu d6i véi bao vé T6 qudc.
10. M ta vin tit ndi dung hoc phan

Hoc phan nay bao gdom céc noi dung sau: Phong chéng chién lugc "dién bién
hoa binh", bao loan lat ¢6 cua céc thé luc thu dich ddi véi cach mang Viét Nam.
Phong chdng dich tién cong hoa luc bang vii khi cong nghé cao; Xay dung luc luong
dan quan, tu vé, luc luong du bi dong vién va dong vién cong nghiép qudc phong;
Xay dung va bao vé cht quyén lanh tho, bién gidi qudc gia; mot s noi dung co ban
vé dan toc, ton gido va dau tranh phong chéng dich lgi dung van dé dan toc, ton gido
chdng phé cach mang Viét Nam; Nhing van dé co ban vé bao vé an ninh qudc gia va
giir gin trat tw an toan x4 hoi; xay dung phong trao toan dan bao vé an ninh T6 qudc.
11. Nhiém vu ctia sinh vién
- Tham dy gio hoc ly thuyét trén 16p: 80% tro 18n
- Lam bai tap nhom, tham gia thao luan, tranh luan, bai thu hoach... khi c6 yéu cau cua
giang vién .
- Dy kiém tra giita hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap

12.1. Tai liéu chinh
[1] Gio trinh Gido duc qudc phong - An ninh (T4ap 1) Danh cho sinh vién dai hoc cao
dang, NXB Gido duc Viét Nam, nam 2010.

12.2. Tai ligu tham khao
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- Héi dap: mon hoc Giao duc qudc phong- an ninh.

- Buong 16i cach mang cua BPang CSVN

- Nhiing nguyén 1y co ban cia CN Mac — L& nin

- Tap chi QP toan dan, AN nhan dan...

- Cac van ban hién hanh vé GDQP-AN cho HSSV

13. Thang diém danh gia: 10/10

14. Panh gia hoc phan

+ Diém kiém tra giira hoc phan: 30% (tric nghiém khéach quan bai 8- 10)

+ biém thi két thic hoc phan: 70% (trac nghiém khach quan bai 8 — 15)

15. Noi dung hoc phan

15.1. phan bo thei gian cac bai trong hoc phan

Phan bé thai gian
Tén bai z .
T Tong | Ly | Bai |Thao| TN/ | Ty
s0 tiet | thuyét | tap | luan | Ty | hec

Phong chéng chién lugc "DBHB",

1 | BLLD cta céc thé lyc thu dich dbi | 18 6 2 |1 9
véi ¢ mang VN
Phong chéng dich tién cong hoa

2 . 12 4 1 1 0 6
luc bang vii khi cong nghé cao
Xay dung luc luwong DQTV, luc

3 | luwong DBNV va dong vién CN |12 4 1 1 0 6
quéc phong
Xay dung va bao vé chu quyén

4 ~ng.ﬂ.. ,_qy 12 4 1 1 0 6
l&nh tho, bién gidi quoc gia
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Phan bé thoi gian

Tén bai 2
T Tong | Ly | Bai |Thao| TN/ | Ty

s0 tiét thuyét | tap | luan | TH | hoc

Mot sé nd co ban vé dan toc, ton
gido va dau tranh phong chéng
dich loi dung van dé dtoc va tgido

chdng pha ¢ mang VN

Nhitng van dé co ban vé bao vé
6 ANQG va gitr gin trat tu, an toan | 6 1 1 1 0 3

xa hoi

Xay dung phong trao toan dan bao

véan ninh TQ

Nhitng van dé co ban vé dau tranh
8 | phong chdng toi pham va té nan | 12 4 1 1 0 6

xa hoi

Tong 90 28 9 |8 0 45

15.2. Pé cwong chi tiét cia hoc phan

Bai 8: Phong chéng chién lwge “dién bién hoa binh”, bao loan lat dé caa cac thé
lwe thu dich d6i véi cach mang Viét Nam
8.1. Chién lugc “dién bién hoa binh”, bao loan lat d6 cua cac thé lyc thu dich chéng
phé Chu nghia xa hdi.

8.1.1. Khai niém “ dién bién hoa binh”.

8.1.2. Su hinh thanh va phat trién cua chién lugc “Dién bién hoa binh” .
8.2. Chién lugc “ dién bién hoa binh”, bao loan lat d6 cua céc thé lyc thu dich chéng

pha cach mang Viét Nam.
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8.2.1. Am muu, thu doan cua chién luge “ Dién bién hoa binh” ddi véi Viét

Nam.
8.2.2. Bao loan lat d6 cua céc thé luc thu dich chong pha Cach mang Viét Nam.

8.3. Muc tiéu, nhiém vu, quan diém va phuong cham cta Pang, Nha nudc ta phong

chdng chién lugc « dién bién hoa binh” bao loan lat d6.
8.3.1. Muc tiéu.
8.3.2. Nhiém vu.
8.3.3. Quan diém chi dao.
8.3.4. Phuong cham tién hanh.
8.4. Nhitng giai phap phong chéng chién luoc “dién bién hoa binh”, bao loan lat d6.

8.4.1. Pay Ui té quan liéu, tham nhiing, tiéu cyc trong xa hoi gitt viing dinh

hudng xa hoi chi nghia trén cac linh vuc, chong nguy co tut hau vé kinh té.

8.4.2. Nang cao nhan thic v& 4m muu, tha doan cua cac thé luc thu dich, nim

chic moi dién bién khong dé bi dong va bét ngo.

8.4.3. Xay dung y thuc bao vé T6 quéc cho toan dan.

8.4.4. Xay dung co s& chinh tri - x& hoi virng manh vé moi mat.

8.4.5. Cham lo xay dyng luc lugng vii trang & dia phuong vitng manh.

8.4.6. Xay dyng, luyén tap cic phuong an, cac tinh huéng chéng “DBHB”,
BLLD cua dich.

8.4.7. Bay manh su nghiép céng nghiép hda, hién dai hoa dat nudc va chiam lo

nang cao doi sdng vat chét, tinh than cho nhan déan lao dong.
Bai 9: Phong chong dich tién cong héa lwc bang vii khi cong nghé cao

9.1. Khai niém, dic diém, thu doan danh pha va kha ning st dung vii khi cong nghé

cao cua dich trong chién tranh
9.1.1. Khai niém.

9.1.2. Bac diém cua vii khi cong nghé cao.
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9.1.3. Thu doan danh pha va kha nang stir dung vii khi cong nghé cao cua dich

trong chién tranh.

9.2. Mot s6 bién phap phong chong dich tién cong hoa luc bang vii khi cong nghé cao
9.2.1. Bién phép thu dong.
9.2.2. Bién phép chu dong.

Bai 10: Xay dwng lwe lwong dan quan tw vé, lwe lwong dw bi dong vién va dong

vién cong nghiép quéc phang.
10.1. Xay dung luc luvong dan quan tu vé
10.1.1. Khai niém, vi tri vai tro va nhiém vu cua luc lwgng dan quan tu vé.
10.1.2. N6i dung xa@y dung luc lugng dan quan tu vé.
10.1.3. Mot s6 bién phap xay dung dan quan tu vé trong giai doan hién nay.
10.2. Xay dung luc luong du bi dong vién
10.2.1. Khéi niém, vi tri vai trd, nhitng quan diém nguyén tic
10.2.2. Nhitng quan diém, nguyén tic xay dung hrc luong du bi dong vién.
10.2.3. Noi dung xay dung luc lugng du bi dong vién.
10.2.4. Mét sb bién phap xay dung luc lwong du bi dong vién.
10.3. Pong vién cong nghiép qudc phong
10.3.1. Khéai niém, nguyén tic, yéu cau dong vién céng nghiép quéc phong.
10.3.2. Mét sé ndi dung cong nghiép quéc phong.
10.3.3. Mt s6 bién phap chinh thuc hién dong vién céng nghiép qudc phong.
Bai 11: Xay dung va bao vé chii quyén lanh thd, bién giéi quéc gia
11.1. Xay dung va bao vé chu quyén lanh thé qudc gia
11.1.1. Cha quyén lanh thé quéc gia
11.1.2. Noi dung xay dung va bao vé chu quyén 1anh thé quéc gia

11.2. Xay dung va bao vé bién gidi quic gia
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11.2.1. Bién gidi qubc gia
11.2.2. Noi dung xay dung va bao vé bién gigi quéc gia
11.3. quan diém cta dang, nha nuéc ta vé xay dyng va bao vé cha quyén IAnh tho,
bian gidi quéc gia
11.3.1. Quan diém
11.3.2. Trach nhiém cua cong dan trong xay dung va bao vé chi quyén lanh
tho, bién gioi qubc gia
Bai 12: Mét sé ndi dung co ban vé dan téc, ton gidao va diu tranh phong chéng
dich lgi dung van dé dan téc va tdn gido chéng pha cach mang Viét Nam
12.1. Mdt s6 van dé co ban vé dén toc
12.1.1. Mot s6 van d& chung

12.1.2. Pic diém cac dan toc & Viét Nam va quan diém chinh sach dan toc cua

Dang, Nha nudc ta

12.2. M6t sb van dé co ban vé ton gido
12.2.1. Mot sb van dé chung vé ton gido
12.2.2. Ngudn géc, tinh chét cua ton giao

12.2.3. Tinh hinh t6n gi4o trén thé giéi va quan diém cua chu nghia Mac —

Lénin giai quyét van dé tén gido trong cach mang xa hoi cha nghia

12.2.4. Tinh hinh tn gido ¢ Viét Nam va chinh sach ton giao cua Pang, Nha

nudc ta hién nay

12.3. dau tranh phéng chéng dich loi dung van dé dan toc, ton gido chong pha cach

mang viét nam

12.3.1. Am muu lgi dyung van dé dan toc, ton gido chéng pha CMVN cua cac thé luc
thu dich.

12.3.2. Thu doan loi dung van dé dan toc, ton gido chdng phd CMVN cua cac
thé luc thu dich.
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12.3.3. Giai phap dau tranh phong chéng loi dung van dé DT, TG chdng pha
CMVN ciia cac thé lyc thu dich.

12.3.4. Tuyén truyén quan triét quan diém, chinh sach dan toc, ton gido cua

Dang, Nha nudc

12.3.5. Tang cuong xay dung cung cd khi dai doan két toan dan toc, gitr viing
on dinh CT-XH

12.3.6. Cham lo nang cao doi séng vat chat tinh than caa ¢éng bao dan toc, cac
ton giao.

12.3.7. Phat huy vai tro caa ca hé thong chinh tri

12.3.8. Chu1 dong dau tranh trén mat tran tu tuong

Bai 13: Nhitng van dé co ban vé bao vé an ninh quéc gia va giir gin trat tw an

toan xa hoi

13.1. Céc khai niém va noi dung co ban vé bao vé ANQG va giir gin TTAT x4 hoi

13.1.1. Cac khai niém co ban

13.1.2. Noi dung bao vé an ninh quéc gia, gitr gin trat tu an toan xa hoi

13.2. Tinh hinh an ninh qudc gia va trat ty an toan xa hoi

13.2.1. Mét s nét vé tinh hinh an ninh quéc gia

13.2.2. Tinh hinh vé trat tu an toan xa hoi

13.3. Du béo tinh hinh an ninh QG, trat tu an toan XH trong thoi gian téi

13.3.1. Tinh hinh quéc té trong thoi gian tGi s& dién bién phirc tap
13.3.2. Tinh hinh Péng Nam A con tiém an nhiéu nhan t6 mat 6n dinh

13.3.3. Nhirng thuan loi kho khan cua ta trong bao vé AN QG, gitr gin trat tu

an toan xa hoi

13.4. Péi tac va dbi twong dau tranh trong cong tac bao vé an ninh quéc gia, gitr gin

trat tu an toan xa hoi

13.4.1. Nhan thtc vé dbi tac, d6i tuong
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13.4.2. Péi twgng xam pham an ninh quéc gia
13.4.3. Bdi tugng xam pham vé trat tu an toan xa hoi
13.4.4. Cac tai nan, té€ nan xa hoi

13.5. Quan diém cua Pang, Nha nuéc trong cong tac bao vé an ninh qudc gia, trat ty

an toan xa hol

13.5.1. Phat huy sac manh tong hop cua ca hé théng chinh tri, dit dudi sy 13nh
dao cua Bang, su quan li cua Nha nudc, nhan dan lam chu, cdng an la luc
lwong ndng cét.

13.5.2. Két hop chit ch& nhiém vu xay dung véi nhiém vu bao vé To qudc
13.5.3. Bao vé an ninh g gia gan chat phai két hop chat ché vai giit gin trat ty
an toan xa hoi.

13.6. Vai trd trach nhiém cua sinh vién trong cong tac bao vé an ninh qudc gia, giir gin

trat tu an toan xa hoi

13.6.1. Quy dinh cua phép luat vé quyén va nghia vu cia cdng dan trong bao vé

an ninh qudc gia, giir gin trat tu an toan xa hoi.

13.6.2. Trach nhiém cua sinh vién trong cong tac bao vé an ninh quéc gia, git

gin trat tu an toan xa hoi.
Bai 14: Xay dwng phong trao toan dan bao vé an ninh té quéc
14.1.Nnhan thtrc chung vé phong trao toan dan bao vé an ninh t6 quéc

14.1.1. Quan diém va vai trd quan ching nhan dan trong bao vé an ninh T

quéc.
14.1.2. Nhan thtc vé phong trao toan dan bao vé an ninh T6 quéc
14.2. Noi dung, phuong phap xay dung phong trao toan dan bao vé antq

14.2.1. N6i dung co ban cua cOng tac xay dung phong trao toan dan bao vé an

ninh T4 quéc

14.2.2. Phuong phap xay dung phong trao toan dan bao vé an ninh T4 qudc
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14.3. Trach nhiém cua sinh vién trong viéc tham gia xay dung phong trao bao vé an

ninh t quéc.

14.3.1. Sinh vién phai ¢ nhan thirc dung dan day du vé trach nhiém cong dan

dbi voi nhiém vu bao vé ANTQ

14.3.2. SV ty giac chap hanh cac quy dinh vé dam bao ANTT caa nha truong

va cua dia phuong noi cu tru.
14.3.3. Tich cuc tham gia cac phong trao bao vé an ninh trat tu cua dia phuong

14.3.4. Nang cao y thtc canh giac, tich cuc tham gia hoat dong ph chéng TP ¢
dia phuong

Bai 15: Nhitng van dé co ban vé d4u tranh phong chéng toi pham va TNXH
15.1. Nhitng van dé co ban vé phong chdng toi pham
15.1.1. Khai niém phong chdng toi pham.
15.1.2. Noi dung, nhiém vu hoat dong phong chdng toi pham
15.1.3. Chu thé va nguyén tic t6 chic hoat dong phong chéng toi pham.
15.1.4. Phén loai cac bién phap phong ngura toi pham
15.1.5. Phong chdng toi pham trong nha truong
15.2. Cong tac phong chéng té nan xa hoi

15.2.1. Khai niém, muyc dich cong tac phong chdng té nan xa hoi va dic diém,

dbi twong hoat dong TNXH

15.2.2. Chi truong, quan diém va cac quy dinh cua phap luat vé phong chéng
TNXH.

15.2.3. C4c loai té nan xa hoi pho bién va phuong phap phong chéng
15.2.4. Trach nhiém cua nha trudng va sinh vién trong phong chéng té nan xa
hoi

16. Co s& vat chat phuc vu hec tap

- Phan, bang, micro, projector, laptop.
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- Gi4o trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap Ion.
17. Huéng dan thyc hién

- Pé cuong nay duoc &p dung cho sinh vién tat ca cic nganh, chuyén nganh dao tao
dai hoc, Cao dang nam hoc 2014 - 2015

- Trong phan danh gia sinh vién, giang vién can néu rd qui dinh vé danh gia hoc phan,

diéu kién dé duoc du thi két thiic hoc phan.

- Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Theo lich cta nha truong
+ Thi cudi hoc phan: Theo lich cua nha truong

- Giang vién gi4o duc qudc phong - an ninh truéc khi thuc hién ké hoach giang day
phai dugc tap huin vé nodi dung chuong trinh, bai giang, phuong phap giang day va

danh gia két qua hoc tap.

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017

Truong Khoa Tb trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: GIAO DUC QUOC PHONG - AN NINH 3

2. Mi hoc phan:

3. S6 tin chi: 2 (0,2, 4)
4. Loai hoc phan: Bit budc
5. Poi twong hoc: Pai hoc chinh quy

6. Giang vién giang day: Giang vién Trung Tam Gi&o duc Thé chat— Qudc Phong

7. Phan bo thoi gian

- Hoc trén 16p: 60 tiét
- Ty hoc: 120 tiét
- Ly thuyét: 00 tiét
- Thyc hanh: 60 tiét

8. Piéu kién tham gia hoc tap hoc phan

- Hoc phan tién quyét: khong

- Hoc phan trugc: GDQP- AN 1, 2

- Hoc phan song hanh: GDQP- AN 1,2

9. Chuén dau ra caa hoc phan

Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:

- Nam duoc nhu diéu 1énh d6i ngil, tinh ning chién dau, ciu tao tac dung va sir dung
cac loai sting bo binh trong chién dau; nim dugc cach biang bé mot s6 vét thuong do

chién tranh gay ra.

- Biét thyc hanh cac dong tac diéu lénh d6i ngii timg ngudi, biét st dung mot s loai
vii khi thong thuong; va mot s6 ki thuat bang bo vét thuong hd phan mém; c¢6 thé van

dung kién thic vé chién thuat bo binh trong chién dau.

185



- Rén luyén tac phong ky luat cao trong cong tac, sinh hoat hang ngay; san sang tham
gia luc lugng dan quan tu vé, du bi dong vién va thuc hién nghia vu quan su bao vé

T6 quéc
10. M6 ta vin tit ndi dung hoc phan
Hoc phan nay bao gdm céc noi dung sau:

- Poi ngil timg nguoi tay khong, doi hinh don vi; sir dung ban db, dia hinh quan su,

hiéu biét mot s6 loai vii khi bo binh; cap ciru ban dau cac vét thuong chién tranh.

- M6t sé ki niang co ban thuc hanh ban stng tiéu lien AK va luyén tap bin sing AK
bai 1b; huan luyén nhimg dong tac co ban chién thuat chién dau bo binh nhé céc tu thé
van dong trén chién truong, cach quan sat phét hién muc tiéu, loi dung dia hinh, dia

vat, caa ca nhan trong chién dau
11. Nhiém vu cta sinh vién
Sinh vién phai chuan bi day da dung cu hoc tap theo yéu cau cua giang vién
- Tham du gio hoc trén 16p: 80% tro Ién
- Tich cuc luyén tap, tham gia hoi thao dat két qua tot.
- Dy kiém tra giita hoc phan va thi cudi hoc phan.
12. Tai liéu hoc tap
12.1. Tai liéu chinh

[1] Gi4o trinh Gido duc qudc phong - An ninh (T4p 2) danh cho sinh vién dai hoc cao
dang, NXB Giao duc Viét Nam, ndm 2010.

12.2. Tai liéu tham khao
[1] Hoi dap: mon hoc Gido duc quéc phong- an ninh.
[2] Tap chi QP toan dan, AN nhan dan
[3] Cac vin ban hién hanh vé GDQP-AN cho HSSV
13. Thang diém danh gia: 10/10

14. Panh gia hoc phan
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- Biém kiém tra giira hoc phan: 30%

- Biém thi két thac hoc phan: 70%

15. Noi dung hoc phan

15.1. Phan bd thoi gian cac bai trong hoc phan

Phan bé thai gian
T Ten bai Tong | o | Bai | Thao| TN/ | Tw
SO Ut | v vét | tap | luan TH | hec

1 Doi ngii tirng nguoi 10 0 0 0 5 5

2 Doi ngli don vi 10 0 0 0 5 5
Gii thiéu mot so loai vii khi bd

3 ) 10 0 0 0 5 5
binh

4 | Ban d6 dia hinh quén sy 10 0 0 |0 5 5
Cap ctru ban dau vét thuong chién

5 20 0 0 0 10 |10
tranh
Cac tu thé van dong trén chién

6 20 0 0 0 10 |10
truong
Cac tu thé, dong tac ban tiéu lién

7 10 0 0 0 5 5
AK

8 Ngam ban; ngam chym, tring 10 0 0 0 5 3)
Tap bin muc tiéu cb6 dinh ban

9 ‘ L 20 0 0 |0 10 |10
ngay bang sung tiéu lién AK

187




Tong 120 0 0 |0 60

60

15.2. Pé cuwong chi tiét ciia hoc phan
Bai 1: Piéu I¢nh doi ngii tirng nguoi tay khong
1.1. Nghiém nghi, quay tai chd, qua phai qua tréi, tién 10
1.2. Bi déu, dung lai, d6i chan trong khi di
Bai 2: Piéu Iénh ddi ngii don vi
2.1. Boi hinh tiéu doi 1 hang ngang.
2.2. Doi hinh tiéu doi 2 hang ngang
2.3. Doi hinh tiéu doi 1 hang doc
2.4. Boi hinh tiéu doi 2 hang doc
Bai 3: Gi6i thiéu mét sb loai vii khi b binh
3.1. Sting tidu lién AK:
3.2. Sung truong CKC:
Bai 4: Ban dd dia hinh quén su
4.1. Pai cuong vé ban d6
4.1.1. Khai niém, y nghia:
4.1.2. Phan loai,cong dung; dic diém ban do dia hinh
4.2. Cach sir dung ban d6
4.2.1. Do cu ly, dién tich trén ban dd.
4.2.2. Xac dinh toa do chi thi muc tiéu:
4.2.3. Sir dung ban d6 ngoai thuc dia
4.2.4. Béi chiéu ban dd voéi thuc dia
Bai 5: Cap ctru ban diu vét thwong chién tranh

5.1. Cap ctru ban dau vét thuong chién tranh
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5.1.1. Pic diém cta vét thuong chién tranh
5.1.2. Cap ctru ban dau vét thuong do vii khi thong thudng gay ra
5.2. Bing bo vét thuong, chuyén thuong
5.2.1. Thuc hanh biang mot s6 vét thuong:
5. 2.2. Chuyén thuong
Bai 6: Cac tw thé vin dong trén chién truong
6.1. Pong tac di khom cao, khom thap, chay khom.
6.2. Bong tac Ié cao, I8 thap
6.3. Bong tac bo cao, bod thap
6.4. Bong tac truon
6.5. Pong tac lan ngin, vot tién.
Bai 7: Cac tw thé, dong tac bin
7.1. Bong tac nam ban .
7.2. Bong tac quy ban
7.3. Pong tac ding ban
Bai 8: Ngim bin, ngam chum, triing
8.1. Ngiam bén.
8.1.1. Khai niém vé ngam ban.
8.1.2. Thir tu thuc hanh ngam ban.
8.1.3. Anh hudng caa ngam dén két qua ban
8.1.4. Céch chon thudc ngidm, diém ngam
8.2. Ngim chum, trimng.
Bai 9: Tap bian muc tiéu c6 dinh ban ngay bang sing AK
9.1. Y nghia, dic diém, yéu cau
9.2. biéu kién bai ban.
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9.3. Céch chon thudc ngam, diém ngam.

9.4. Thuc hanh tap bén.

16. Co sé vat chat phuc vu hoc tap

- Sung AK, CKC, bing vai, cac loai bia, dong tién, kinh kiém tra, bao cét, coi...
- Gi&o trinh, tai liéu tham khao, mo hinh hoc cu va bai tap.

17. Hwéng dan thuc hién

- P& cuong nay duoc ap dung cho sinh vién tit ca cac nganh, chuyén nganh hé dai

hoc, ca ding chinh quy

- Trong phan danh gi sinh vién, giang vién can néu rd qui dinh vé danh gia hoc phan,

diéu kién dé duoc du thi két thic hoc phan.

- Thoi gian kiém tra va thi:
+ Kiém tra gitra hoc phan: Tuan thit 9
+ Thi cudi hoc phan: sau tuan tha 15

- Giang vién gi4o duc quéc phong - an ninh truéce khi thuc hién ké hoach giang day
phai duoc tap huan vé noi dung chuong trinh, bai giang, phuong phap giang day va
danh gia két qua hoc tap.

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017

Truéng Khoa T truong Giang vién bién soan
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PE CUONG HQOC PHAN

1. Tén hoc phan: NGON NGU LAP TRINH

2. M4 hoc phén:

3. So tin chi: 3(3,0,6)

4.Loai hoc phén: Bit budc

5.Doi twong hoc: Sinh vién dai hoc chinh quy

6.Gidng vién giang day:
7.Phan b thoi gian:

— Hoc trén 16p: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8.Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét: khong
— Hoc phén truée: khong
— Hoc phén song hanh: 01201073 — Thuc hanh ngén ngit l4p trinh
9.Chuén dau ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thikc:
Pat dugc mot hé théng kién thirc vé ngdn ngir 1ap trinh co ban, tao nén tang lap
trinh cho cac mén hoc 1ap trinh cip cao, bao gom:
+ Céc khai niém vé bién, kiéu dir liéu, cac phép toan trong ngdn ngit lap trinh.
+ Cac dinh danh ham, cac dinh nghia ham.
+ Cach dinh nghia kiéu dit liéu ngudi dung ty dinh nghia: mang, struct.
+ Céch viét cc cAu trac diéu khién: if, switch...case, for, while, do...while.
+ Céc kién thtrc v& bd nhd, con tré, kiéu dit liéu co ciu tric
— V& ki niing:
+ Phan tich dugc yéu cau bai toan trong tin hoc: dir li€u vao, dir liéu Xuét (két
qua), cac budc thuc hién thuat toan dé giai quyét bai toan.
+ Phan tich, tong hop, xir Iy cac thuat gidi co ban trong tin hoc dé 4p dung vao
bai toan tin hoc trong thuc tién.
+ Van dung duoc cac kién thuc dé xay dung mot bai toan tin hoc hoan chinh.
+ Van dung céc kién thirc co ban dé tong hop, két xuat dir liéu d& hiéu, gan giii,
than thién v&1 nguoi st dung.
+ Thuc hién duoc viéc kiém tra 161, stra 13i, thuc thi 1 chuong trinh viét béng
ngon ngir C.
— Veé thai d:
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+ Co6 htrng th hoc ngdn ngtr 1ap trinh, yéu thich va tim to1 cac thuat toan, thuat
giai bai toan tin hoc; danh gia cao nhing thanh tyu tin hoc mang lai trong cudc song
hién dai ngay nay.

+ Co thai do khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tap, ciing nhu trong viéc 4p dung cac hiéu biét da
dat duoc.

+ Co y thuc van dung nhiing hiéu biét tin hoc vao trong cac khoa hoc khac, vao
doi séng nham cai thién diéu kién séng, hoc tap, ciing nhu giit gin bao quan thiét bi, ¥
thirc tiét kiém.

10. M0 ta vin tit ndi dung hoc phan:
Hoc phan nay bao gdm cac ndi dung sau:
—  Céc kién thire vé nhitng khai niém trong ngdn ngit 14p trinh C: cac kiéu dir lidu,
cau 1énh xuét nhap dir liéu.
—  Céc kién thire, cach st dung va van dung cac cau 1énh diéu khién.
— Nhiing kién thirc vé mang 1 chiéu, mang 2 chiéu va nhiing thao tac co ban trén
kiéu dir liéu mang.
— K§ ning phan rd mot bai toan thanh cac bai toan nhé hon bang cach sir dung
ham.
—  Céc kién thirc vé& bd nhd, con tro, kiéu dit liéu ¢ ciu tric.
— Ky ning tong hop van dé dé giai mot mot bai toan thuc té.
11.Nhiém vu cuia sinh vién:
— Tham dy gio hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luin theo yéu ciu cia giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai li¢u hoc tap:
12.1. Sach, giao trinh chinh:
[1] Khoa CNTT, Giao trinh Ngén ngir lap trinh, Truong DPH CNTP TPHCM, 2012
[2] Nguyén Thanh Thuy (chu bién), Nhdp mén ldp trinh ngén ngir C, NXB Khoa
hoc va K¥ thuat, Ha N¢i, 2005.
12.2. Tai li€u tham khao:
[1] Nguyén Thanh Thiy va Nguyén Quang Huy, Bai tdp ldp trinh ngén ngir C, NXB
Khoa hoc va Ky thuat, Ha N6i, 1999.
[2] Brian.W.Kernighan, Dennis M.RitChie, C Programming Language, 2" Edition,
Prentice Hall Software Series.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai d hoc tap: 0%
+ Diém tiéu luan: 20%
+ Piém kiém tra giira hoc phan: 30% (Tu luan)
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— Diém thi két thiic hoc phan: 50% (Tu luén)
15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong trong hoc phén:

Téng Phﬁl} b6 thoi gian
TT | Tén chwong s0 tict (16t hoge £19)

hodc | 1y | Bai | Thio | TN/ | Ty
810 | thuyét | tap | ludn | TH | hoc

1 | Tong quan 3.0 1.0 0 0 0 2

2 | Cac kiéu dir liéu va phép toan 120 | 3.0 1 0 0 8
3 | Céc 1énh diéu khién 210 | 5.0 2 0 0 14
4 | Ham 30.0 | 9.0 1 0 0 | 20
5 | Mang va con tré 45.0 13.0 2 0 0 30

6 | Kiéu dif liéu cau trac 120 | 3.0 1 0 0 8

7 | File dit lidu 120 | 4.0 0 0 0 8
Tong 135.0 38 7 0 0 | 90

15.2. Pé cuwong chi tiét ciia hoc phan:
Chuwong 1. Tong quan
1.1 Gidi thiéu vé ngdn ngit 1ap trinh C
1.2 Pic diém cta ngdn ngir 1ap trinh C
1.3 Cu triic chuong trinh C

1.3.1  Céc chi thi tién xu Iy.

1.3.2 Pinh nghia kiéu dit liéu

1.3.3  Khai bao céac bién ngoai

1.3.4 Khai bdo cac prototype ciia ham tu tao

1.3.5 Ham main

1.3.6  Dinh nghia cac ham tu tao.
1.4 Thu vién him chuan C
1.5Uu diém va nhugc diém

151 Uudiém

1.5.2 Nhuoc diém
Chuwong 2. Cac kiéu dir liéu va phép toan
2.1 Danh diéu

2.1.1 Ky hiéu

212 Tén

2.1.3 Tukhoa

2.1.4  Chd thich
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2.2 Bién
2.3 Céc kiéu dit liéu chuan
2.3.1 Kiéu char
2.3.2  Kiéu int
2.3.3 Kiéu float va double
2.3.4 Kiéu dit liéu bd sung
2.4 Hang s
2.5 Biéu thiic
2.6 CAac phép toan
2.6.1 Toan tir sd hoc
2.6.2 Toan tor quan h¢
2.6.3 Toan tr Logic
2.6.4 Toan tu trén bit
2.6.5 Toan tir tdng giam
2.6.6 Toan tr gan
2.6.7 Biéu thirc phay
2.6.8  Biéu thuc diéu kién
2.6.9 DO uu tién cua toan tur
Chuwong 3. Cac Iénh diéu khién
3.1 Cau lénh
3.1.1 Lénh don
3.1.2 Lénh phuc
3.2 Lénh diéu kién
3.21 Lénhif
3.2.2 Lénh switch-case
3.3 Lénhlap
3.3.1 Lénh for
3.3.2 Lénh while
3.3.3 Lénh do - while
Chuong 4. Ham
4.1 Khai niém ham (Function)
4.2 DPinh nghia Ham
4.3 Thuc thi ham
4.4 Truyén tham s6
45 Két qua tra vé
4.6 Prototype cuia ham
4.7 Cac ham chuan
4.8 Thu vién ham
49 Sy dé quy
Chwong 5. Mang va con tro
5.1 Mang 1 chiéu
5.1.1 Khai niém va khai bao mang 1 chiéu
5.1.2  Gan gia tri vao cac phan tir ciia mang
5.1.3 LAy gia tri cic phan tir trong mang
5.1.4  Cac phan tir cia mang trong bd nhd
5.1.5 Khoi tao mang
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5.2 Mang 2 chiéu
5.2.1 Khai niém
5.2.2 Chi sb ciia mang
5.2.3  Truy xuat phan tir mang 2 chiéu
5.2.4 Khéi tao mang 2 chiéu
5.3 Con tr¢ (Pointer)
5.3.1 Khai niém
5.3.2 Khai bao bién con trd
5.3.3 Toan tur dia chi (&) va toan tr ndi dung (*)
5.3.4 Tinh toan trén Pointer
5.3.5 Truyén tham sé dia chi
5.4 Cap phat va giai phong ving nhé cho bién con tro
5.4.1 Cap phat viing nhé cho bién con tro
5.4.2  Giai phong viing nhé cho bién con tro
5.5 Suy lién hé gitra cach sir dung mang va Pointer
55.1 Khai thac mét pointer theo cach clia mang
5.5.2 Khai bdo mot mang bang pointer
5.5.3 Nhimng diém khac nhau quan trong gitra mang va con tro
5.5.4 Ham c6 ddi s6 12 mang
5.5.5 Ham tra vé pointer vi mang
5.5.6 Mang cac con tro hoac con tro cia con tré.
5.6 Chubi ky tu
5.6.1 Chudiki tu
5.6.2 Mot s6 ham thao tac trén chudi
Chuong 6. Kiéu dit li¢u cdu tric
6.1 Kiéu dit liéu cau tric (struct)
6.1.1 Gidi thi¢u
6.1.2 Dinh nghia
6.1.3 Khai bao
6.1.4 Céu trac 1ong nhau
6.1.5 Khai tao ciu tric
6.1.6  Truy xuat cac thanh phan cia mdt bién cau truc.
6.2 Mang céc struct
6.3 Con tro ki€u céu tric
6.4 Céhu tric dé quy
Chuong 7. File dir li¢u
7.1 Giéi thidu vé File
7.1.1 Gidi thi¢u
7.1.2 Khai niém File
7.1.3 Cach thao tac véi File
7.1.4  T6 chic luu trit dit liu trén File
7.2 Dinh nghia bién file va cac thao tac md, dong file
7.2.1  Dinh nghia bién file trong C
7.2.2 Ham mo, dong file chuan
7.2.3 Thao tac nhéap, xuét véi file

196



16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 1on.
17.Hwéng dan thuc hién
— Pé cuong nay duogc ap dung cho sinh vién dai hoc khéi nganh An toan thong tin
tir nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc dy thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa To trudng Giang vién bién soan
PE CUONG HOQOC PHAN
1. Tén hoc phén: THUC HANH NGON NGU LAP TRINH
2. M3 hoc phin:
3. S0 tin chi: 2(0,2,4)
4.Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy

6. Gidng vién gidng day:
7. Phén b6 thoi gian:

— Hoc trén lop: 60 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 0 tiét

— Thi nghiém/Thuc hanh (TN/TH): 60 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét: khong
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— Hoc phén truée: khong
— Hoc phan song hanh: 01200072 —Ngén ngir lap trinh
9. Chuin dau ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning;
— V& Kién thirc:
bat duoc mot hé théng kién thirc vé thuc hanh ngdn ngit 1ap trinh co ban, tao
nén tang 1ap trinh cho cac mon hoc lap trinh cip cao, bao gom:

+ Cach xay dung vé bién, kiéu dit liéu, cac phép toan trong ngdn ngir 1ap trinh.

+ Cach xay dung dinh danh ham, cic dinh nghia ham.

+ Cach xay dung, thao tac trén kicu dit liéu nguoi dung tu dinh nghia: mang,
cAu tric, mang cau tric.

+ Céch viét cac cAu tric diéu khién: if, switch...case, for, while, do...while.

— V& ki niing:

+ Phén tich duoc yéu cau bai toan trong tin hoc: dir liéu vao, dir liéu xuat (két
qua), cac budc thuc hién thuat toan dé giai quyét bai toan.

+ Phan tich, tong hop, xir Iy cac thuat gidi co ban trong tin hoc dé 4p dung vao
bai toan tin hoc trong thyc tién.

+ Van dung duoc cac kién thirc dé xay dung mot bai toan tin hoc hoan chinh.

+ Van dung céc kién thirc co ban dé tong hop, két xuit dir liéu dé hiéu, gan giii,
than thién vd1 nguoi st dung.

+ Thuc hién duoc viée kiém tra 15i, stra 1i, thuc thi 1 chwong trinh viét bang
ngon ngir C.

— Vé thai d:

+ Co6 hung thi hoc ngdn ngir 1ap trinh, yéu thich va tim to1 cac thuat toan, thuat
giai bai todn tin hoc; danh gia cao nhing thanh tyu tin hoc mang lai trong cudc séng
hién dai ngay nay.

+ C6 théi do khach quan, trung thyuc; c6 tac phong ti mi, can than, chinh xéac va
c6 tinh than hop tac trong viéc hoc tap, ciing nhu trong viéc ap dung cac hiéu biét da
dat duoc.

+ Co y thuc van dung nhiing hiéu biét tin hoc vao trong cac khoa hoc khac, vao
doi séng nham cai thién diéu kién séng, hoc tap, ciing nhu gitt gin bao quan thiét bi, y
thirc tiét kiém.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:

— Thuyc hanh céc k¥ ning vé cai dat 1 bai toan trén IDE Visual C++.

— Lap trinh va thao tac véi cac kiéu dit liéu cac cau lénh.

— Phan tich, thiét k& va hién thuc cac chuwong trinh bang cach van dung chuong
trinh con.
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— Tiép can kién thirc vé kiéu dir liu c6 cdu trac va file, xay dung cac chuong
trinh.
11. Nhi€ém vu cua sinh vién:
— Tham du gi¢ hoc thuc hanh trén 16p.
— Lam cac bai tap, tiéu luan theo yéu cau ciia giang vién.
— Tham gia cac budi kiém tra thyc hanh trén phong may.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Khoa CNTT, Giao trinh Ngén ngir ldp trinh, Truong DPH CNTP TPHCM, 2012
[2]. Nguyén Pinh Té, Hoang Puc Hai, Gido trinh Ly thuyét va bai tdp ngén ngir,
Tap 1, NXB Giao duc, Ha Noi, 1999.
12.2. Tai li€u tham khao:
[1] Nguyén Pinh Té, Hoang Duc Hai, Gido trinh Ly thuyét va bai tdp ngén ngir, Tdp
2, NXB Gido duc, Ha Néi, 1999.
[2] Brian.W.Kernighan, Dennis M.RitChie, C Programming Language, 2" Edition,
Prentice Hall Software Series.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Kiém tra lan 1: 25%
+ Kiém tra 1an 2: 25%
+ Kiém tra 1an 3: 25%
+ Kiém tra lan 4: 25%
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phan:

Téng Phin bd thoi gian
Z X (tiét hoic gid)
TT | Tén chwong 50 t}et
hodc ||y | Bai | Thio | TN/ | Ty
glo thuyét | tdp | lun | TH | hoc

1 Tong quan 4 0 0 0 |20 2
2 Céc kiéu dir liéu va phép toan | 24 0 0 0 |12.0 | 12
3 Céc 1énh diéu khién 12 0 0 0 |6.0 6
4 Ham 40 0 0 0 [200 | 20
5 Mang va con tro 12 0 0 0 |6.0 6
6 Kiéu dir liéu cau tric 24 0 0 0 |120 | 12
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Tong 120 0 0 0 60 | 60

15.2. Pé cwong chi tiét ciia hoc phan:
Chwong 1. Cac kiéu dir liéu va phép toan
1.1  Cac kiéu dir liéu chuan
1.2 Céc phép toan cua C
Chuwong 2: Cac kiéu dir liéu va phép toin
2.1 Thuyc hanh cac kiéu dit liéu
2.1.1  Viét chuong trinh sir dung cac kiéu dir liéu
2.1.2  Céac ham hd trg
2.1.3  Kiém tra pham vi mién gia tri cac kiéu di liéu
2.2 Thuyc hanh céc phép todn cia ngon ngtr 1ap trinh (NNLT) C
2.2.1  Viét chuong trinh minh hoa cac phép toan trén NNLT C
2.2.2  Biéu thuc phay
2.2.3 Biéu thic diéu kién
2.2.4 DO uu tién cua toan tu
Chuwong 3: Céc Lénh diéu khién
3.1 Thuc hanh Iénh r& nhanh
3.1.1 Lénhif, if —else.
3.1.2  Cau trac 1énh if 16ng nhau
3.1.3 Lénh switch - case
3.2 Thuc hanh 1énh lip: thuc hanh cac bai tap vé 1énh lip
3.2.1 Lénh for
3.2.2 Lénh while
3.2.3 Lénh do..while
3.2.4 Lénh continue
3.2.5 Lénh return
Chwong 4: Ham
4.1 Thuc hanh céc bai tp vé ham
4.1.1 Thuyc hanh cac bai tap ham thong dung
4.1.2  Sir dung cac ham c6 san, két hop v6i cac ham tu xdy dung giai quyét mot
s0 bai toan trong thyc té
4.1.3 Luu y vé viéc tra vé két qua
4.2 Thuyc hanh k¥ thuat d¢ quy
Chuong 5: Array
5.1 Thyc hanh mang 1 chiéu
5.1.1 Thao tac nhap xuit mang
5.1.2 Thao tac tim phén tr trén mang
5.1.3 Thao tac lay gia tri mang
5.1.4 Thao tac klem tra mang thda man 1 tinh chat.
5.1.5 Thao tac sip xép mang
5.1.6  Céac thao tac tong hop
5.2 Thyc hanh mang 2 chiéu
5.2.1 Thao tac nhip xuit mang
5.2.2 Thao tac tim phan tir trén mang
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5.2.3 Thao tac ldy gia tri mang
5.2.4 Thao tac kiém tra mang thda mén 1 tinh chat.
5.2.5 Thao tac sip xép mang
5.2.6  Cac thao tac tong hop
5.3 Pointer
5.3.1 Khai bao va sir dung bién kiéu pointer
5.3.2 Toan tir dia chi (&) va toan tr ndi dung (*)
5.3.3 Tinh toan trén Pointer
5.3.4 Truyén tham s dia chi
5.4 Cap phat va giai phong ving nhé cho bién con tro
5.4.1 Cap phat ving nhé cho bién con trd
5.4.2  Giai phong viing nhé cho bién con tro
5.5 Su lién hé gitra cach str dung mang va Pointer
5.4.1 Khai bdo mot mang bang pointer
5.4.2 Khai bdo mot pointer theo cach cua mang
5.4.3 Ham co ddi s6 1a mang
5.4.4 Ham tra vé pointer vd mang
545 Maing céc con tro
5.5 Chudiky tu
5.5.1 Chubi ki tu
5.5.2 Mot s6 ham thao tac trén chudi
Chuong 6: Kiéu dit li¢u ciu tric
6.1 Thuc hanh véi kiéu dit lidu cau tric (struct)
6.1.1 Khai béo cdu triic struct
6.1.2 Khdi tao cu tric
6.1.4 Truy xut cac thanh phan ctia mot bién ciu trac
6.2 Mang cac struct
6.3 Con tro kiéu cau trac
6.4 Cau tric dé quy
16.Co sé vét chat phuc vu hoc tap
— Phan, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cc chuyén dé va bai tap 16n.
17. Hwéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duogc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra lan 1: tuan 3
+ Kiém tra 1an 1: tudn 6
+ Kiém tra lan 1: tudn 9
+ Kiém tra lan 1: tudn 12
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18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phin: LAP TRINH HUOGNG POI TUQONG
2.Mai hoc phin: 01200014
3.S6 tin chi: 3(3,0,6)
4. Loai hoc phin: Bit budc
5. Pdi twong hoc: sinh vién dai hoc chinh quy
6. Gidng vién giang day:
.SI_T Ho va tén Trinh d¢ chuyén mon Pon vi cong tac
1 Tran Thanh Phudc ThS. Cong nghé thong tin | Khoa CNTT

2 Nguyén Thi Bich Ngan | ThS. Cong nghé thong tin | Khoa CNTT

3 Tran Vin Tho ThS. Cong nghé thong tin | Khoa CNTT
4 | BUi Cong Danh CN. Cong ngh¢ thong tin | Khoa CNTT
5.
7.Phan bo thoi gian:

— Hoc trén 16p: 45 tiét

— Tu hoc: 90 tiét

— Ly thuyét: 45 tiét

— Thi nghiém/Thyc hanh (TN/TH): 00 tiét
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8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trudc: Ngon ngir lap trinh
— Hoc phan song hanh: 01201015 — Thyc hanh l4p trinh hudéng d6i tuong
9. Chuan dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— Kién thirc:
+ Trinh bay duoc c4c nguyén 1y, tu tuéng chung cua 1ap trinh hudéng ddi tuong.
+ Trinh bay duoc cac khai niém vé 16p, d6i tugng, ké thira, da hinh.
+ Trinh bay duoc cic bude xay dung ing dung bang hudng ddi tuong
— KY¥ nang:
+ Ap dung duoc tu tuong hudng di tuong trong 1ap trinh.
+ Xay dung duogc tmg dung bang hudng d6i tuong.
— Thai do:
+ Thai d6 hoc tap nghiém tuc, nam virng dugc cong dung cua hoc phﬁn lam
nén tang cho cac moén hoc sau, cho nghé nghiép sau nay.
+ Yéu thich viéc str dung tu tuong huéng dbi twong trong 1ap trinh tmg dung.
10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom céc ndi dung sau:
— Cac khai niém cin ban vé phuong phap 1ap trinh hudng ddi twong: 16p, ddi
tuong, ké thira, da hinh.
— Cach phan tich bai toan theo phwong phap hudng ddi twong, phan tich theo mé
hinh 3 1op.
11. Nhiém vu cua sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luén theo yéu cau cia giang vién.
— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Khoa CNTT, Lap trinh hudng ddi twong, Truong PH CNTP, 2011.
[2] Pham Hiru Khang, C#2005 — Tap 3: Lap trinh huéng dbi twong, Nha xuit ban lao
dong xa hoi, 2008.
12.2. Tai liéu tham khao:
[1] Pham Hitu Khang. C# 2005 Lap trinh co ban. Nha xuét ban lao dong xa hoi. 2008.
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[2] Pham Hiru Khang. C# 2005 Lap trinh Windows Forms. Nha xuét ban lao dong xa
hdi. 2008.
[3] Nguyén Ngoc Binh Phuong - Thai Thanh Phong. Céc giai phap lap trinh C#. Nha
xudt ban giao thong van tai. 2008.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— DPanh gid qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Piém tiéu luan: 20%
+ Piém kiém tra giira hoc phan: 30%
— Piém thi két thiic hoc phan: 50%
15.Noi dung hoc phan:
15.1. Phén b6 thoi gian cac chwong trong hoc phan:

Té Phén b6 thoi gian
ong .
s0 tiét (tiét hoac gio)
TT | Tén chwong hoi
03¢ | Ly | Bai | Thao | TN/ | Ty
819 | thuyét | tap | ludn | TH | hoc
1 | C# va .Net Framework 27 6 3 0 0 18
2 | Lop va dbi tuong 27 6 3 0 0 | 18
3 | Nap chdng toan tur 27 6 3 0 0 18
4 | Thira ké va Pa hinh 27 6 3 0 0 | 18
5 | Array va List 27 6 3 0 0 | 18
Tong 135 30 15 0 0 | 90

15.2. Pé cwong chi tiét ciia hoc phén:
Chwong 1. C# va .Net Framework
1.1. Nén tang ctia NET

1.2. .NET Framework
1.3. Bién dich va ngon ngir trung gian (MSIL)
1.4. Ngon ngtt C#
1.4.1. L6p, ddi twong va kiéu
1.4.2. Phét trién “Hello World”
3.1. Céc kicu
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3.2. Bién va hang

3.3. Biéu thitc

3.4. Cau Ignh

3.5. Cau trac lip

3.6. Toan tu

3.7. Tao vung tén

Chuong 2. Lép va dbi tugng

2.1. Dinh nghia lop

2.2. Thudc tinh

2.3.Ham khoi dung

2.4.Ham khoi dyng v6i nhiéu tham s6
2.5. Huy ddi tuong

2.6. Nap chdng phuong thirc

2.7. St dung tham chiéu con tro this

2.8. Truyén tham s
2.9. Thanh vién tinh
Chuwong 3. Nap chdng toan tir

3.1. Céch dung tir khoa operator

3.2. Cach ho tro cac ngdn ngit Net khac

3.3. Su hitu ich cua cac toan tir

3.4. Cac toan tir logic hai ngoi

3.5. Toan tir so sanh bang

3.6. Toan tir chuyén d6i kiéu (ép kiéu)
Chuwong 4. Thira ké va Pa hinh

4.1. Su ké thira

4.2. ba hinh

4.3. Lop truu tugng

4.4. Lép gbce cua tat ca cac 1op: Object
4.5. Kiéu Boxing va Unboxing
4.6.L6p long

Chwong 5. Array va List

5.1. Mang (Array)
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5.2. Cau lénh foreach
5.3. Array Lists
5.4. List

16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17. Hwéng din thue hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc chinh quy nganh cong nghé
thong tin tr ndm hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa T6 Trudng Giang vién bién soan
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PE CUONG HQOC PHAN

1. Tén hoc phin:

2.M3i hoc phan:

3. S0 tin chi:

4. Loai hoc phin:

5. Pdi twong hoc:

6. Gidng vién gidng day:

THUC HANH LAP TRINH HUONG POI TUQNG

01201015
1(0,1,2)
Bit budc

Sinh vién dai hoc chinh quy nganh CNTT

STT | Ho va tén Tr1{1h d('l Pon vi cong tac
: chuyén mén :
1 Tran Thanh Phudc ThS. CNTT Khoa CNTT
2 Nguyén Thi Bich Ngan ThS. CNTT Khoa CNTT
3 | Tran Van Tho ThS.CNTT Khoa CNTT
4 Bui Cong Danh CN.CNTT Khoa CNTT
5.
7. Phan bo thoi gian:
— Hoc trén lop: 30 tiét
— Ty hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét:

— Hoc phan trudc: 01200073 — Thyc hanh Ngon ngir lap trinh
— Hoc phan song hanh: 01200014 — Lap trinh hudng d6i tugng

9. Chuin diu ra ciia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Str dung duoc cac tu tudng hudng dbi twong dé xay dung ung dung lap trinh

10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay gom cac ni dung sau:

— Thuc hanh vé phuong phap lap trinh huéng dbi twong: 16p, ddi tuong, ké thira,

da hinh.

— Céch phan tich bai toan theo phwong phap hudng dbi tuong, phan tich theo mo

hinh 3 16p.
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11. Nhiém vu cua sinh vién:

— Sinh vién phai chuén bi 1y thuyét ctia bai thi nghiém méi duoc du 16p.

— Du 16p day di 100%.

— Lam day du cac bai thi nghiém va cac bai bao cdo thi nghiém.
12.Tai li¢u hoc tap:
12.1. Sach, giao trinh chinh:
[1] Khoa CNTT, Lap trinh hudng ddi twong, Truong DH CNTP, 2011.
[2] Pham Hiru Khang, C#2005 — Tap 3: Lap trinh hudng ddi twong, Nha xuat ban lao
dong xa hoi, 2008.
12.2. Tai li€u tham khao:
[1] Pham Hiru Khang. C# 2005 Lap trinh co ban. Nha xuét ban lao dong xa hoi. 2008.
[2] Pham Hitu Khang. C# 2005 Lap trinh Windows Forms. Nha xuit ban lao dong xa
hdi. 2008.
[3] Nguyén Ngoc Binh Phuong - Thai Thanh Phong. Cac giai phap lap trinh C#. Nha
xuét ban giao thong van tai. 2008.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

Diém hoc phan 13 trung binh cong diém cac bai kiém tra.

15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong (bai) trong hoc phin:

Té A Phin bd thoi gian
ong so .
s tiét (tiét hoac gio)
TT | Tén bai (chuong) hos
03¢ | Ly | Bai | Thiao | TN/ | Ty
g1 thuyét | tdp | ludn | TH | hec
1 | C#va .Net Framework 18 0 6 0 0 12
2 | Lop va dbi tuong 18 0 6 0 0 | 12
3 | Nap chdng toan ttr 18 0 6 0 0 | 12
4 | Thira ké va Pa hinh 18 0 6 0 0 | 12
5 | Array va List 18 0 6 0 0 12
Téong 20 0 30 0 0 | 60
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15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Thye hanh C# va .Net Framework
1.1. Thyc hanh ngon ngir C#

1.1.1. L6p, ddi twong va kiéu
1.1.2. Phét trién “Hello World”
1.2. Thuc hanh Céc kiéu
1.3. Thyc hanh Bién va hang
1.4. Thuc hanh Biéu thirc
1.5. Thyuc hanh Cau Iénh
1.6. Thyc hanh CAu tréc 1ap

1.7. Thyc hanh Toan tir

1.8. Thyuc hanh Tao vung tén

Chuwong 2. Thuc hanh Lép va di twong
2.1. Thuc hanh Thudc tinh

2.2. Thuc hanh Ham khoi dung

2.3. Thyc hanh Ham khoi dung véi nhiéu tham sb
2.4. Thyc hanh Huy d6i tuong

2.5. Thyc hanh Nap chong phuong thic

2.6. Thyc hanh Str dung tham chiéu con tro this

2.7. Thyc hanh Truyén tham s
2.8. Thuc hanh Thanh vién tinh

Chuwong 3. Thuc hanh Nap chdng toan tir

3.1. Thyc hanh Céc toan tir logic hai ngoi

3.2. Thyc hanh Toan tir so sanh bang

3.3. Thyc hanh Toan tir chuyén doi kiéu (ép kiéu)
Chuwong 4. Thuc hanh Thira ké va Pa hinh

4.1. Thyc hanh ké thira
4.2. Thuc hanh Pa hinh
4.3. Thyc hanh Lép triru tuong

4.4. Thyc hanh Kiéu Boxing va Unboxing
Chwong 5. Thue hanh Array va List

5.1. Thuc hanh Mang (Array)
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5.2. Thuc hanh Cau lénh foreach
5.3. Thuc hanh Array Lists
5.4. Thyc hanh List
16.Co sé vat chat phuc vu hoc tip
Phong may voi céac thiét bi, dung cu du phuc vu cho céc bai thuc hanh

17.Huéng din thue hién

— Dé cuong nay dugc ap dung cho sinh vién dai hoc chinh quy tir nam hoc 2014-
2015.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan.

— Hoc phé“m duoce bd tri hoc trong 6 tuan, mdi tuan 5 tiét.

18.Phé duyét

Ngay thang nam 2017 Ngay thang nam 20 Ngay thang nam 20
Truong Khoa T6 Trudng Giang vién bién soan
PE CUONG HOC PHAN

1. Tén hoc phén: TOAN ROIRAC

2. M3 hoc phin:

3.S6 tin chi: 3(3,0,6)

4. Loai hoc phin: Bit budc

5. Poi twgng hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day:

7. Phén bo thoi gian:
— Hoc trén 16p: 45 tiét
— Tu hoc: 90 tiét
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— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan trudc: khong

— Hoc phan song hanh: khéng
9. Chuin dau ra ciia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& kién thikc:

Pat duoc mot hé thong kién thirc vé toan rdi rac, tao nén tang co sé toan hoc cho

cac mdn hoc lap trinh cip cao, bao gém:

+ Céc khai niém vé ménh d&, dang ménh dé, quy tic suy dién.

+ Cac khai niém vi tir, luong tir, cac qui tic quy nap.

+ Céc khai niém thuat toan, cach xay dung thuat toan.

+ Cac khai niém tap s6 nguyén, phép dém, t6 hop.

+ CA&c khai niém tap hop, quan hé: quan hé thir tu, quan hé twong duong.

+ Céc khai niém ham Bool, khai niém cong thuc da thie t6i tiéu, mach logic,
dang ndi roi chinh tic ham Bool.

— V& ki ning:

+ Sitr dung cac quy tic suy dién chimg minh suy luan dung.

+ Phén tich, tong hop céac luat logic dé chimg minh twong dwong logic.

+ Van dung duoc cac phuong phap dém dé dém tong sé cach thuc hién 1 bai
toan.

+ Van dung céc kién thirc co ban dé tong hop, két xuat dir liéu dé hiéu, gan gili,
than thién voi nguoi st dung.

+ Van dung cac kién thirc vé quan hé, tim quan hé twong duwong, quan hé thu
tu, dan, dan con.

+ Phén tich biéu d6 Karnaugh dé tim cong thic da thire tdi tiéu ham Bool.

— Vé thai do:

+ Co6 htng thu hoc toadn roi rac, yéu thich va tim toi cac thuat toan, thuat giai
bai toan tin hoc; ddnh gia cao nhitng thanh tyu todn hoc mang lai trong thyec tién.

+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tap, ciing nhu trong viée ap dung cac hiéu biét da
dat duoc.

+ C6 ¥ thtrc van dung nhimg hiéu biét toan hoc vao tin hoc va vao trong céac
khoa hoc khac, vao doi sdng nham cai thién diéu kién sdng, hoc tap, ciing nhu giit gin
bao quan thiét bi, y thirc tiét kiém.

10. M@ ta vin tat ndi dung hoc phan:
Hoc phan nay gdm céc ndi dung sau:

211



— Phép tinh ménh dé&, dang ménh dé, qui tic suy dién, vi tr, luong tir, nguyén 1y
qui nap.
— Thuat toan, do phtrc tap thuat toan, ) nguyén, ma tran.
— Tap hop, anh xa, phép dém, giai tich t6 hop, cac nguyén Iy, hé thic truy hoi,
quan h¢ tuong duong, quan h¢ thir tu, dan.
— Pai s6 Bool va ham Bool.
11. Nhiém vu cua sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam céc bai tap, tiéu luan theo yeu clu cua giang vién.
— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. S&ch, gido trinh chinh:
[1] Kenneth H.Rosen, Toan roi rac - Ung dung trong tin hoc, NXB Khoa hoc ky
thuat, 2007.
[2] Nguyén Hitu Anh, Todn roi rac, Nha xuét ban Gido duc, 1999
12.2. Tai liéu tham khao:
[1] Nguyén Pirc Nghia, Nguyén T Thanh, Todn roi rac, Nha xuat ban Giao duc,
1999
[2] Nguyén Duy Phuong, Sdch hwéng din hoc tip Todn roi rac, Hoc vién Cong nghé
Buu chinh Vién Thong, 2006
[3] Tran Ngoc Danh, Todn roi rac ndng cao, Nha xuét ban Pai hoc qudc gia
TP.HCM, 2004.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Panh gia qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém ticu luan: 20%
+ Piém kiém tra giita hoc phan: 30% (Tuy luén)
— Diém thi két thiic hoc phan: 50% (Tu luén)
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Phin bd thoi gian
s6 tidt (tiét hoic gid)

TT | Tén chuwong

hodc | 1y | Bai | Thio | TN/ | Ty
glo thuyét | tdp | ludn | TH | hoc

1 | Coso logic 21 8 1 0 0 18
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2 | Thuat toén va sb hoc 36 10 0 24
3 | Phuong phéap dém 21 7 0 18
4 | Quan hé 28 8 0 19
5 | Pai s6 Bool va ham Bool 22 4 0 16

Tong 135.0 37 0 90

15.2. P& cwong chi tiét ciia hoc phén:
Chwong 1. Co sé logic
1.1. Phép tinh ménh dé
1.1.1 Ménh dé
1.1.2 Cac phép ndi
1.1.2.1 Phép phu dinh
1.1.2.2 Phép nébi lién
1.1.2.3 Phép nbi rdi
1.1.2.4 Phép kéo theo
1.1.2.5 Phép kéo theo hai chiéu
1.2. Dang ménh dé
1.2.1 Dang ménh dé tuong duong logic
1.2.2 Qui tic thay thé thir nhat
1.2.3 Qui tic thay thé tha hai
1.2.4 Cac qui luat logic
1.3. Qui tac suy dién
1.3.1 Qui tic Modus Ponens
1.3.2 Tam doan luan
1.3.3 Qui tic Modus Tollens
1.3.4 Tam doan luan roi
1.3.5 Qui tic mau thuin
1.3.6 Qui tic ching minh theo truong hop
1.4. Vitu va luong tur
1.4.1 Vit
1.4.2 Luong tu
1.4.3 Qui tic dic biét hoa phd dung
1.4.4 Qui tac tong quéat hoa pho dung
1.5. Nguyén 1y quy nap
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1.5.1 Nguyén ly qui nap
1.5.2 Ap dung
Chuong 2. Thuit todn va sb hoc
2.1 Thuat toan
2.1.1 Pinh nghia
2.1.2 Céc tinh chat ctia thuat toan
2.1.3 D0 phuc tap cua thuat toan
2.1.3.1 Khai ni€ém
2.1.3.2 Céc l6p do phtrc tap
2.1.3.3 Phan tich d6 phuc tap
2.2 B¢ quy
2.2.1 Ham d¢ quy
2.2.2 Thuat toan dé€ quy
2.2.3 B¢ quy va lap
2.3 S6 nguyén
2.3.1 S6 nguyén va phép chia
2.3.2 Ué6c sé chung 16n nhat va boi s6 chung nho nhat
2.3.3 S6 hoc méd dun
2.3.4 Céc ung dung cua dong du
2.3.5 Sb nguyén va thuat toan
Chuwong 3. Phwong phap dém
3.1 Téap hop
3.1.1 Khai niém vé tap hop
3.1.2 Cac phép toan trén tap hop
3.2 Anh xa
3.2.1 PBinh nghia
3.2.2 Anh va anh nguoc
3.2.3 C4c anh xa dac biét
3.2.4 Anh xa hop
3.2.5 Anh xa dong nhat
3.3 Phép dém
3.3.1 Luc luong
3.3.2 Nguyén ly cong
3.3.3 Nguyén ly nhéan
3.4 Giai tich t6 hop
3.4.1 Chinh hop
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3.4.2 T6 hop
3.5 Nguyén Iy chudng b cau (Dirichlet)
3.6 Cong thirc truy hoi
Chuwong 4. Quan hé
4.1 Quan h¢ hai ngdi
4.1.1 Pinh nghia.
4.1.2 Biéu dién quan hé
4.1.3 Céc tinh chét cua quan hé
4.2 Quan h¢ tuong duong
4.2.1 Pinh nghia
4.2.2 Lép tuong duong
4.3 Quan hé thur tu
4.3.1 Dinh nghia
4.3.2 Biéu d6 Hasse
4.3.3 Dan
Chuwong 5. Pai s6 Bool va ham Bool
5.1 Dai s6 Bool
5.2 Ham Bool
5.2.1 PBinh nghia
5.2.2 Dang ndi 10i chinh tac
5.2.3 Mang cong logic va cong thirc da thirc t6i tiéu
5.3 Cyc tiéu hoa ham Boole
5.3.1 Khai niém
5.3.2 Cac phuong phap cuc tiéu hoa
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17. Huwéng din thue hién
— Pé cuong nay duoc 4p dung cho sinh vién dai hoc khéi nganh céng nghé tir nim
hoc 2014-2015.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, dicu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra gitra hoc phan: Tuan thu 9
+ Thi cubi hoc phan: Sau tuan thr 15
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18. Phé duyét

No ok~ od PR

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
PE CUONG HOC PHAN
Tén hoc phan: CAU TRUC DU LIEU VA GIAI THUAT
Mai hoc phén:
S6 tin chi: 3(3,0,6)
Loai hoc phan:  Bit budc
Poi twong hoc:  Sinh vién dai hoc chinh quy
Giang vién gidng day:
Phin bd thoi gian:
— Hoc trén 16p: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

Thi nghiém/Thuc hanh (TN/TH): 00 tiét
Piéu kién tham gia hoc tip hoc phan:

— Hoc phan tién quyét: XXXXXxxX - Ngon ngit lap trinh, xxxxxxxx - Thyc hanh
ngdn ngit 1ap trinh.

— Hoc phan trude: XXXXXXXX — Gi tich B1, XXxXXxxX — Dai s tuyén tinh.

— Hoc phan song hanh:

Chuin diu ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& kién thire:
+ Phan tich duoc cac kiéu dir liéu co so, kiéu dir liéu triru tuong.
+ C6 duoc nhitng kién thirc vé cac giai thuat 1ap trinh twong tng voi mdi ciu

trac dur liu.
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— V& Ki niing:

+ Thyc hién dugc cac gidi thuat tim kiém va sép xép mang.

+ Ung dung duoc nhiing kién thirc dd hoc vao cac cu tric dit liéu dong.

— V& thai d¢:

+ C6 hung thu hoc cAu trac dir lidu va giai thuat, yéu thich va tim to1 khoa hoc;
tran trong véi nhimg déng gop ciia mén hoc nay cho sy tién bo cua khoa hoc
may tinh.

+ C6 thai d0 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tdp mon cau trac dir liéu va giai thuat,
cling nhu trong viéc ap dung cac hiéu biét da dat dugc.

+ Co ¥ thirc van dung nhimg hiéu biét cau trac dit liéu va giai thuit vao trong
cac mon hoc khac.

+ Reén luyén kha nang tu duy logic.

10. M ta van tit ndi dung hoc phén:

Hoc phan nay bao gom cac ndi dung sau:

— Céc phuong phap t chirc cu trac dit liéu va nhitng thao tac co s trén ting cau
trdc dir liéu, két hop voi giai thuat dé hinh thanh nén chwong trinh may tinh.

— Céc thuat toan sip xép nhu: Interchange Sort, Insertion Sort, Selection Sort,
Bubble Sort, Shaker Sort, Quick Sort, Merge Sort, Heap Sort, Shell Sort va cac
phuong phap tim kiém dit liéu co ban: tim kiém tuan ty, tim kiém nhi phan.

— CAc cu trac dir liu dong dung trong cac bai toan thuc té, bao gdm: danh sach
lién két, ngan xép, hang doi, cay nhi phan, cay nhi phan tim kiém, cay nhi phan
can bang, B-Tree, Bang bam.

11.Nhi€ém vu cua sinh vién:

— Tham du gid hoc Iy thuyét trén 16p: >75%.

— Lam céc bai tap, tiéu luan theo yéu cau cua giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.

12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Tran Van Tho, Cdu triic dir liéu va gidi thudt, Trudong DH Cong nghiép Thuc
pham Thanh Ph H Chi Minh, 2012.
[2] Tran Hanh Nhi va Duong Anh Btc, Nhdp mén cdu triic dit liéu va thudt todn,
Truong PH Khoa hoc Ty nhién Thanh Phé H6 Chi Minh, 2003.

12.2. Tai liéu tham khao:
[1] Nguyén Hong Chuong, Cdu tric dit Liéu - Ung dung va Cai dét bang C, Nha Xuét
Ban Thanh Ph6 Ho Chi Minh, 2003.
[2] Nicklaus Wirth. Algorithms+Data structure=Program. Ban dich tiéng Viét, Nha
xuat ban Khoa hoc va K§ thuat, 1993.
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13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:

— DPanh gid qué trinh:
+ Diém thai do hoc tap: 0%
+ Diém tiéu luan: 20%

+ Diém kiém tra giira hoc phan: 30% (Ty ludn, chuong 1 = 1/2 chuong 3)

— Diém thi két thiic hoc phan: 50% (Ty luan, 1/2 chuong 3 = 5)
15.Noi dung hoc phan:

15.1. Phan b thoi gian cac chwong trong hoc phén:

T& Phin bd thoi gian
ong (6t node git)
o0 tiet 1€t hoac g1
TT | Tén chwong 50 :e
hoac |1y | Baj | Thao | TN/ | Tu
819 | thuyét | tip | luin | TH | hoc
1 | Téng quan 6 2 0 0 0 4
5 Cflc giai thudt tim kiém va sap 12 10 0 0 0 20
Xep
3 | Danh sich lién két 54 15 0 0 o | 30
4 | Cay 36 12 0 0 0 24
5 | Bang bam 18 6 0 0 0 12
Téng 135 45 0 0 0 90

15.2. P& cwong chi tiét ciia hoc phén:
Chuong 1: Téng quan
1.1. TAm quan trong cua cAu trac dir liéu va thuét toan trong mot dé 4n tin hoc.

1.1.1. Vai trd cta ciu trac dit liéu.

1.1.2. Méi quan hé giita ciu tric dit liéu va giai thuat.

1.1.3. Xay dung thuat toan.

1.2. Panh gia cdu trac dit liéu va thuat toan.

1.2.1. Cac tiéu chuan danh gia ciu tric dir lidu.

1.2.2. Banh gia d6 phuc tap cua thuat toan.

1.3. Kiéu di liéu.

1.3.1. Khai niém vé kiéu dir liéu.
1.3.2. Cac kiéu dir liéu co so.
1.3.3. Cac kiéu dir liéu c6 cau tric.
1.3.4. Kiéu dit liéu con tro.
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1.3.5. Kiéu dit liéu tap tin.
Chwong 2: Cac giai thuat tim kiém va sip xép
2.1. Nhu cau tim kiém va sip xép dir liéu trong mot hé théng thong tin.
2.2. Cac giai thuat tim kiém.
2.2.1. Tim kiém tuyén tinh.
2.2.2. Tim kiém nhi phan.
2.3. Cac giai thuat sap xép
2.3.1. Pinh nghia sap xép.
2.3.2. CAc giai thuat sap xép.
2.3.3. Giai thuat sap xép doi chd tryc tiép (InterchangeSort).
2.3.4. Giai thuat sap xép chén truc tiép (InsertionSort).
2.3.5. Giai thuat sap xép chon truc tiép (SelectionSort).
2.3.6. Giai thuat sip xép ndi bot (BubbleSort).
2.3.7. Giai thuat sip xép HeapSort.
2.3.8. Giai thuat sip xép véi do dai budc giam dan (ShellSort).
2.3.9. Giai thuat sip xép dua trén phan hoach (QuickSort).
2.3.10. Giai thuét sip xép tron truc tiép (MergeSort).
Chuwong 3: Danh sach lién két
3.1. Giéi thi¢u.
3.2. PBinh nghia.
3.3. Céc loai danh séch lién két.
3.4. Danh sach lién két don.
3.4.1. Khai niém node.
3.4.2. Khai niém danh sach lién két don.
3.4.3. Mot s6 phuong thirc thiét 1ap trong danh sach lién két don.
3.4.4. C4c loai danh sach lién két don dic biét.
3.5. Danh s4ch lién két doi.
3.5.1. Khai niém node.
3.5.2. Khai niém danh sach lién két doi.
3.5.3. Mot sb phuong thire thiét 1ap trong danh sach lién két doi.
Chuwong 4: Cay
4.1. Gioi thigu.
4.2. Gi6i thiéu vé cay.
4.3. Chu tric cay.
4.3.1. Binh nghia cay.
4.3.2. Mot sb khai niém co ban vé cay.
4.4. Cay nhi phan.
4.4.1. Dinh nghia cay nhi phan.
4.4.2. Khai bao cay nhi phan.
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4.4.3. Khéi tao cay rong.
4.4.4. Tao node.
4.4.5. Xoa node.
4.4.6. Cac phép duy¢t trén cay nhi phan.
4.5. Cay nhi phan tim kiém.
4.5.1. Dinh nghia.
4.5.2. Céc thao tac trén cay nhi phan tim kiém.
4.6. Cay nhi phan can bang (AVL Tree).
4.6.1. Cay nhi phan can bang hoan toan.
4.6.2. Cay nhi phan can bang.
4.7. B-Tree.
4.7.1. Dinh nghia.
4.7.2. Cac thao tac trén B-Tree.
4.7.3. B-Tree cai tién.
4.7.4. B-Tree va by nhé ngoai.
Chuong 5: Bang bam
5.1. Gi6i thiéu cac bang bam don gian.
5.1.1. Bang chir nhat.
5.1.2. Bang tam giac trén, Bang tam giac dudi.
5.1.3. Bang duong chéo.
5.2. M6 ta bang bam.
5.2.1. M6 ta dir licu.
5.2.2. Céc tac vu trén bang bam.
5.2.3. Cac bang bam thong dung.
5.2.4. Uu diém cta bang bam.
5.3. Ham bam.
5.3.1. DPinh nghia.
5.3.2. Yéu ciu ddi v6i ham bam tt.
5.4. Cach giai quyét dung do (su xung dot).
5.4.1. Khai niém vé dung do.
5.4.2. Mot s6 phuong phap giai quyét dung do.
5.5. Bang bam v&i phwong phap ndi két truc tiép.
5.5.1. Mo ta.
5.5.2. Cac thao tac trén bang bam véi phuong phap nbi két truc tiép.
5.5.3. Nhan xét.
5.6. Bang bam v&i phuong phap ndi két hop nhét.
5.6.1. Mo ta.
5.6.2. Cac thao tac trén bang bam véi phuong phap ndi két hop nhat.
5.6.3. Nhan xét.
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5.7. Bang bam v&i phuong phap do tuyén tinh.
5.7.1. Mo ta.
5.7.2. Cac thao tac trén bang bam voi phuong phap do tuyén tinh.
5.7.3. Nhan xét.
5.8. Bang bam vé1 phuong phap do bac hai.
5.8.1. Mo ta.
5.8.2. Cac thao tac trén bang bam véi phuong phap do bac hai.
5.8.3. Nhan xét.
5.9. Bang bam véi phuong phap bam kép.
5.9.1. Mo ta.
5.9.2. Cac thao tac trén bang bam vdi phuong phép bam kép.
5.9.3. Nhan xét.
16.Co s& vat chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 1on.
17. Huwéng din thue hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018. Mon hoc phai dugce trién khai sau khi sinh vién di hoc
xong cac moén Giai tich Al, Dai s6 tuyén tinh. Phai khong dugc ng moén ngon
ngtr 1ap trinh.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giira hoc phan: Tuan thu 9-10
+ Thi cudi hoc phan: Sau tuan thir 17
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang ndam 2017
Trudéng Khoa T6 trudng Giang vién bién soan
PE CUONG HOC PHAN
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1. Ténhocphin: THUC HANH CAU TRUC DU LIEU VA GIAI THUAT
2. Mai hoc phin:
3. Sb tin chi: 1(0,1,1)
4. Loai hoc phian: Bit budc
5. Poi twong hoc:  Sinh vién dai hoc chinh quy
6. Gidng vién giang day:
7. Phan bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 30 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thyc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phan:

— Hoc phan tién quyét: XXxxxxxx - Ngon ngit 1ap trinh, xxxxxxxx - Thyc hanh
ngdn ngtr 1ap trinh.

— Hoc phan trudc: XXXXxxxx — Giai tich B1, XXXxxxxx — Dai s6 tuyén tinh.

— Hoc phan song hanh:

9. Chuén dau ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— (ai dait cac giai thuat tim kiém va sép Xép mang, cAu trac dit liéu dong, thao tac
co ban trén céu trac dit lidu dong.

— Van dung céc cau tric cia mon cau trac dit liéu vao timg bai toan cu thé.

10. M ta vin tit ndi dung hoc phan:

Hoc phan nay gom cac ndi dung sau:

— Hién thuc cac ndi dung co ban nhat vé cdu trac dit liéu va thuat toan dé gidi mot
sO bai toan thong dung.

— K¥ ning cai dit dé thuc hién cac giai thuat trén ngdn ngit l4p trinh cu thé bao
gém: Céac thuat toan sip xép Interchange Sort, Bubble Sort, Selection Sort,
Insertion Sort, Quick Sort, Merge Sort, tim kiém tuan ty, tim kiém nhi phan.

— Ung dung kién thirc vé cac céu tric dir liéu: mang dic, danh sach lién két, ngin
xép, hang doi, cdy nhi phan, B-Tree, Bang bam.

11.Nhiém vu cia sinh vién:

— Sinh vién phai chuén bi 1y thuyét ctia bai thuc hanh méi duge du 16p.

— Dy 16p ddy du 100%.

— Lam day du cac bai thuc hanh theo yéu cau ciia giang vién.

12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Tran Van Tho, Thuc hanh Cau triic dit lidu va gidi thudt, Truong PH Cong nghiép
Thuce pham Thanh Phé H6 Chi Minh, 2013.
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12.2. Tai liéu tham khao:

[1] Nguyén Hong Chuong, Cdu triic dit Liéu - Ung dung va Cai dét bang C, Nha Xuét

Ban Thanh Phé H6 Chi Minh, 2003.
13. Thang diém d4anh gia: 10/10
14. Panh gia hoc phan:

Diém hoc phan 14 trung binh cong diém cac bai kiém tra thyc hanh.

15.Noi dung hoc phan:

15.1. Phan b thoi gian cac chwong (bai) trong hoc phin:

Phén bd thoi gian

Tong so ,
N tiét (tiet hoac gio)
TT | Tén bai (chwong) hos
oac Ly Bai | Thao | TN/ | Tw
g1 thuyét | tdp | ludn | TH | hoc
Céc giai thuat tim kiém va sap
1|4 12 0 0 0 6 6
p
o | Danh sach lién két 24 0 0 0 12 | 12
3 | Cay 12 0 0 0 6 6
4 | Bangbam 12 0 0 0 6 6
Téng 60 0 0 0 30 | 30

15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1: Cac giai thuat tim kiém va sip xép

1.1. Cac giai thuat tim kiém.

1.1.1 Giai thuat tim kiém tuyén tinh trong mot s6 bai toan cu thé.

1.1.2 Giai thuat tim kiém nhij phan trong mot s6 bai toan cu thé.

1.2. Cac phuong phap sap xép.

1.2.1. Giai thuat d6i chd truc tiép trong mot s6 bai toan cu thé.

1.2.2. Giai thuat chén tryc tiép trong mét s6 bai toan cu thé.

1.2.3. Giai thuat chon truc tiép trong mot s6 bai toan cu thé.

1.2.4. Giai thuat ndi bot trong mot sb bai toan cu thé.

1.2.5. Giai thuat QuickSort trong mot sd bai toan cu thé.
1.2.6. Giai thuat MergeSort trong mot s6 bai toan cu thé.
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Chwong 2: Danh sach lién két
2.1. Van dung danh séach lién két don vao trong mot s bai toan cu thé.
2.2. Van dung co ché Stack vao trong mot s6 bai toan cu thé.
2.3. Van dung co ché hang doi vao trong mot s6 bai toan cu thé.
2.4. Van dung co ché Stack dé khur dé quy cua mot s6 bai toan.
2.5. Van dung danh séach lién két d6i vao trong mot s6 bai toan cu thé.
Chuwong 3: Cay
3.1. Van dung cay nhi phan tim kiém dé giai quyét mot sb bai toan trén cay.
3.2. Van dung cay nhi phan can bang dé giai quyét mot s6 bai toan trén cay.
3.3. Véan dung B-Tree dé giai quyét mot sd bai toan trén cay.
Chuwong 4: Bang bam
4.1. Van dung bang bam vio trong mot s6 bai toan cu thé.
4.2. Van dung bang bam cai tién vao trong mot s6 bai toan cu thé.
16.Co sé vat chat phuc vu hoc tap
Phong thuc hanh v6i hé thong mdy vi tinh ni mang, may diéu hoa du méat dé phuc
vu cho sinh vién.
17.Hwéng din thye hién
— DPé cuong nay dugc ap dung cho sinh vién dai hoc chinh quy nganh An toan
thong tin tor nam hoc 2017-2018. Mén hoc phai duoc trién khai sau khi sinh
vién dd hoc xong cac mdn Giai tich A1, Dai s tuyén tinh. Phai khong duoc no
mon thyc hanh ngdén ngir 1ap trinh.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé dénh gia hoc
phan.
— Hoc ph?m duoc bd tri hoc trong 10 tuan, mdi tuan 3 tiét.
18.Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
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PE CUONG HOQOC PHAN
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1. Tén hoc phén: CO SO DU LIEU
2.Mai hoc phan:

3.S6 tin chi: 3(3,0,6)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy nganh An toan théng tin

6. Giang vién giang day:
7. Phén bd thoi gian:

— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét:
— Hoc phan truée: khong
— Hoc phan song hanh:
9. Chuin diu ra cia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
+ Xay dung dugc md hinh thue thé két hop va mé hinh quan hé cho mét bai toan
cu thé.
Biéu dién duoc cau truy van bang cac phép toan dai s6 quan hé.
Str dung dugc ngon ngir SQL dé tao co so dit liéu va thuc hién cac thao tac truy
xuét trén co sé dir liéu.
Biéu dién duoc tat ca cac rang budc trong co s¢ dir li¢u.
Ap dung dugc 1y thuyét phu thudc ham, phép tach luoc d6 quan hé va cac dang
chuan dé thiét ké co s& dir liéu mot cach tét nhat.
— V& Ki ning:
+ Nhéan biét va thuc hién duoc mot cau truy van SQL bét ky.
+ Phat hién va biéu dién thanh thao cac rang budc toan ven.
+ Chuan hoa duoc céc lugc do co sé dir lidu.
— Vé thai d:
+ C6 hting thu hoc tap, yéu thich va tim to1 khoa hoc.
+ Co thai d6 khéach quan, trung thyuc; co6 tac phong ti mi, can than, chinh xac.
+ Ap dung cac hiéu biét da dat dugc vao cac linh vuc khac trong cudc séng.
10. MO ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:
— Khai niém vé co s& dit liéu, hé co so dit liéu, qué trinh phat trién co so dit liéu,
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md hinh thuc thé két hop, mé hinh quan hé.

Ngbn ngit dai s6 quan hé, ngdn ngir truy van SQL.

Rang budc toan ven: Rang budc trén mot quan h¢, rang budc trén nhiéu guan

he.

Phu thugc ham, khoéa, bao dong, cac dang chuin hoa4.

11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo yéu cau cta giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.

12.Tai liéu hoc tap:

12.1.

Sach, giao trinh chinh:

Hoang Thi Lién Chi, Nguyén Vian L&, Gido trinh co s¢ dir liéu, Pai hoc Cong
nghiép Thyc Pham TPHCM, 2013

12.2.

Tai liéu tham khao:

[1] Nguyén Xuan Huy, Lé Hoai Bic, Bai tap co so dir liéu, Nha xuat ban Théng keé,

2003.

[2] Lé Tién Vuong, Nhiap mén co so dir liéu, Nha xuit ban théng ké, 2000.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

Danh gid qua trinh:
+ Piém thai do hoc tap: 0%
+ Piém tiéu luan: 20%

+ Piém kiém tra giira hoc phan: 30% (Tu luan, chuong 1-4)

— Piém thi két thiic hoc phan: 50% (Tu luan, chuong 4-6)
15.Noi dung hoc phén:

15.1. Phan b thoi gian cac chwong trong hoc phén:

Téng Phalf bo thoi gian
50 tict (tiét hodc gio)
TT | Tén chwong hos
0ac Ly | Bai | Thao | TN/ | Tuw
819 | thuyét | tap | ludn | TH | hoc
1 | Cac khai niém vé co so dir liéu 9 3 0 0 0 6
9 Mo hinh thl_l;c thé két hop va mo 18 5 1 0 0 12
hinh quan h¢
3 | Pai s6 quan hé 18 4 2 0 0 12
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4 | Ngbn ngit truy van SQL 36 8 0 24
5 | Rang budc toan ven 27 9 0 18
6 | Ly thuyét vé thiét ké CSDL 27 9 0 18

Tong 135 38 0 90

15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Cac khai niém vé co sé dir liéu
1.1. Co so dir liu
1.2. Hé co s& dir liéu
1.2.1. So @6 ctia mdt hé co s dit ligu
1.2.2. Kién triic 3 mac ciia mot hé co s dit lidu
1.3. H¢ quan tri co s& dir licu
1.3.1. Cac churc nang chinh ctia hé quan tri co so dir liéu
1.3.2. Mbt s6 hé co s dir liéu thong dung
1.4. Cac ddi tugng sir dung co sé dit liéu
1.4.1. Quan tri viéen CSDL
1.4.2. Phan tich, thiét ké vién va lap trinh vién ung dung
1.4.3. Nguoi su dung co s¢ dir li¢u
1.5. Vai nét vé qua trinh phat trién hé quan tri co so dit liéu
1.6. Cac loai md hinh dix liéu
Chuwong 2. Md hinh thyc thé két hop va mé hinh quan hé
2.1. M6 hinh thuc thé két hop
2.1.1. Thyc thé va kiéu thyc thé
2.1.2. Biéu dién mét kiéu thyc thé
2.1.3. Thudc tinh
2.1.4. Lién két
2.1.5. Biéu dién dd hoa cua mét thuc thé
2.2. M6 hinh quan h¢
2.2.1. C&c khéi niém caa mo hinh quan hé
2.2.2. Céc thao tac co ban trén quan h¢
Chuwong 3. Dai s6 quan hé
3.1. Céac phép toan tap hop
3.1.1. Phép hoi (Union).
3.1.2. Phép giao (Intersection)
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3.1.3. Phép trir (Minus)
3.1.4. Phép tich dé céc (Cartesian)
3.2. Céc phép toan quan h¢
3.2.1. Phép chon (Selection)
3.2.2. Phép chiéu (Projection)
3.2.3. Phép két (Join)
3.2.4. Phep chia (Division)
3.2.5. Phép gan
Chuwong 4. Ngon ngir truy vin SQL
4.1. Qui uodc
4.2. Céc Iénh khai béo cdu tric co sé dit lidu
4.2.1. Lénh tao cau truc bang.
4.2.2. Lénh huy bé mot bang.
4.2.3. Lénh sira doi cau trdc bang.
4.3. Céc 1énh truy van co so dir liéu.
4.3.1. Tim kiém theo cau hoi don gian.
4.3.2. Cac ham thu vién.
4.3.3. Tim kiém nho ménh ¢¢ GROUP BY.
4.3.4. Truy van 16ng.
4.4. Céc 1énh cap nhat dir liéu.
4.4.1. Lénh thém ban ghi.
4.4.2. Lénh xoa ban ghi.
4.4.3. Lénh stra doi ban ghi.
Chuong 5. Rang bugc toan ven
5.1. Khai niém.
5.2. Cac déc trung cua rang budc toan ven.
5.2.1. No6i dung.
5.2.2. Béi canh,
5.2.3. Bang tim anh huong.
5.3. Phan loai rang budc toan ven.
5.3.1. Rang budc toan ven cé bdi canh 1a mét quan hé co so.
5.3.2. Rang budc toan ven c6 bdi canh 1a nhiéu quan hé.
5.4. Cai dat RBTV biang SQL
Chuwong 6. Ly thuyét vé thiét ké CSDL
6.1. Phu thudc ham.
6.1.1. Binh nghia
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6.1.2. Hé tién dé cho phu thudc ham
6.2. Chuan hoa lugc dd quan hé
6.2.1. Phép tach cac luoc db quan hé.
6.2.2. Phép tach cd két ndi bao toan thdng tin.
6.2.3. Phép tach bao toan phu thudc ham
6.2.4. Céc dang chuan.
16.Co s& vat chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.
— Giao trinh, tai liéu tham khao.
17.Huéng din thuc hién
— Pé cuong nay duoc dp dung cho sinh vién dai hoc nganh cong nghé thong tin tir
nam hoc 2014-2015.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng Khoa T trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phén: THUC HANH CO SO DU LIEU

2.Mai hoc phan:

3. S0 tin chi: 1(0,1,2)

4. Loai hoc phan: Bit budc

5. Poi twgng hoc: Sinh vién dai hoc chinh quy nganh An toan thong tin

6. Giang vién giang day:
7. Phén bd thoi gian:

— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phén tién quyét:
— Hoc phén trude: khong
— Hoc phan song hanh:
9. Chuan dau ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
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— Dinh nghia duoc cac ddi tuong trong co s¢ dit liéu nhu: Table, view.
— Thiét 1ap khoa chinh va khoa ngoai trén cac bang dir lidu.
— Cap nhat dir li¢u trong co sé dir li¢u béng cac 1énh Insert, Delete from, Update.
— Ap dung ciu triic ngdén ngit SQL dé truy vén trén co so dit lidu.
— Cai dit cac rang budc toan ven co trong co s di liéu bang cac cau tric:
constraint, rule, trigger.
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan ndy gom céc ndi dung sau:
— Tao cac d6i tugng nhu: database, table, primary key, foreign key, diagram.
— Céc cau trac 1énh thao tac trén bang nhu: insert into, delete, update
— Truy vén dit liéu bang ngon ngit SQL trén SQL Server 2008
— Céc céu tric 1énh tao rang budc giira cac bang nhu: constraint, rule, trigger
11. Nhiém vu cia sinh vién:
— Sinh vién phai chuan bi Iy thuyét ciia bai thyc hanh méi duoc du 16p.
— Du 16p day du 100%.
— Lam day dua cac bai thyc hanh.
12.Tai li€u hoc tap:
12.1. S&ch, gido trinh chinh:
[1] Bai giang Thyc hanh co s¢ dit ligu, Khoa Cong nghé thong tin, 2013
12.2. Tai li€u tham khao:
[1] Hoang Thi Lién Chi, Nguyén Vin L&, Gido trinh co sé dir liéu, Trudng Dai hoc
Cong nghiép Thyc Pham, 2013
[2] Pham Hiru Khang, SQL Server 2005-Lap trinh T-SQL, NXB Lao dong Xa hdi,
2007
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
Diém hoc phan 14 trung binh cong diém cac bai kiém tra.
15.N¢i dung hoc phan:
15.1. Phén bd thoi gian cac chwong (bai) trong hoc phin:

£ Phin bd thoi gian
Tong so .
tibt (tiet hoac gio)

TT | Tén bai (chwong)

hodc | 1y | Bai | Thio | TN/ | Ty
thuyét | tap | luén | TH | hec

1 | Xay dung ddi tuong 15 0 0 0 5 | 10
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2 | Truy xuét dir liéu 45 0 15 | 30
3 | Cai dat rang budc toan ven 30 0 10 | 20
Téong 90 0 30 | 60

15.2. Pé cwong chi tiét ciia hoc phan:

Bai 1. X4y dung dbi twong

1.1. Tao co s& dir licu

1.2. Tao bang
1.2.1. Dung cong cu trén SQL Server Management Studio
1.2.2. Dung Iénh T — SQL trén Trinh soan thao Iénh

1.3. Tao luoc dd Diagram

1.4. Nhap liéu vao bang
1.4.1. Nhap truc tiép.

1.4.2. Nhap bang Iénh.
1.4.3. Nhap tor mdt bang khac

1.5. Tao bang a0 (View)

1.5.1. Tao view bang cong cu.
1.5.2. Tao view bang lénh SQL.

1.6. Tao rang budc khoa chinh, khoé ngoai
1.6.1. Rang bugc khoa chinh (Primary Key).
1.6.2. Rang budc khoa ngoai (Foreign Key).

Bai 2. Truy xuit dit liéu

2.1. Trinh soan thao 1énh
2.1.1. Gidi thiéu
2.1.2. Céc thao tac co ban

2.2. Truy van dit liéu
2.2.1. Cau truy van don gian
2.2.2. Str dyng tén bi danh, “*”

2.2.3. Xir Iy chudi bang toan tir Like
2.2.4. Cac ham thong keé
2.2.5. Ménh dé gom nhom
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2.2.6. Cau truy van con
2.2.7. Sap xép cac bd
2.3. Cap nhat dir ligu.
2.3.1. Thém dix licu (INSERT).
2.3.2. X6a dir li¢u (DELETE).
2.3.3. Cap nhat dix licu (UPDATE).
Bai 3. Cai dat rang budc toan ven trén bang
3.1. Thiét 1ap rang budc toan ven dung constraint
3.1.1. Rang budc kiém tra mién gia tri (Check constraint)
3.1.2. Rang budc kiém tra tinh duy nhat (Unique constraint)
3.1.3. Rang budc kiém tra gia tri mic dinh (Default constraint)
3.1.4. Quan ly cac rang budc constraint
3.2. Cai dat rang budc toan ven dung cAu trac trigger
3.2.1. Khai ni¢m
3.2.2. Cau tric téng quat
3.2.3. Phan loai trigger
3.2.3.1. Insert trigger
3.2.3.2. Delete trigger
3.2.3.3. Update trigger
3.2.4. Quan ly trigger

16.Co sé vét chat phuc vu hoc tap
— Phong thyc hanh trang bi bang, but long, may tinh
— May tinh cai dat phan mém Microsoft SQL Server 2008.
17.Huéng din thue hién
— Dé cuong nay duogc ap dung cho sinh vién dai hoc chinh quy tir nam hoc 2017-
2018.
— Trong phan d4nh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan.
— Hoc phén dugce bd tri hoc trong 6 tudn, mdi tuan 5 tiét.
18.Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: KIEN TRUC MAY TINH
2.Mai hoc phan:
3.S6 tin chi: 3(3,0,6)
4. Loai hoc phén: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén 16p: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tap hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trudc: khong
— Hoc phan song hanh: khong
9. Chuin diu ra cia hoc phén:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thirc:
Pat dugc mot hé théng kién thirc vé kién trac may tinh, co ban va phu hop voi
nhitng quan diém hién dai, bao gém:
+ Lya chon cac linh kién twong thich dé 1ap rap thanh mot may dé ban.
+ Chuén déan va xir Iy mot s6 su cd don gian khi sir dung mdy tinh.
+ Khao sat hoat dong cac thanh phén bd vi xu 1y, b 1énh, tap 1€nh.
— V& Ki niing:
+ Van hanh hé thong may tinh va phat trién cac phan mém tng dung.
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+ Van dung kién thirc c6 duoc dé lap rap, st dung, khai thac va bao tri may
tinh c6 hi¢u qua.

— Veé thai dé:

+ Co6 hung tha hoc cong nghé thong tin, yéu thich va tim to1 khoa hoc; tran
trong véi nhitng déng gdp cia cong nghé thong tin cho sy tién bo cua xa hoi va doi
v6i1 cong lao cua cac nha khoa hoc.

+ C6 thai 6 khach quan, trung thuc; ¢6 tac phong ti mi, cn than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mén cong nghé thong tin, ciing nhu trong viée
ap dung cac hiéu biét da dat duoc.

+ C6 ¥ thirc van dung nhitng hiéu biét cong nghé thong tin vao trong céc khoa
hoc khac, vao doi séng nham cai thién diéu kién séng, hoc tap, cling nhu gitr gin bao
quan thiét bi, ¥ thtc tiét kiém.

10. M ta vin tit ndi dung hoc phan:
Hoc phan nay bao gdm céc ndi dung sau:

— Phan cimg: phéan loai my tinh, lich st phat trién ctia may tinh, cac thanh phan
ciia may tinh gdm: Bo mach chi(Mainboard), Bé xur 1y trung tim (CPU), Bo nhé va
thiét bi luu trir dit liéu (Memory-Hardisk), Hé thong nhap-xuat (Input-Output).

— Kién trac may tinh: Biéu dién dit liéu va sb hoc may tinh, kién tric tap 1énh bo
xu ly intel 8086.

11. Nhiém vu cua sinh vién:

— Tham dy gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cia giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Nguyén Minh Tuén, Kién tric may tinh, Pai hoc Khoa hoc ty nhién thanh phé
H6 Chi Minh

[2] Nguyén Dinh Viét, Kién triic mdy tinh, nha xuat ban Pai hoc Qudc gia Ha Noi,
2005.

12.2. Tai liéu tham khao:

[1] William Stallings, Computer Organization and Architecture, Designing for
Performance, 2006.

[2] Miles J. Murdocca, Vincent P. Heuring, Computer Architechture and
Organization: An Integrated Approach, John Wiley & Sons, 2007.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Dénh gi4 qua trinh:
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+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 20%
+ Diém kiém tra giira hoc phan: 30% (Tric nghiém khach quan, chuong 1-3)
— Piém thi két thiic hoc phan: 50% (Tric nghiém khach quan, chuong 4-5)
15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong trong hoc phén:

Té Phin bd thoi gian
ong .
50 tiét (tiét hodc gio)
TT | Tén chwong hos
03¢ | Ly | Bai | Thao | TN/ | Ty
g1 thuyét | tdp | ludn | TH | hoc
1 (;ac thanh phan co ban ciia may 21 7 0 0 0 14
tinh
2 | Hé thong may tinh 21 7 0 0 0 | 14
3 Bleu dién dir li¢u va s6 hoc may 21 5 2 0 0 16
tinh
4 | Kién trac bo xur ly 21 6 2 0 0 16
5 | Hop ngir 21 12 3 0 0 30
Tong 135 38 7 0 0 | 90

15.2. Pé cwong chi tiét ciia hoc phén:
Chuwong 1. Cac thanh phin co ban ciia may tinh
1.1. May tinh va phan loai
1.1.1. May tinh
1.1.2. Phan loai may tinh
1.2. Kién trac may tinh
1.3. Sy tién hoa ciia may tinh
1.3.1. May tinh dung dén dién tur
1.3.2. May tinh dung transistor
1.3.3. May tinh dung vi mach SSI, MSI va LSI
1.3.4. May tinh dung vi mach VLSI
Chuwong 2. Hé thong may tinh
2.1. Cac thanh phan ctia may tinh
2.1.1. Bo mach chu (Mainboard)
2.1.2. Bo xu Iy trung tam (CPU)
2.13. BO nh¢ va thiét bi luu trit dit liéu (Memory-Hardisk)
2.1.4. Hé théng nhap-xuit (Input-Output)
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2.2. Hoat dong ciia may tinh
2.2.1. Thyc hién chuong trinh
2.2.2. Ngit
2.2.3. Hoat dong vao-ra
2.3. Lién két hé thong
2.3.1. Khai niém chung vé bus
2.3.2. Cau triic don bus
2.3.3. Phan cap bus
Chuong 3. Biéu dién dix liéu va s6 hoc may tinh
3.1. Cac hé dém co ban
3.1.1. H¢ thap phan
3.1.2. H¢ nhi phan
3.1.3. Hé muoi sau (Hexa)
3.2. Ma hoa va luu trit dir li¢u trong may tinh
3.3. Nguyén tic chung vé ma hoa dir liéu
3.4. Thir tu luu trit cac byte cua dir licu
3.5. Biéu dién s6 nguyén
3.5.1. Biéu dién sb nguyén khong diu
3.5.2. Biéu dién sb nguyén c6 dau
3.5.3. Biéu dién s6 nguyén theo ma BCD
3.6. Thuyc hién cac phép toan s6 hoc véi sé nguyén
3.6.1. Phép cong v6i s6 nguyén khong dau
3.6.2. Phép dao diu
3.6.3. Cong s6 nguyén co dau
3.6.4. Nguyén tic thyc hién phép trir
3.7. Sb dau phay dong
3.7.1. Nguyén tic chung
3.7.2 Chuan IEEE754
3.8. Biéu dién ky tur
3.8.1. Bo ma ASCII
3.8.2. B6 mi hop nhat: Unicode
Chuong 4. H¢ thong may tinh
4.1. Cu tric co ban cia CPU
4.1.1. Nhiém vy va cu tric ciia CPU
4.1.2. Pon vi s6 hoc va logic
4.1.3. Don vi diéu khién
4.1.5. Tap thanh ghi
4.2. Tap 1énh
4.2.1. Gi6i thiéu chung vé tap 1énh
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4.2.2. Céc kiéu thao tac
4.2.3. Céac phuong phép dinh dia chi (addressing modes)
4.3. Hoat dong ciia CPU
4.3.1. Chu trinh 1&énh
4.3.2. Pudng 6ng 1énh
4.4. Cau tric chung cua cac bo xir 1y tién tién
4.5. Kién trac Intel
4.5.1. Kién trac 16-bit (1A-16)
4.5.2. Kién trac 32-bit (1A-32)
4.5.3. Kién trac 64-bit (1A-64)
Chuwong 5. Hop ngir
5.1. Cach viét 1 chuong trinh Assembly
5.1.1. Dich va két nbi chuong trinh
5.1.2. Céc file duoc tao
5.1.3. File listing
5.1.4. Map file
5.2. Céc ché d6 bo nhé
5.3. Cac dang 1énh co ban: INT21h
5.4. Bién
5.5. Céch phép toan trong hop ngir
5.5.1. Lénh MOV
5.5.2. Lénh LEA
5.5.3. Lénh PUSH, POP
5.5.4. Lénh IMP
5.5.5. Lénh LOOP
5.5.6. Lénh CMP, TEST
5.5.7. Cac lénh nhay c6 diéu kién
5.5.8. Mot s6 céu tric twong duong gitta ngdn ngit C va ngdn ngit hop ngir
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17. Huwéng din thue hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan tha 9
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+ Thi cubi hoc phan: Sau tuan thr 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa T6 truong Giang vién bién soan
PE CUONG HQC PHAN
1.Tén hoc phin: MANG MAY TiNH
2.Mai hoc phin:
3.S6 tin chi: 3(3,0,6)
4.Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 45 tiét
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— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét
— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trudc: khong
— Hoc phan song hanh:
9. Chuin dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— Vé kién thic:

+ Mon hoc cung céip nhiing kién thire co ban vé mé hinh mang OSI, TCP/IP,
cac ky thuat mang LANs, WAN:Ss, cac chuan IEEE va céc dich vu mang Internet. Cac
thiét bi mang nhu repeater, hubs, switches, routers, brigde... khai ni¢m vé an toan
mang may tinh,...

— V& Ki niing:

+ C6 kha nang doc hiéu cac kién thirc mé rong cua moén hoc mang may tinh, tu
tim kiém va doc hiéu duoc cac tai liéu tiéng anh. C6 kha nang cdu hinh mot s6 thiét bi
mang va thiét ké xdy dung mang LAN

— V& thai d¢:

+ Lén 16p day du va chuan bi cho gio 1én 16p theo yéu cau cia gido.

+ C6 thai 6 khach quan, trung thuc; ¢6 tac phong ti mi, cn than, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp mon mang may tinh, cling nhu trong viéc ap
dung cac hiéu biét da dat dugc.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— Gidi thiéu cac mo hinh mang nhu: mé hinh tham chiéu cac hé thong mo OSI,
mo hinh TCP/IP.

— Cac loai phuong tién truyén dan hitu tuyén va vo tuyén, cac ky thuat trong
mang LANs, WANSs, mang Internet va cac dich vu trén Internet.

— Di séu gidi thidu V’é cac k¥ thuat mang trong LAN, chuén IEEE 802 .x, cac thiét
bi mang va thiét ke, xay dung mang LAN.

— Céc k¥ thuat dinh tuyén va chon duong trong két ndi lién mang.

— Ngoai ra m6n hoc con gidi thi¢u mot sb kién thuc chuyén sau vé mang nhu: an
toan va bao mat mang, k¥ thuat mang riéng 4o, quan tri mang.
11. Nhiém vu cua sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo y€u cau cta giang vién.
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— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Andrew S .Tanenbaum, “Computer Networks”, Prentice Hall, 5th Edition 2011
[2] Khoa CNTT, Bai giang va slide powerpoint Mang May Tinh, Truong Dai hoc
Cong nghiép Thyuc pham Tp. HS Chi Minh (Luu hanh ndi bo), 2017.
12.2. Tai li€u tham khao:
[1] Larry L. Peterson & Bruce S. Davie, “Computer Network-A system approach” ,
Morgan Kaufmann, Third Edition 2003.
[2] James F. Kurose & Keith W. Ross, “Computer Networking” A Top-Down
Approach, Pearson Education , 6th Edition, 2012.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Panh gid qua trinh:
+ Diém thai do hoc tap: 10%
+ Diém tiéu luan: 10%
+ Piém kiém tra giira hoc phan: 30% (Tric nghiém khach quan, chuong 1-3)
— Piém thi két thiic hoc phan: 50% (Trac nghiém khach quan, chuong 4-7)
15.N¢i dung hoc phan:
15.1. Phén bd thoi gian ciac chwong trong hoc phan:

Téng Phﬁl} b6 thoi gian
b tiet (tiet hoac gio)
TT | Tén chwong so e
ho.z:ic Ly | Bai | Thao | TN/ | Ty
glo thuyét | tdp | ludn | TH | hec
1 Tong quan vé mang may tinh 12 3 3 6
Kién trac phan tang va mo hinh 12 6 6
2
OSlI
3 Mang cuc bo LAN 21 6 15
4 Mang dién rong WAN 9 3 3 3
Phuong tién truyén dan va cac 9 3 6
5 A
thiét bi mang
5 M6 hinh TCP/IP va mang 21 6 3 15
Internet
7 ATTT mang may tinh 18 3 3 3 9
Tdng 135 30 9 6 90
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15.2. P& cwong chi tiét ciia hoc phén:
Chuong 1. Tong quan vé mang may tinh
1.1. Gidi thi¢u
1.2.  Lich st phat trién
1.3. Cac khai niém co ban
1.3.1. Kién trac mang
1.3.2. Kiéu truyén
1.3.3. Bang thong va do tré
1.3.4. Hg¢ diéu hanh mang
1.3.5. Dia chi mang
1.4.  Céc thanh phan mang may tinh
1.4.1 Thanh phin mang bén trong
1.4.2 Thanh phan mang bén ngoai
1.5. Phéan loai mang
1.5.1. Theo quy mé va khoang céch dia ly
1.5.2. Theo pham vi hoat dong
1.5.3. Theo k¥ thuat chuyén mach
1.5.4. Theo phuong tién truyén dan
1.6. Cac loi ich va thach thice
Chuong 2. Kién triic phan ting va mé hinh OSI
2.1.  Kién tric phan tang
2.1.1 Nguyén tic phan tang
2.1.2 Truyén thong giita cc tang
2.2. Md hinh tham chiéu OSI
2.2.1. Gioi thi¢u
2.2.2. Céc giao thirc chuan trong mé hinh OSI
2.2.3. Vai tro va chirc ning cac ting

Chuwong 3. Mang cuc bo LAN
3.1.  Gidi thi€u mang LAN

3.2.  Nhing k¥ thuat ciia mang cuc bd

3.2.1. Cac d6 hinh mang

3.2.2. MBOi trudng truyén tin

3.2.3. Cac phuong thirc truy nhap dudng truyén
3.3. Chuan hoa mang cuc bo (IEEE)
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3.3.1. Ethernet va chuan IEEE
3.3.2. Mot sd chuan mang cuc bo khac
Chuong 4. Mang dién rong WAN
4.1. Gioi thi€u mang WAN
4.2. Congnghé két ndi mang WAN
4.3. Dinh tuyén trong mang WAN
4.3.1. Céc k¥ thuat chon duong
4.3.2. Céc giai thuat dinh tuyén
4.3.3. Dinh tuyén lién mang
4.4. Mot sd giao thic truyén dan
4.4.1. Mang tich hop da dich vu s6 ISDN
4.4.2. Mang chuyén mach goi X25
4.4.3. Mang chuyén mach khung Frame Relay
4.4.4. Phuong thuc truyén din khong déng bo ATM
Chuong 5. Phuong tién truyén din va cac thiét bi mang
5.1. Cac phuong tién truyén dan
5.1.1 Phuong tién truyén dan hitu tuyén
5.1.2 Phuong tién truyén dan vé tuyén
5.2.  Céc thiét bi mang
5.2.1 Card giao tiép mang (NIC)
5.2.2 Repeater
5.2.3 Hub
5.2.4 Bridge
5.2.5 Switch
5.2.6 Router
5.2.7 Gateway
5.2.8 Access point
5.2.9 Céc thiét bi khac
Chwong 6. M6 hinh TCP/IP va mang Internet
6.1. M6 hinh TCP/IP

6.1.1. Mb hinh kién tric TCP/IP
6.1.2. Vai tro va chirc ning cac ting
6.1.3. Phan manh va dong géi dit licu
6.1.4. IPv4 va IPv6

6.2. Céc giao thtrc co ban cua mo6 hinh TCP/IP
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6.3. Mang Internet
6.3.1. Gidi thiéu chung vé mang Internet
6.3.2. CAu trac mang Internet
6.3.3. Congnghé két ndi mang Internet
6.3.4. Mot s6 dich vu co ban trén mang Internet
Chuwong 7. An toan thong tin mang may tinh
7.1. Toéng quan ATTT
7.2.  Gi6i thiéu mot s ki thuat tin cong pho bién
7.3. Gidi thi€u cac k¥ thuat ma hoa, bao mat va xac thuc
7.4. Gidi thi€u cac giao thirc Bao mat Web, Mail
7.5.  Tuong ltra va K¥ thuat mang ri€ng ao
16.Co s& vat chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17. Huwéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc khdi nganh cong nghé tir nim
hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thic hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: tuan thi 9
+ Thi cudi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truong Khoa To6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: THUC HANH MANG MAY TiNH
2. M3 hoc phin:
3.S6 tin chi: 1(0,1,2)
4. Loai hoc phin: Bit budc
5. Pdi twgng hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén b6 thoi gian:
— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tict
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét:
— Hoc phan trudc:
— Hoc phan song hanh:
9. Chuin dau ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— Bam cap, trién khai cac loai phuong tién truyén dan, thi cong hé thong mang
— Céu hinh dia chi IP.
— St dung duogc cac thiét bi mang thong dung,
— Cai dat va cdu hinh mang workgroup; quan 1y ngudi ding, phan quyén, thiét lap
chinh sach, quan Iy mét s6 dich vu mang..
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay gom cac ndi dung sau:
— Céch thirc bAm cap mang;
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— CAu hinh dia chi IP tinh va dong;

— Céc dong Iénh co ban quan Iy mang;

— CAu hinh co ban véi cac thiét bi mang co ban Hub, Switch, Router, Access

point
— Cai dat va cdu hinh mang workgroup; quan 1y ngudi dung, phan quyén, thiét
13p chinh séch,...

— Két nbi giira cac thiét bi va quan tri mot sé dich vu trong mang mdy tinh
11. Nhiém vu cua sinh vién:

— Sinh vién phai chudn bi 1y thuyét cua bai thi nghiém méi duoc du 16p.

— Du 16p day du 100%.

— Lam day du cac bai thi nghiém va cac bai bao cdo thi nghiém.
12.Tai li¢u hoc tap:
12.1. Sach, giao trinh chinh:
[1] Khoa CNTT, Giao trinh Thyc hanh mang may tinh, 2015
[2]. Nguyén Hong Son, Gido trinh mang may tinh, Nha xuit ban Lao dong, 2005.
12.2. Tai liéu tham khao:

[[1]. J. F. Kurose and K. W. Ross, Computer Networking: A Top-Down Approach
Featuring the Internet (2nd edition), Addison-Wesley, 2002.

[2] Larry L. Peterson and Bruce S. Davie Computer Networks: A Systems
Approach (2nd ed.), Mogran-Kaufmann, 1999.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

Diém hoc phan 14 trung binh cong diém cac bai bao céo thi nghiém.

15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong (bai) trong hoc phan:

2 I Phin bd thoi gian
Tong so ,
tiét (tiet hoac gio)
TT | Tén bai (chwong) B
hodc | Ly | Bai | Thao | TN/ | Tu
gl thuyét | tdp | ludn | TH | hoc
1 |1.1.1.8 Caidathédiéuhanh |12 0 4 0 |4 |4
2 | Hoach dinh dia chi IP 12 0 4 0 4 4
3 | Thi cong mang 24 0 8 0 8 8
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Quan tri tai khoan va chinh 18

6 6
4 sach cuc bo 6
5 | Quan tri tai nguyén mang 18 6 6 6
6 | Chan doan va xtr Iy sy ¢c6 mang | 6 2 2 2
Tong 90 30 30 | 30

15.2. Pé cwong chi tiét ciia hoc phén:
Chuwong 1. Cai diit hé diéu hanh

1.1.
1.2.
1.3.
1.4.

Cai dat OS
Cai dat Driver
Cai dat ung dung

Cai dat cac thiét bi ngoai vi

Chuong 2. Hoach dinh dia chi IP

2.1.
2.2.
2.3.
2.4.

Lya chon day IP thich hop
Chia IP

Cau hinh IP tinh

Céu hinh IP dong

Chuwong 3. Thi cong mang

2.1.
2.2.
2.3.
2.4.
2.5.
2.6.

Chuong 4. Quan tri tai khoan va chinh sach cuc b

V& so d6 mang

Thi cong theo so dd mang
Bim cap mang

CAu hinh Router

Cau hinh Switch

CAu hinh Access Point

4.1. Quan tri tai khoan user

4.2. Quan tri tai khoan group

4.3. Quan tr1 Group Policy

4.4. Thiét lap cac chinh sach quan ly

Chuong 5. Quan tri tai nguyén mang

5.1 Quan tri quyén truy xut tai nguyén: Shared va NTFS

5.2 Trién khai File Server v&i dich vu DFS
5.3 Bao mat dir liéu voi EFS
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5.4 Chia sé, phan quyén may in qua mang
Chwong 6. Chan doan va xir ly sw c0 mang

6.1 Cac nguyén tic chuin doan va xir Iy su cd
6.2 L&i phan clng
6.3 Lbi phan mém
6.4 Céc 168i vé IP
6.5 Ldi vé cac bo giao thirc
6.6 L&i vé Local Policy
16.Co s& vat chat phuc vu hoc tap
— Phong thuc hanh chuyén nganh Mang mdy tinh
— May tinh dugc cai dat hé diéu hanh may chu, két ndi Internet.
— Céc thiét bi mang: Switch, modem ADSL, router.
17. Hwéng din thue hién
— Dé cuong nay dugc ap dung cho sinh vién dai hoc chinh quy tir nam hoc 2017-
2018.
— Trong phan danh gia sinh vién, giang vién cin néu rd quy dinh vé danh gia hoc
phﬁn.
— Hoc phén duoc bb tri hoc trong 6 tuan, mdi tuan 5 tiét.
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 20
Trudéng Khoa T4 trudng Giang vién bién soan
PE CUONG HQC PHAN
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1. Tén hoc phan: HE PIEU HANH
2. M4 hoc phén:

3.S6 tin chi: 3(3,0,6)
4. Loai hoc phin: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong ngh¢ thong tin
7. Phén b6 thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét:

— Hoc phan trude:

— Hoc phan song hanh:
9. Chuin dau ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thikc:

Dat duoc mot hé théng kién thic dai cwong, co ban va phu hop voi nhitng quan

diém hién dai, bao gom:

+ Trinh bay va giai thich duoc cac khai niém co ban vé hé diéu hanh (HDH)

+ Phén tich duoc cdu tric, nguyén 1y hoat dong ciia mot sd thanh phan co ban
cua H¢ diéu hanh

— V@& Ki niing:

+ Str dung va van dung kién thirc dé quan-tri-co-ban mot s6 HDH thong dung

va khai thac cac dich vu cua HDH.
— Vé thai do:

+ Co6 hung tha hoc cong nghé thong tin, yéu thich va tim toi khoa hoc; tran
trong v6i nhitmg dong gop cua cong nghé thong tin cho su tién bd ciia xa hoi va dbi
V61 cong lao cua cac nha khoa hoc.

+ C6 thai 6 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip mon cong nghé thong tin, cling nhu trong viéc
ap dung céac hiéu biét da dat duoc.

+ C6 ¥ thirc van dung nhitng hiéu biét cong nghé thong tin vao trong cac khoa
hoc khéc, vao doi séng nham cai thién diéu kién sdng, hoc tap, ciing nhu giit gin bao
quan thiét bi, ¥ thtc tiét kiém.
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10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom céc ndi dung sau:
— Khai niém co ban vé cau trac va nguyén 1y hoat dong cua cac khdi chirc ning
trong hé diéu hanh.
— Tién trinh, céc thao tac trén tién trinh, cac giai thuat diéu phéi cho tién trinh, su
cong tac gitra cac tién trinh, tién trinh con (ludng.
— Cac giai thuat dinh thoi CPU.
— Dong bo hoa giira cac tién trinh.
— Tac nghén
— Quan ly bd nh¢ chinh.
— Quan ly hé thong tap tin.
11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luén theo yéu cau cia giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. S&ch, gido trinh chinh:
[1] ABRAHAM SILBERSCHATZ, PETER BAER GALVIN, GREG GAGNE,
OPERATING SYSTEM CONCEPTS, John Wiley & Sons, Inc., 2013.
[2] ANDREWS. TANENBAUM, HERBERTBOS, MODERN OPERATING
SYSTEMS, Pearson Education, Inc., 2015.
12.2. Tai liéu tham khao:
[1] William Stallings, Cryptography And Network Security Principles Andpractice,
Prentice Hall, 2006.
[2]. Andrew S. Tanenbaum, Albert S. Woodhull, Operating Systems Design and
Implementation, Prentice Hall, 2006.
[3] Lé Khic Nhién An, Hoang Kiém, Gido trinh Nhdp mén hé diéu hanh, Dai hoc
Khoa hoc Tu nhién, 2003.
13. Thang diém d4anh gia: 10/10
14. Panh gia hoc phin:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 30%
+ Piém kiém tra giira hoc phan: 0%
— Piém thi két thic hoc phan: 70%
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15.Ndi dung hoc phén:
15.1. Phén bd thoi gian cac chwong trong hoc phan:

T8 Phén bd thoi gian
ong .
s0 tiét (tiét hoac gio)
TT | Tén chuong ho
0¢ | Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 | Gi6i thiéu tong quan 18 6 0 0 0 12
2 | Tién trinh 18 6 0 0 0 12
3 | Tiéu trinh 9 3 0 0 0 6
4 | Pinh thoi CPU 18 6 0 0 0 | 12
5 | Pong bd hoa tién trinh 18 6 0 0 0 12
6 | Deadlock 18 6 0 0 0 12
7 | Quan Iy bé nhé 18 6 0 0 0 | 12
8 | Quan Iy hé théng tap tin 18 6 0 0 0 12
Tong 135 45 0 0 0 | 90

15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Tong quan
1.1. CAu triic hé thong may tinh
1.1.1. Phan cung
1.1.2. Phan mém
1.1.3. Phéan déo
1.2. Hg¢ diéu hanh
1.2.1. Khai niém
1.2.2. Muc ti€u
1.2.3. Céc thanh phan cua Hé diéu hanh
1.2.3.1.Quan ly c&c qué trinh trong hé thdng
1.2.3.2.Quan ly bo nhé chinh
1.2.3.3.Quan ly bo nhé phu
1.2.3.4.Quan ly tap tin
1.2.3.5.Quan ly cé4c hé théng 1/0
1.2.3.6. Hé théng bao vé
1.2.3.7. Hé thong co ché dong Iénh
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1.2.4. Chirc nang cta hé diéu hanh
1.3. Céc dich vu cia hé diéu hanh
1.4. Chu trac ctia h¢ diéu hanh
1.4.1. Céhu tric don gian
1.4.2. Cau trac phan 16p
1.4.3. Céu triic Microkernel
1.5. Lich sir phat trién ciia hé diéu hanh
1.5.1. Hé théng xtr Iy tuan ty
1.5.2. Hé théng xtr Iy b6
1.5.3. Multiprogram system
1.5.4. Time sharing system
1.5.5. Desktop system
1.5.6. Hé théng da xir Iy
1.5.7. Heé théng phan bd
1.5.8. Hé théng xtr Iy thoi gian thuc
Chuwong 2. Tién trinh
2.1. Khai niém vé tién trinh
2.1.1. Tién trinh
2.1.2. Cac trang thai cua tién trinh
2.1.3. Khdi diéu khién tién trinh
2.1.4. Cac bude xir Iy khi tao tién trinh
2.1.5. Céc thao tac trén tién trinh
2.1.6. MO hinh 7 trang thai ctia tién trinh
2.2. Dinh thoi cho tién trinh
2.2.1. Céc hang doi dinh thoi
2.2.2. B0 dinh thoi
2.2.3. Chuyén ngit canh
2.3. Céc thao tac trén tién trinh
2.3.1. Tao tién trinh
2.3.2. Két thic su thuc thi cia mét tién trinh
2.4. Sy cong tac giira cac tién trinh
2.4.1. Tién trinh trén linux
Chuwong 3. Tiéu trinh
3.1. Tong quan
3.2. Motivation
3.2.1. Uu diém cta tiéu trinh
3.2.2. Céc trang thai tac vu cua tiéu trinh
3.2.2.1.Céc trang thai cta tiéu trinh
3.2.2.2.Céc tac vu cta tiéu trinh
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3.3. Phan loai tiéu trinh
3.3.1. User threads
3.3.2. Kernel threads
3.4. MO hinh da tiéu trinh
3.4.1. M6 hinh many to one
3.4.2. M6 hinh one to one
3.4.3. M6 hinh many to many
3.4.4. Tiéu trinh trong linux
Chuong 4. Dinh thoi CPU
4.1. Cac khai niém co ban
4.1.1. Chu ky CPU burst — I/O burst
4.1.2. B0 dinh thoi CPU
4.1.2.1.Long term scheduler
4.1.2.2.Medium term scheduler
4.1.2.3.Short term scheduler
4.1.3. B¢ diéu van
4.1.4. Céac ché do dinh thoi
4.1.5. Muc tiéu dinh thot
4.2. Cac tiéu chuan dinh thoi
4.2.1. Dinh thoi theo hudng nguoi sir dung
4.2.2. DPinh hudng theo hudng hé thong
4.3. Cac giai thuat dinh thoi
4.3.1. First come first service.
4.3.2. Giai thuat SJFS
4.3.3. Giai thuat SRT
4.3.4. Giai thuat dinh thoi vu tién
4.1.1. Giai thuat Round robin
Chuwong 5. Pong bd héa
5.1. Gidi thiéu
5.1.1. Dt van dé
5.1.2. Race condition
5.1.3. Phén biét giira xtr Iy dong thoi va xur Iy song song
5.1.3.1.Xir Iy dong thoi
5.1.3.2.X1r 1y song song
5.2. Vung tranh chip
5.2.1. Khai niém
5.2.2. Cau trac cia tién trinh khi vao viing tranh chap
5.2.3. Céc rang budc cho ving tranh chap
5.2.4. Nguyén tic giai quyét tranh chap
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5.2.5. Cac phuong phap giai quyét tranh chip
5.2.6. Mot sd giai phap cho hai tién trinh
5.3. Giai phap cho nhiéu tién trinh
5.4. Doéng bo bang phan cing
5.4.1. Lénh test and set
5.4.2. Giai thuat swap
5.4.3. Giai thuat cai tién
5.5. Semaphores
5.6. St dung semaphore
5.7. Hién thyc semaphore
5.8. Ung dung semaphore
Chuong 6. Deadlock
7.1. M5 hinh hé théng
7.2. Pic diém deadlock
6.2.1. Céac diéu kién can thiét d¢ ton tai deadlock
6.2.2. D4 thi cap phat tai nguyén
6.3. Cac phuong phép giai quyét deadlock
6.4. Ngan chan deadlock
6.4.1. Loai trir twong hd
6.4.2. Gilrvadoi
6.4.3. Khéng dinh quyén wu tién
6.4.4. Doivong
6.5. Tranh deadlock
6.5.1. Trang thai an toan
6.5.2. Giai thuat RAG
6.5.3. Giai thuat Banker
6.5.3.1. Giai thuat kiém tra trang thai an toan
6.5.3.2.  Giai thuat cip phat tai nguyén
6.5.3.3. Vi du minh hoa
6.6. Ngan chan deadlock
6.6.1. Hé thong chi c6 mot thuc thé cua mdi kiéu tai nguyén
6.6.2. Hé thdng c6 nhiéu thyuc thé cua kiéu tai nguyén
6.6.2.1. Giai thuat do tim deadlock
6.6.2.2. Vi du minh hoa cho giai thuat trén
6.7. Khoi phuc tir deadlock
6.7.1. Két thuc tién trinh
6.7.2. Chiém lai tai nguyén
Chwong 7. Quan ly by nh¢
7.1. Cac khai niém co ban
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7.1.1. Co ban vé phan cling
7.1.2. Van d¢ tai dinh vi
7.1.3. Kétndi bd nho
7.1.4. Dia chi vat Iy va dia chi luan ly
7.1.5. Nap dong
7.1.6. Lién két dong
7.1.7. Overlay
7.2. Swapping
7.3. Cap phat cac ving nhé ké nhau
7.3.1. Bao vé b0 nhd
7.3.2. Cap phat bo nhé
7.3.3. Van dé phan manh
7.4. Phan trang
7.4.1. Phuong phap co ban
7.4.2. Baové
7.4.3. Chia sé cac trang nho
Chuwong 8. Hé thong tap tin
8.1. Gidi thi¢u
8.2. Khai ni€ém tap tin
8.2.1. Thudc tinh tap tin
8.2.2. Thao téac tép tin
8.2.3. Kiéu tap tin
8.2.4. Céu tric tap tin
8.3. Cac phuong phép truy xut
8.3.1. Truy xuat tuan tr
8.3.2. Truy xuét truc tiép
8.3.3. CA4c phuong phap truy xuit khac
8.4. Cau trac thu muc
8.4.1. Cau trac thu muc dang don cip
8.4.2. Céu trac thu muc dang 2 cip
8.4.3. Céu trac thu muc dang cay
8.4.4. Céu trac thu muc dang dd thi khong chira chu trinh
8.4.5. Céu tric thu muc dang tong quat
8.5. Gin hé thong tap tin
8.6. Chia sé tap tin
8.6.1. Nhiéu ngudi ding
8.6.2. He thong tap tin tir xa
8.7. Baové
8.7.1. Cac kiéu truy xuat
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8.7.2. Kiém soat truy xuét
8.7.3. Céc kiéu bao vé khéc
8.8. Ciu trtc hé théng tap tin
8.9. Cai dat hé théng tap tin
8.9.1. Téng quan
8.9.2. H¢ thong tap tin 4o
8.10. Cai dat thu muc
8.10.1. Danh sach tuyén tinh
8.10.2. Bang bam
8.11. Cac phuong phép cip phat
8.11.1. Cap phat ké
8.11.2. Cép phat lién két
8.11.3. Cép phat 1ap chi muc
8.11.4. Nang luc
8.12. Quan ly khong gian trong
8.12.1. Bit vector
8.12.2. Danh sach by dém
8.12.3. Nhom
8.12.4. Lién két

16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muyc cac chuyén dé va bai tap lon.

17.Hwéng din thye hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir

nam hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phﬁn, diéu kién dé duoc du thi két thuc hoc phﬁn.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15

18. Phé duyét
Ngay thang nam 2017
Trudéng Khoa

Ngay thang
To truong
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PE CUONG HQC PHAN

1. Tén hoc phan: QUAN TRI MANG VA HE THONG
2.Mai hoc phan:
3.S6 tin chi: 2(2,0,4)
4. Loai hoc phén: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét:
— Hoc phan trude:
— Hoc phan song hanh:
9. Chuin diu ra cia hoc phén:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thirc:
bat dugc mot hé théng kién thuc dai cuong, co ban va phu hop vdi nhitng quan
diém hién dai, bao gém:
+ Téng quan.
+ Quan trj hé théng mang cho doanh nghiép vira va nho.
+ Lam chu cac hé théng mang may tinh cuc bd & cac trudng hoc, cac cong ty,
xi nghiép vira va nho.

— V& ki ning:
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+ Van dung kién thuc c6 duge dé st dung, khai thac va bao tri hé théng mang

may tinh trén hai mé hinh workgroup va domain mot cach hi¢u qua.
— Veé thai dé:

+ Co6 hung tha hoc moén hoc, yéu thich va tim toi khoa hoc; tran trong voi
nhitng dong gop ciia mon hoc cho su tién bd cua xa hoi va ddi voi cong lao cia cac
nha khoa hoc.

+ C6 thai 6 khach quan, trung thuc; ¢6 tac phong ti mi, cn than, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp mén hoc, cling nhu trong viée ap dung céac hiéu
biét da dat duoc.

+ Co6 y thirc van dung nhitng hiéu biét moén hoc véo trong cac khoa hoc khac,
vao doi sdng nham cai thién diéu kién séng, hoc tip, ciing nhu giir gin bao quan thiét
bi, ¥ thic tiét kiém.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gdm céc ndi dung sau:

— Céac thanh phan hé thong.

— Quan ly may chu.

— Quan ly nguoi dung.

— Cac md hinh quan tri mang va hé thong

— Céu hinh va duy tri hé thong.

— Chan doan va khéc phuc su cd hé théng.

— Cac dich vu tng dung.

— Cac dich vu mang.

— Nguyén 1y bio méat hé théng.

— Phan tich quén tri hé théng.
11. Nhiém vu cua sinh vién:

— Tham dy gio hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cla giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] Mark Burgess, Principles of Network and System Administration, John Wiley &

Sons Ltd, 2000.

[2] Evi Nemeth, Garth Snyder, Trent R. Hein, Ben Whaley, UNIX AND LINUX
SYSTEM ADMINISTRATION HANDBOOK, Pearson Education, Inc., 2011.
12.2. Tai liéu tham khao:
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[3] Thomas A. Limoncelli, Strata R. Chalup, Christina J. Hogan, The Practice of

Cloud System Administration, Thomas A. Limoncelli, Virtual. NET Inc., 2015.

[4] Thomas A. Limoncelli, Strata R. Chalup, Christina J. Hogan, The Practice of

System and Network Administration, Christine Hogan, Thomas A. Limoncelli,

Virtual. NET Inc., and Lumeta Corporation, 2007.

13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Dénh gi4 qua trinh:

+ Diém thai do hoc tap: 0%

+ Diém ticu luan: 30%

+ Piém kiém tra giita hoc phan: 0%
— Piém thi két thic hoc phan: 70%

15.Noi dung hoc phan:

15.1. Phén bd thoi gian ciac chwong trong hoc phan:

Tong
s0 tiet

Phin b6 thoi gian
(tiét hoic giv)

TT | Tén chuong hodic - . )
. Ly Bai | Thao | TN/ | Tw
819 | thuyét | tap | luén | TH | hoc
1 | Gidi thiéu 6 2 0 0 0 4
2 | Cac thanh phan hé théng 12 4 0 0 0 8
3 | Quan tri may chu 12 4 0 0 0 8
4 | Quan tri nguoi dung 12 4 0 0 0 8
5 ?ﬁgnl;inh quan tri mang va hé 12 4 0 0 0 8
6 | Cau hinh va duy tri hé thong 12 4 0 0 0 8
7 | Cac dich vu mtc ung dung 12 4 0 0 0 8
8 | Céc dich vu mlrc mang 12 4 0 0 0 8
Tong 90 30 0 0 0 | 60
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15.2. P& cwong chi tiét ciia hoc phén:
Chuong 1. Giéi thi¢u

1.1. Céc khai niém vé quan tri mang va hé théng
1.2. Ap dung cong nghé vao mdi trudong quan tri
1.3. Vai tro ciia quan tri vién trong hé thong
1.4. Cac van dé dao dirc lién quan

1.5. Céc chién lugc quan tri

1.6. Cac nguyén ly quan tri

Chuwong 2. Cac thanh phan hé thong

2.1. Hé thong 13 gi

2.2. Phan cing

2.3. H¢ diéu hanh

2.4. Hé thdng tap tin

2.5. Piéu khién cac tién trinh va cong viéc
2.6. Mang

2.7. Mang IPv4

2.8. Mang IPv6

Chuwong 3. Quan tri may chu

3.1. Tong quan

3.2. Cac thanh phan vat 1y cia phong may chi
3.3. Khdi dong va tat may

3.4. Cau hinh cic may tram

3.5. Cai dat mot dia Unix

3.6. Cai dit hé diéu hanh

3.7. Cai dat phan mém

3.8. Tuy chinh nhan hé diéu hanh

Chwong 4. Quan tri ngwoi dung

4.1. Thiét 1ap nguoi dung

4.2. Chinh séch tai khoan

4.3. Moi truong dang nhap

4.4. Cac dich vu hd tro

4.5. Biéu khién tai nguyén ngudi ding

4.6. Cac dich vu ngudi dung truc tuyén
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Chuwong 5. M6 hinh quin tri mang va hé thong
5.1. Mo hinh thong tin va dich vu thu muc
5.2. Kién trac hé théng
5.3. Mo hinh quan tri mang
5.4. Cong nghé quan ly mang
5.5. Tao co sé ha tang
5.6. Ty dong hoa chinh sach va cau hinh
Chuwong 6. CAu hinh va duy tri hé théng
6.1. Chinh sach c4u hinh hé thong
6.2. Thay d6i cach quan ly
6. 3. Ngon ngir khai bao
6.4. Cu hinh c4c chinh séch
6.5. Tu dong héa viée ciu hinh
6.6. Bao tri may chu du phong
6.7. Cac cong cu SNMP
6.8. Cong cu Cfengine
6.9. Quan 1y cau hinh co s¢ dit liéu
Chuong 7. Cac dich vu mirc irng dung
7.1. Proxy va céac tram
7.2. Cai dat dich vu
7.3. Thiét lap dich vu DNS
7.4. Thiét 1ap dich vu WWW
7.5. Céu hinh E-mail
7.6. Dich vu thu muc OpenLDAP
7.7. NFS
7.8. Samba
7.9. Dich vu in
Chuong 8. Cac dich vu mirc mang
8.1. Internet
8.2. Céc khai niém lién quan
8.3. Cac cong nghé truyén tai mang
8.4. Cac cong nghé két nbi mang
8.5. Pinh tuyén va chuyén tiép
8.6. MPLS
8.7. Chét lugng dich vu
16.Co s vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
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17.Hwéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thic hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thr 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa TO trudng Giang vién bién soan
PE CUONG HQC PHAN
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1. Tén hoc phén: THUC HANH QUAN TRI MANG VA HE THONG
2.Mai hoc phan:

3.S6 tin chi: 1(0,1,2)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tap hoc phin:

— Hoc phan tién quyét:

— Hoc phan trude:

— Hoc phan song hanh:
9. Chuin diu ra cia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thirc:

bat dugc mot hé théng kién thuc dai cuong, co ban va phu hop vdi nhitng quan

diém hién dai, bao gém:

+ Téng quan.

+ Quan tri hé théng mang cho doanh nghi¢p vira va nho.

+ Lam chu cac hé théng mang may tinh cuc bo & cac trudng hoc, cic cong ty,
xi nghiép vura va nho.

— V& ki ning:

+ Van dung kién thirc ¢6 duge dé su dung, khai thac va bao tri hé théng mang

may tinh trén hai mo6 hinh workgroup va domain mot cach hi¢u qua.
— V& thai d¢:

+ Co6 hung tha hoc moén hoc, yéu thich va tim toi khoa hoc; tran trong voi
nhirg déng gdp ciia mén hoc cho sy tién bo ciia xa hoi va dbi véi cong lao cua cac
nha khoa hoc.

+ C6 thai d6 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mén hoc, ciing nhu trong viée ap dung cac hiéu
biét da dat duoc.

+ C6 ¥ thirc van dung nhitng hiéu biét mén hoc vao trong cac khoa hoc khac,
vao doi séng nham cai thién diéu kién séng, hoc tip, ciing nhu giir gin bao quan thiét
bi, ¥ thuec tiét kiém.
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10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:
— Quan ly may chu.
— Quan ly nguoi dung.
— Cac md hinh quan tri mang va hé thong
— CAu hinh va duy tri hé théng.
— Chéan doéan va khéc phuc su cd hé théng.
— Céc dich vu ing dung.
— Céc dich vu mang.
— Nguyén Iy bao mat h¢ thong.
— Phan tich quan tri h¢ théng.
11. Nhiém vu cta sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu cdu ciia giang vién.
— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] Thomas A. Limoncelli, Strata R. Chalup, Christina J. Hogan, The Practice of
System and Network Administration, Christine Hogan, Thomas A. Limoncelli,
Virtual.NET Inc., and Lumeta Corporation, 2007.

[2] Mark Burgess, Principles of Network and System Administration, John Wiley &
Sons Ltd, 2000.

12.2. Tai liéu tham khao:

[1] Thomas A. Limoncelli, Strata R. Chalup, Christina J. Hogan, The Practice of
Cloud System Administration, Thomas A. Limoncelli, Virtual.NET Inc., 2015.

[2]. Evi Nemeth, Garth Snyder, Trent R. Hein, Ben Whaley, UNIX AND LINUX
SYSTEM ADMINISTRATION HANDBOOK, Pearson Education, Inc., 2011.
13.Thang diém danh gia: 10/10
14. Panh gia hoc phén:

— Pénh gid qua trinh:
+ Piém thai do hoc tap: 0%
+ Piém tiéu luan: 30%
+ Piém kiém tra giita hoc phan: 0%
— Piém thi két thiic hoc phan: 70%
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phan:
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Tong
so tiet

Phén bé thoi gian
(tiét hodc gid)

TT | Tén chwong hoi

02¢ | Ly | Bai | Thao | TN/ | Ty

819 | thuyét | tap | luén | TH | hoc

1 | Thuc hanh quan tri may chu 18 0 0 0 6 12
2 | Thuc hanh quan tri nguoi dung 18 0 0 0 6 12
3 Thyc hanh cac dich vy murc g 27 0 0 0 9 18

dung

4 | Thuc hanh cac dich vu mirc mang 27 0 0 0 9 18
Tong 90 0 0 0 30 60

15.2. Pé cwong chi tiét ciia hoc phan:

Chwong 1. Thuc hanh quan tri may chu

1.1. Khoi dong va tit may

1.2. Cau hinh cac may tram

1.3. Cai dat mot dia Unix

1.4. Cai dat hé diéu hanh

1.5. Cai dat phan mém

1.6. Tuy chinh nhan hé diéu hanh
Chuong 2. Thyuc hanh quéan tri nguwoi dung
2.1. Thiét 1ap ngudi dung

2.2. Chinh séch tai khoan

2.3. Moéi truong dang nhap

2.4. Cac dich vu hd trg

2.5. Piéu khién tai nguyén nguoi dung

2.6. Céac dich vu ngudi dung truc tuyén
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Chwong 3. Thuc hanh cac dich vu mirc ing dung
3.1. Proxy va cac tram
3.2. Cai dat dich vu
3.3. Thiét lap dich vu DNS
3.4. Thiét lap dich vu WWW
3.5. Céu hinh E-mail
3.6. Dich vu thu myuc OpenLDAP
3.7. NFS
3.8. Samba
3.9. Dich vu in
Chuwong 4. Thuc hanh cac dich vu mirc mang
4.1. Cac cong nghé truyén tai mang
4.2. Cac cong nghé két ndi mang
4.3. Pinh tuyén va chuyén tiép
4.4. MPLS
16.Co sé vat chat phuc vu hoc tip

Phong thuc hanh vé6i hé théng may vi tinh ndi mang, may diéu hoa du mat dé phuc
vu cho sinh vién.
17.Huwéng din thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan: Tuén thir 9
+ Thi cubi hoc phan: Sau tuan thi 15

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang ndam 2017
Truong Khoa To trudng Giang vién bién soan
PE CUONG HQC PHAN
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1. Tén hoc phén: KY THUAT LAP TRINH
2.Mai hoc phan:

3.S6 tin chi: 2(2,0,4)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day:
7. Phén bd thoi gian:

— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong c6

— Hoc phan trude: 01200072 — Ngon ngir 1ap trinh

— Hoc phan song hanh: 01201004 — Thuc hanh K§ thuat 1ap trinh
9. Chuin diu ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& kién thikc:

bat duoc mot hé théng kién thirc k¥ thuat 1ap trinh can ban va nang cao bao

gom:

+ Céc k¥ thuat co ban trong phong cach lap trinh.

+ D¢ phuc tap cua giai thuat.

+ K thuat xir Iy mang 1 chiéu, mang 2 chiéu.

+ K¥ thuat 1ap trinh d¢ quy.

+ K§ thuat xtr Iy chudi.

+ Thiét ké thuat toan dua trén céc ky thuat 1ap trinh: chia dé tri, tham lam,
nhanh can, quy hoach dong.

— V& ki ning:

+ Hinh thanh k§ nang viét chuong trinh theo nhimg chuan qui dinh trong
phong céch lap trinh.

+ Phan tich va danh gia do phuc tap thuat toan.

+ Phén tich, tong hop va giai cac bai toan bang nhimg k¥ thuit co ban trong lap
trinh: xtr Iy mang, k¥ thuat dé quy, k¥ thuat chia dé tri, tham lam, nhanh can va quy
hoach dong.

+ Xay dung va phat trién tu duy 1ap trinh.

— Vé thai d:
+ Co6 himg tht va yéu thich hoc 1ap trinh, .
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+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp mon ki thuat 1ap trinh, cling nhu trong viéc ap
dung cac hiéu biét da dat duoc.

+ C6 y thie van dung nhiing hiéu biét dé giai quyét cho cac bai toan lap trinh
sau nay.

10. MO ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:

Kién thirc vé lap trinh logic, phong cach lap trinh.

Danh gia do phurc tap cta giai thuat.

— Kién thuc lap trinh trén cac ngdn ngit bac cao nhu C++, C#, Java.

— K ning viét cac chuong trinh, cic thuat toan trén may tinh.

— K¥ nang phan tich va xay dung cac thuat toan.

— Ky niang van dung cac thuat todn dé viét chuong trinh bang cac ky thuat xir ly
mang, xt 1y chudi, d¢ quy, k¥ thuét chia dé tri, tham lam, nhanh cén va qui
hoach dong.

11. Nhiém vu ciia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luin theo yéu ciu cua giang vién.

— Du thi cubi hoc phﬁn.

12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Nguyén Thi Bich Ngan, Duong Thi Mong Thuy, Gido trinh Ky Thudt ldp trinh,
Trudong Pai hoc Cong nghiép Thuc pham Tp. HO6 Chi Minh (Luu hanh ni bg), 2013.
[2] Tran DPtc Huyén, Nhitng badi todn trong Tin hoc, NXB Gido Duc, 2009.
12.2. Tai liéu tham khao:
[1] Robert Sedgewick. Algorithms. Ban dich tiéng Viét, Nha xuat ban Khoa hoc va
K¥ thuat, 1994.
[2] Nguyén Xuan Huy, Sdng tao trong thudt toan va ldp trinh, Ti sach tri thire Duy
Tan, 2009
[3] Tran Hoang Tho, Gido trinh K¥ thuat 1ap trinh nang cao, Pai Hoc Pa Lat, 2002
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tieu luan: 30%
— Piém thi két thiic hoc phan: 70% (tw luan, chuong 1-5)
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15.Ndi dung hoc phén:
15.1. Phén bd thoi gian cac chwong trong hoc phan:

T8 Phén bd thoi gian
ong ,
s0 tiét (tiet hodc gio)
TT | Tén chuong ho
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 | Tong quan k¥ thuat 1ap trinh 6 1 1 0 0 4
2 | K¥ thuat xtr Iy mang 12 2 2 0 0 8
3 | K§ thuat dé quy 24 6 2 0 0 | 16
4 | K§ thuat xtr Iy chudi 12 3 1 0 0 8
5 | Thiét ké thuat toan 36 8 4 0 0 24
Téong 90 20 10 0 0 | 60

15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Tong quan K§ thuét 1ap trinh
1.1. Téng quan vé k¥ thuat 1ap trinh
1.1.1. Phong céch lap trinh
1.1.2. Mot s6 ky thuat va phong cach lap trinh cin ban
1.2. Phan tich danh gié giai thuat
1.2.1. Sy can thiét ctia phan tich giai thuat
1.2.2. Thoi gian thuc hién cua chuong trinh.
1.2.3. Ty suét ting va d6 phirc tap cua thuat toan.
1.2.4. Céch tinh do phtrc tap thuéat toan.
Chuong 2: Ky thuat xir ly mang
2.1. K§ thuat xtr Iy mang mot chiéu
2.1.1. Thuat toén lap tong quat
2.1.2. Thuit toén tinh tong, tich va thuat toan dém
2.1.3. Thuat toan tim kiém phan ti, tim max, tim min
2.1.4. Thuat toan sip xép
2.2. K¥ thuét xtr 1y mang 2 chiéu
2.2.1. Duyét mang 2 chiéu (ma tran)
2.2.2. C4c thuat toan co ban xir ly mang 2 chiéu
2.2.3. Mot s6 khai niém va xir ly trén ma tran vudng
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2.2.4. Mot sb bai toan dic biét trén ma tran 2 chiéu
Chuong 3: Ky thuat dé quy
3.1. Khai niém
3.2. Céc dang dé quy
3.2.1. Bé quy tuyén tinh (Linear Recursion)
3.2.2. B¢ quy dudi (Tail Recursion)
3.2.3. B¢ quy nhi phén (Binary Recursion)
3.2.4. B¢ quy mii (Exponential Recursion)
3.2.5. B¢ quy I6ng (Nested Recursion)
3.2.6. B¢ quy hd tuong (Mutual Recursion)
3.3. Cac budc tim giai thuat dé quy cho mot bai toan
3.3.1. Thong s6 hda bai toan
3.3.2. Tim cac truong hop co sé
3.3.3. Phan r4 bai toan tong quat theo phuong thirc dé quy
3.4. Mot s6 bai toan dé quy thdng dung
3.4.1. Bai toan tim tat ca cac hoéan vi cia mot ddy phan tu
3.4.2. Bai toan sip xép mang bang phuong phap tron — Merge Sort
3.4.3. Bai toan chia thudng
3.4.4. Bai toan thap Ha Noi
3.5. Khtr ¢ quy
3.5.1. Khir dé quy bang vong lap
3.5.2. Khir dé quy dung stack
Chuong 4. Xir Iy chubi
4.1. Mot sb khai niém
4.1.1. Chudi ky tu
4.1.2. Chudi con
4.2. Cac thuat toan tim kiém chudi
4.2.1. Thuat toan Brute — Force
4.2.2. Thuat toan Knuth — Morris — Pratt
4.2.3. Thuat toan Boyer — Moore
Chuwong 5: Thiét ké thuit toan
5.1. K§ thuat chia dé tri
5.1.1. Khai niém
5.1.2. Mot s6 bai toan minh hoa
5.2. KJ thuat tham lam
5.2.1. Gii thiéu bai toan tbi uu t6 hop
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5.2.2. Noi dung k¥ thuat tham lam
5.2.3. Mot s6 bai toan minh hoa
5.3. K¥ thuat nhanh can
5.3.1. Khai niém
5.3.2. Bai toan minh hoa
5.4. K¥ thuat qui hoach dong
5.4.1. Gigithiéu
5.4.2. Mot s6 bai toan minh hoa
16.Co sé vat chat phuc vu hoc tap

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muc céc chuyén dé va bai tap lon.
17.Huéng din thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Thuc hién tiéu luan, kiém tra qué trinh: Tuén tht 14
+ Thi cudi hoc phan: Sau tuan thir 15

18. Phé duyét

Ngay thang nam 2017 Ngay thé}ng nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
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PE CUONG HOC PHAN

1. Tén hoc phin: THUC HANH KY THUAT LAP TRINH
2.Mai hoc phin:

3.S6 tin chi: 1(0,1,2)

4.Loai hoc phan: Tu chon

5. Poi twong hoc: Sinh vién dai hoc chinh quy.

6. Gidng vién giang day:
7. Phén bd thoi gian:

— Hoc trén lop: 30 tiét
— Tu hoc: 30 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
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8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong c6

— Hoc phan trudce: 01201073 — Thyc hanh ngdn ngir lap trinh,

— Hoc phan song hanh: 01200003 —K§ thuat lap trinh

9. Chuan dau ra ciia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Thuyc hanh 13p trinh cac k§ thuat xir 1y co ban mang, chudi, dé quy va mot sé k¥
thuat nang cao: chia dé tri, tham lam, nhanh can va qui hoach dong trén cac
ngon ngilr bac cao.

— Thuyc hanh viét chuong trinh gidi cac bai todn c¢6 van dung cac thuat toan, ky
thuat xtr Iy co ban, nang cao.

— Cai dat céac thuat toan van dung chia dé tri, tham lam nhéanh cén va qui hoach
dong.

— Ung dung cac thuat toan dé viét chuong trinh nhu dém, phan viéc tbi uu, ...

— Hinh thanh phong céch 1ap trinh khoa hoc, t6i vu.

— Tac phong thuc hanh khoa hoc: can cu, kién nhan va trung thyc.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan ndy gom céc ndi dung sau:

— Thuyc hanh 14p trinh trén cac ngdn ngir bac cao nhu C++, C#...

— Thyc hanh k¥ ning viét cac chuong trinh, cac thudt toan trén may tinh.

— Thuyc hanh k§ nang phan tich va viét duge cac thuat toan van dung céc k¥ thuat
xtr Iy co ban mang, chudi, dé quy va mot s6 k¥ thuat ning cao: chia dé tri, tham
lam, nhénh can va qui hoach dong.

— Viét chuong trinh nhu dém, phén viéc tbi wu, bai toan ba 19, chia thuéng ...

11. Nhiém vu cua sinh vién:
— Sinh vién phai chuan bi Iy thuyét ciia bai thuc hanh méi duoc du 16p.
— Du 16p day du 100%.
— Lam day du cac bai thi nghiém va cac bai bao cdo thi nghiém.
12.Tai liéu hoc tap:
12.1. S&ch, gido trinh chinh:

[1] Nguyén Thi Bich Ngan, Bai giang TH Ky Thudt ldp trinh, Truong Dai hoc
Cong nghiép Thyuc pham Tp. H6 Chi Minh (Luu hanh ndi bd), 2013.

[2] Tran Puc Huyén, Nhitng bai todn trong Tin hoc, NXB Giao Duyc, 2009.
12.2. Tai liéu tham khao:

[1] Robert Sedgewick. Algorithms. Ban dich tiéng Viét, Nha xuat ban Khoa hoc va
K¥ thuat, 1994.
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[2] Nguyén Xuan Huy, Sdng tao trong thudt todn va Idp trinh, Tt sach tri thirc Duy

Tan, 2009
[3] Tran Hoang Tho, Giéo trinh Ky thuat 1ap trinh nang cao, Pai Hoc Pa Lat, 2002
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
Diém hoc phan 1a trung binh cong diém cac bai thuc hanh.
15.Ndi dung hoc phan:
15.1. Phén bd thoi gian ciac chwong (bai) trong hoc phan:

Té Phin bd thoi gian
08 (tiét hoiic gid)
o0 tiet 1€t hoac g1
TT | Tén chwong sl(: }e
0¢ | Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 | Thuc hanh K¥ thuat xtr Iy mang 18 0 0 0 6 12
2 | Thuc hanh K¥ thuat ¢ quy 24 0 0 0 8 16
3 | Thyc hanh K¥ thuat xt Iy chudi 12 0 0 0 4 8
4 | Thyc hanh Thiét ké thuat toan 72 0 0 0 12 | 24
Tong 90 0 0 0 30 | 60

15.2. Pé cwong chi tiét ciia hoc phén:
Bai 1. K¥ thuit xir ly mang

1.1. K¥ thuét xtr Iy mang mot chiéu

1.1.1. Thuat toan lap téng quét

1.1.2. Thuat toan tinh tong, tich va thuat toan dém
1.1.3. Thuat toan tim kiém phan ttr, tim max, tim min
1.1.4. Thuit toan sap xép

1.2. K¥ thuét xtr Iy mang 2 chiéu

1.2.1. Duyét mang 2 chiéu (ma tran)

1.2.2. Cac thuat toan co ban xir Iy mang 2 chiéu
1.2.3. Mot s6 khai niém va xa ly trén ma tran vudng
1.2.4. Mot sb bai toan dac biét trén ma tran 2 chiéu
Bai 2. Ky thuat dé quy

2.1. Céc dang dé quy

2.1.1. Pé quy tuyén tinh (Linear Recursion)

2.1.2. B¢ quy dudi (Tail Recursion)

2.1.3. B¢ quy nhi phan (Binary Recursion)
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2.1.4. B¢ quy mii (Exponential Recursion)
2.1.5. B¢ quy 16ng (Nested Recursion)
2.1.6. Pé quy hd twong (Mutual Recursion)
2.2. Mot s bai toan dé quy théng dung

2.2.1. Bai toan tim tt ca cac hoan vi ciia mot ddy phan tir

2.2.2. Bai toan sap xép mang bang phuwong phap tron — Merge Sort

2.2.3. Bai toan chia thuong

2.2.4. Bai toan thap Ha Noi
2.3. Khtr ¢ quy

2.3.1. Khir dé quy bang vong lap
2.3.2. Khir d@é quy dung stack

Bai 3. Xir ly chudi
3.1. Mot s6 khai niém

3.1.1. Chudi ky tu

3.1.2. Chudi con
3.2. Céc thut toan tim kiém chudi

3.2.1. Thuat toan Brute — Force

3.2.2. Thuat toan Knuth — Morris — Pratt

3.2.3. Thuat toan Boyer — Moore
Bai 4. Thiét ké thuét toan
4.1. Ky thuat chia dé tri
4.1.1. Bai toan tim kiém nhi phan
4.1.2. Bai toan sip xép theo giai thuat Merge Sort
4.1.3. Bai toan nhan cé4c s nguyén 16n
4.2. Ky thuat tham lam

4.2.1. Bai todn di duong cia nguoi giao hang

4.2.2. Bai toan cai ba 16
5.4. Ky thuat qui hoach dong
5.4.1. Bai toan tinh s to hop
5.4.2. Bai toan ba 16 giai theo quy hoach dong
16.Co sé vat chat phuc vu hoc tip

Phong thi thuc hanh may tinh v&i diy di may tinh da cai phan mém Microosft
Visual Studio 2010, NetOfSchool, bang tréng, but 16ng phuc vu cho céc bai thyc hanh.
17.Hwéng din thye hién
— Dé cuong nay duoc ap dung cho sinh vién dai hoc chinh quy nganh An toan

thong tin tr ndm hoc 2017-2018.
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— Hoc phﬁn duoc bd tri hoc trong 10 tuan, mdi tudn 3 tiét, sau khi da hoc mén
01200003 (K¥ thuat 1ap trinh) 4 tuan.
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa T trudng Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phan: LY THUYET BO THI
2.Mai hoc phan:
3. S0 tin chi: 2(2,0,4)
4. Loai hoc phén: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giing day:
7. Phén bd thoi gian:

— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trudc: khong
— Hoc phan song hanh: khong
9. Chuin dau ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thirc:
+ Phat biéu va phan biét dugc dd thi c6 hudng, vo hudng, don d6 thi, da dd
thi, bac cua dinh, duong di, chu trinh, ddi chu trinh, tinh lién théng.
+ Tao dugc cac dang biéu dién dd thi trén may tinh: ma tran ké, ma tran

trong s0, ma tran lién két, danh sach canh, danh sach ké.
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+ Néu duogc khai niém cdy khung, cdy khung ngin nhét; trinh bay va thuc
hién duoc thuat toan DFS, BFS, Kruskal, Prim.

+ Néu duoc khai niém duong di Euler, dudong di Hamilton, duong di ngan
nhat, cac thudt toan tim duong di ngin nhat: Ford-Bellman, Dijkstra, Floyd
va cho vi du minh hoa.

+ Mot sé tng dung.

— V& Ki niing:

+ Giai dugc cac bai toan vé cdy khung, cay khung nho nhat, thuat toan DFS,
BFS, Kruskal, Prim.

+ Giai dugc cac bai toan duong di Euler, duong di Hamilton, duong di ngan
nhit, cic thuat toan tim duong di ngin nhéat: Ford-Bellman, Dijkstra,
Floyd.

+ Van dung dugc cac thuat toan trén vao mot s6 cac bai toan thuc té.

— Veé thai d¢:

+ C6 himg tha hoc tap va phat trién niém dam mé nghién ctru.

+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va

c6 tinh than hop tac lam viéc cung nhau, ciing nhu trong viéc 4p dung cac hiéu biét da

dat duoc.

+ C6 y thuc van dung nhiing hi€u biét vao doi song nham cai thién diéu kién

séng, hoc téap..

10. MO ta vin tit ndi dung hoc phan:

Hoc phan nay bao gom cac ndi dung sau:

— D0 thi c6 hudng, vo hudng, don do thi, da do thi, bac ciia dinh, duong di, chu

trinh, ddi chu trinh, tinh lién thong.

— Biéu dién do thi trén may tinh: ma tran ké, ma trdn trong s, ma tran lién két,

danh sach canh, danh sach ké.
— Cay khung, cdy khung ngin nhat, thuat toan DFS, BFS, Kruskal, Prim.
— Puong di Euler, duong di Hamilton, duong di ngan nhét, cac thuat toan tim

duong di ngan nhat: Ford-Bellman, Dijkstra, Floyd.

— Mot s tung dung.

11. Nhiém vu cua sinh vién:

— Tham dy gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cia giang vién.
— Thi két thac hoc phan.

12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:
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[1] Nguyén Vian L&, Bdi gidng Ly thuyét dé thi Trudong Pai hoc Cong nghiép Thuc

pham Tp. H6 Chi Minh.

[2] Nguyén Cam, Chu Dirc Chinh, Ly thuyét do thi, NXB tré, 1998.

12.2. Tai liéu tham khdo:

[1] Trwong M¥y Dung, Gido trinh Ly thuyét dé thi, Nha xuat ban tong hop Tp.

HCM, 2005

[2] Kenneth H.Rosen, Todn roi rac - Ung dung trong tin hoc, NXB Khoa hoc k§

thuat, 1997.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Pénh gid qua trinh:
+ Piém thai do hoc tap: 10%
+ Diém tiéu luan: 20%
— Diém thi két thiic hoc phan: 70% (Tu luén)
15.Noi dung hoc phan:
15.1. Phan bd thoi gian cac chwong trong hoc phan:

Té Phin bd thoi gian
ong .
s6 tiét (tiet hodc gio)
TT | Tén chwong hos
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | ludn | TH | hoc
1 | Céc khai niém co ban vé d6 thi 18 4 1 1 0 12
2 | Cac bai toan vé chu trinh 12 3 1 0 0 8
3 | Do thi phang va bai toan t6 mau 12 3 1 0 0 8
4 | Cay 18 4 1 1 0 12
5 | Cac bai toan vé duong di 18 4 1 1 0 12
6 | Mot sd ung dung 12 3 0 1 0 8
Tong 920 21 5 4 0 | 60

15.2. Pé cwong chi tiét ciia hoc phén:
Chuwong 1. Pai cwong vé do thi
1.1. Cac khai niém co ban
1.2. Dinh nghia d6 thi
1.2.1. D0 thi c6 hudng
1.2.2. B4 thi vo hudng
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1.2.3. Pon db thi
1.2.4. Da db thi
1.3 Cac khai niém lién quan dén canh (cung) va dinh
1.4 Biéu dién d6 thi
1.4.1 Biéu dién bang cach sir dung cac bang
1.4.2 Ma tran ké
1.4.3 Ma tran lién két
1.4.4 Biéu dién bang con tro
1.5 Mot s6 dang do thi dic biét.
1.6 Tinh lién thong cua do thi
1.6.1 Day chuyén — Chu trinh
1.6.2 Buong di — Mach
1.6.3 Tinh lién thdng
1.6.4 Lién thong manh
1.7 Cac thuat toan duyét do thi
1.7.1 Duyét theo chiéu sau
1.7.2 Duyét theo chiéu rong
1.8 Cac thanh phan lién thong
Chuwong 2. Cac bai toan vé chu trinh
2.1 Euler va bai todn 7 cau
2.1.1 Chu trinh Euler
2.1.2 Dinh nghia
2.1.3 Céac dinh ly
2.1.4 Thuat toan tim chu trinh Euler
2.2 Chu trinh Hamilton
2.2.1 Dinh nghia
2.2.2 Céac dinh ly
2.2.3 Qui tic tim chu trinh Hamilton
Chuwong 3: Do thi phiang va bai toin t6 mau
3.1 Do thi phing
3.1.3. Dinh nghia
3.1.2 Cong thuc Euler, h¢ qua va vi du
3.1.3. Bét dang thtc dinh — canh
3.2 Bai toan t6 mau dd thi
Chuong 4. Cay
4.1 Pinh nghia
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4.2 Cay khung cua db thi
4.3 Cay khung ngan nhat
4.3.1 Dinh nghia
4.3.2 Thuat toan Kruskal
4.3.3 Thuat toan Prim
4.4 Cay c6 hudng
Chuwong 5. Cac bai toan vé dwong di
5.1 Pinh nghia
5.2 Bai toan duong di
5.2.1 Do dai clia do thi
5.2.2 Ma tran khoang cach
5.2.3 Thuat toan Ford — Bellman
5.2.4 Thuat toan Dijkstra
5.2.5 Thuat toan Floyd
Chuwong 6. Mt s6 ing dung
6.1 Bai toan ludng cyc dai
6.2 Bai toan du lich
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Giao trinh, tai liéu tham khao.
17. Huwéng din thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thon tin nim

hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.

— Thoi gian kiém tra va thi: dua trén ké hoach ciia nha truong.

+ Kiém tra giita hoc phan:
+ Thi cudi hoc phan:
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa To trudng Giang vién bién soan
PE CUONG HQOC PHAN
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1. Tén hoc phan: THUC HANH LY THUYET PO THI
2.M3i hoc phan:

3.S6 tin chi: 1(0,1,2)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day:
7. Phén bo thoi gian:

— Hoc trén lop: 30 tiét
— Tu hoc: 30 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tap hoc phin:
— Hoc phan tién quyét:
— Hoc phan trude: 01200003 — K5 thuat 1ap trinh; 01200006 — Cau trac dit liéu
— Hoc phan song hanh: 01200016 — Ly thuyét d6 thi
9. Chuin diu ra cia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— T6 chire, luu trit, d6 thi trén may tinh bang nhiéu hinh thirc khac nhau.
— Cai dat cac thuat toan lién quan dén do thi.
— MO hinh héa cac bai toan thuc té vé dang db thi va cai dit trén may tinh.
— Tac phong thyc nghiém khoa hoc: can cu, kién nhan va trung thuc.
10. MB® ta vin tit ndi dung hoc phin:
Hoc phan ndy gdm céac ndi dung sau:

— Nhap/xuit dd thi, doc/ghi file dir lidu db thi, t6 chirc luu trit va biéu dién do thi
trén may tinh bang cac cu tric nhu: ma trdn ké, ma tran trong s6, ma tran lién
két, danh sach canh, danh sach keé.

— Cai dat cac thuat toan vé cay khung: DFS, BFS, Kruskal, Prim.

— Cai dat cac thut toan vé duong di: Euler, Hamilton, Ford-Bellman, Dijkstra,
Floyd.

11. Nhiém vu cuia sinh vién:
— Sinh vién phai chuan bi Iy thuyét ciia bai thyc hanh méi duoc du 16p.
— Du 16p day du 100%.
— Lam day du cac bai thuc hanh va cac bai kiém tra.

12.Tai liéu hoc tap:

12.1. S&ch, gido trinh chinh:
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[1] Nguyén Vian L&, Bdi gidng Ly thuyét dé thi Trudong Pai hoc Cong nghiép Thuc
pham Tp. H6 Chi Minh.
[2] Nguyén Cam, Chu Dirc Chinh, Ly thuyét do thi, NXB tré, 1998.
12.2. Tai liéu tham khao:
[1] Trwong M¥y Dung, Gido trinh Ly thuyét dé thi, Nha xuat ban tong hop Tp.
HCM, 2005
[2] Tran Van Tho, Gido trinh Cau triic dit liéu va gidi thudt, Truong Dai hoc Cong
nghiép Thirc pham Tp. HCM, nam 2013,
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
Diém hoc phan 14 trung binh cong diém cac thuc hanh va kiém tra.
15.N¢i dung hoc phan:
15.1. Phén bo thoi gian cac chwong (bai) trong hoc phin:

2 I Phin bd thoi gian
Tong so .
tidt (tiet hoac gio)
TT | Tén bai (chwong) hod
oac Ly | Bai | Thao | TN/ | Tw
g1 thuyét | tdp | ludn | TH | hoc
1 | Biéu dién d6 thi trén may tinh 18 0 0 0 9 9
2 | Cai dat cay khung 18 0 0 0 9 9
3 ((iiial dat cac bai toan vé duong 24 0 0 0 12 12
Téong 60 0 0 0 30 | 30

15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Biéu dién do thi trén may tinh
1.1 Nhép do thi tur file.

1.1.1 boc file ma tran ké

1.1.2 Poc file ma tran lién két

1.1.3 Doc file danh sach canh

1.1.4 Doc file danh sach ké
1.2 Chuyén ddi giita cac dang luu trix
1.3 Cai dit cac thuat toan duyét dd thi
1.4 Lién thong va cac thanh phan lién thong
Chuong 2. Cai dat cay khung
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2.1 Cai dat thuat toan tim cay khung
2.1.1 Thuat toan DFS
2.1.2 Thuat toan BFS
2.2 Cai dat thuat toan tim cay khung ngin nhét
2.2.1 Thuat toan Kruskal
2.2.2 Thuat toan Prim
Chuwong 3. Cai dit cac bai toan vé dwong di
3.1 Tim dudng di va chu trinh Euler
3.2 Tim duong di va chu trinh Hamilton
3.3 Cai dit cac thuat toan tim dudng di ngdn nhat
3.3.1 Cai dat thuat toan Ford-Bellman
3.3.2 Cai dat thuat toan Dijkstra

3.3.3 Cai dat thuat toan Floyd

16.Co sé vat chat phuc vu hoc tip
Phong may vi tinh, bang va but.

17.Huéng din thue hién

— Dé cuong nay duoc ap dung cho sinh vién dai hoc chinh quy nganh An toan

thong tin tir nam hoc 2017-2018.

— Hoc phén duoc bd tri hoc trong 6 tudn, mdi tuan 5 tiét.

18. Phé duyét

Ngay thang nam 2017 Ngay thang
Trudng Khoa To truéng
PE CUONG HOC PHAN
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1.Tén hoc phin:
2.Mai hoc phin:
3. S0 tin chi:
4.Loai hoc phan:
5. Poi twong hoc:

6. Gidng vién gidng day:

7. Phén bd thoi gian:
— Hoc trén lop:
— Tu hoc:
— Ly thuyét:

THIET KE WEB

2(2,0,4)

Bit budc

Sinh vién Dai hoc chinh quy

Giang vién khoa Cong ngh¢ thong tin

30 tiét
60 tiét
30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:

— Hoc phan tién quyét:

— Hoc phén truée: khong

— Hoc phan song hanh: 01201021 — Thyc hanh thiét ké web
9. Chuin diu ra ciia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Vé kién thirc:

Pat duoc mot hé théng kién thuc vé thiét ké web, co ban va phu hop véi nhiing

quan diém hi¢n dai, bao gom:

— V& ky niing:

_|_

+ + + o+

Céac khai niém vé web va thiét ké web
Ly thuyét vé HTML

Ly thuyét vé CSS

Ly thuyét vé Javascript

Str dung Dreamweaver

+ Quan sat dugc cau truc cua mot website

— Veé thai d¢:

+
+
+

Phan tich, tong hop va thiét ké duoc 1 website
Van dung dugc cac kién thuc dé xay dung mot website tinh
Str dung dugc cong cu Dreamweaver dé thiét ké web tinh.

C6 hung tha hoc va thiét ké web, yéu thich va tim toi cong
nghé, cong cu hd tro cho 1ap trinh, thiét ké website; tran
trong v&i nhitng dong gop cua cac nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va

c6 tinh than hop tac trong viéc hoc tip mén céng nghé web, ciing nhu trong viée ap

dung cac hiéu biét d3 dat duoc.
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+ C6 y thirc van dung nhitng hiéu biét trong moén hoc dé van dung vao cac mon
hoc khac, ciing nhu giit gin bao quan thiét bi, y thirc tiét kiém.
10. M ta van tit ndi dung hoc phin:
Hoc phan nay bao gdm céc ndi dung sau:
— Tong quan vé internet, Web.
— HTML: Mot sb tag co ban cia HTML vé dinh dang, chen céc doi tuong.
— (CSS: Kién thirc vé CSS, str dung CSS dé thiét ké giao dién website
— Dreamweaver: Giao dién va cach sir dung Dreamweaver dé thiét ké nhanh 1
trang web
— JavaScript: Gi6i thiéu co ban vé ngon ngir kich ban JavaScript .
11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luén theo yéu cau cia giang vién.
— Lam tiéu luan va thi cudi hoc phén.
12.Tai li¢u hoc tap:
12.1. S&ch, gido trinh chinh:
[1] Lé DPinh Duy, Ly thuyét va ldp trinh ing dung Web, Nha xuat ban Thdng k&,
2004.
12.2. Tai liéu tham khao:
[1] Khoa Céng nghé Thong tin, Bai giang Thiét ké Web, Trudong Pai hoc Cong
nghiép Thuc pham Tp.HCM, 2010.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Pénh gia qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 30%
+ Piém kiém tra giita hoc phan: 0%
— Piém thi két thiic hoc phan: 70% (Tric nghiém khach quan, chuong 1-4)
15.Noi dung hoc phin:
15.1. Phan bd thoi gian cic chwong trong hoc phén:

Téng Phén bd thoi gian
s6 tiét (tiét hogic gid)
TT | Tén chuwong

ho.zf‘lc Ly Bai | Thao | TN/ | Ty
819 | thuyét | tap | ludn | TH | hoc
1 | Chuong 1: Téng quan 6 2 0 0 0 4
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2 DPChuong 2: HTML 48 10 0 20
3 | Chuong 3: Dreamweaver 12 4 0 8
4 | Chuong 4: CSS 24 10 0 20
5 | Chuong 5: Javascript 12 4 8

Tong 920 30 0 60

15.2. Pé cuwong chi tiét ciia hoc phan:
Chuong 1: Tong quan
1.1. Mot s6 khai niém co ban va cac dich vu mang
1.2. Qui trinh phat trién website
1.3. Thiét ké giao dién website
1.4. Cac thanh phan co ban ctia mot website
1.5. Mot sb van dé can quan tAm
Chuwong 2: HTML
2.1. Gi6i thiéu vé HTML
2.2. Mot s6 tag co ban trong HTML
2.2.1. Pinh dang tiéu d¢
2.2.2. Dinh dang van ban
2.2.3. Tao danh sach
2.2.4. Chén hinh anh, am thanh
2.2.5. Pinh dang lién két
2.2.6. Céc dinh dang khac
2.3. Table
2.4. Form
2.5. Frame
Chuong 3: Dreamweaver
3.1. Gidi thi¢u.
3.2. Cac cong cu hd tro thiét ké giao dién trang Web

3.3. Thiét ké mot sd giao di¢n Web: Web gido duc, Web thuong mai, Web du lich

3.4. Cong cu thiét ké Web Dreamweaver

3.4.1. Ciraso tai ligu

3.4.2. Startus bar, Property Inspector - Panel
3.4.3. Quanly ctra sO

3.4.4. Lam viéc voi Site cuc bo va Site tir xa
3.4.5. DPong bo hoa Site cuc bd va Site tir xa
3.4.6. Lam viéc véi Panel Files

3.4.7. Tao trang Web
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3.4.8. Tao lién két
3.4.9. Thudc tinh cua trang
3.4.10. Xac lap cac trinh duyét trong danh sach Browse
Chuwong 4: Cascading Style Sheets (CSS)
4.1. Cac khai niém co ban
4.2. Cuaphép CSS
4.2.1. B0 chon (Selecter)
4.2.2. Lop gia (Pseudo class selector)
4.3. Mot sd don vi do sir dung trong CSS
4.4, Ké thira thudc tinh trong CSS
45. Cac nhém thudc tinh trong CSS
Chuong 5: Javascript
5.1. Tong quan vé JavaScript
5.2. Cac kicu dit liéu va bién
5.3. Céc cau tric diéu khién
5.3.1. Cau trac r& nhanh.
5.3.2. Cac Iénh 13p
5.4. Ham — thu tuc
5.5. Cac dbi tuong javascript
5.5.1. Pbi tugng String
5.5.2. Dbi tugng Array
5.5.3. Pdi tuong Date
5.5.4. Dbi tugng Math
5.5.5. Pdi tugng Window
5.6. Mot s6 vi du minh hoa.
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 1on.
17. Huwéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc khdi nganh cong nghé tir nim
hoc 2014-2015.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: khong
+ Thi cudi hoc phan: Sau tuan thir 15
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18. Phé duyét

Ngay thang nam 2017 Ngay thang  nam 2017 Ngay thang nam 2017
Truéng Khoa T6 truong Giang vién bién soan
PE CUONG HQOC PHAN
1. Tén hoc phan: THUC HANH THIET KE WEB
2. Mi hoc phéan:
3. S0 tin chi: 1(0,1,2)
4. Loai hoc phin: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bo thoi gian:
— Hoc trén lop: 30 tiét
— Ty hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
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8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan truée: khéng
— Hoc phan song hanh:
9. Chuan dau ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— Thiét ké trang Web bang ngon ngit HTML, CSS
— Thiét ké trang Web nhanh bang cong cu Dreamweaver
— Thuc hién mot sé k¥ ning thiét ké Web co ban bang ngdn ngir JavaScript
dé thiét ké mot s hoat canh thong thudng cho trang Web.
— Tac phong thyc nghiém khoa hoc: can cu, kién nhan va trung thuc.
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay gdm cac ndi dung sau:
— Tong quan vé internet, Web, CSS
— HTML: Mot s6 tag co ban cia HTML vé dinh dang, chen céc doi tuong.
— Dreamweaver: Giao dién va cach sir dung Dreamweaver dé thiét ké nhanh 1
trang web
— JavaScript: Gi6i thiéu co ban vé ngdn ngit kich ban JavaScript trong thiét ké web
11. Nhi€m vu ctia sinh vién:
— Sinh vién phai chuén bi Iy thuyét ctia bai thi nghiém méi dugc dy 16p.
— Du 16p day du 100%.
— Lam day du cac bai thuc hanh trén 16p va cac bai tip vé nha (néu co).
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Khoa Cong nghé Thong tin, Bai giang Thuc hanh Thiét ké Web, Trudng Dai
hoc Cong nghiép Thuc pham Tp. HS Chi Minh (Luu hanh néi bd), 2011.
12.2. Tai liéu tham khao:
[1] Pham Thi Nhung, Giao trinh Ldp trinh Web vgi HTML va Javascript, NXB Dai
hoc quéc gia TP.HS Chi Minh, 2008.
[2] Lé Pinh Duy, Thiét ké va ldp trinh #ng dung Web, Nha xuat ban Théng ke,
2003.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
Diém hoc phan 13 trung binh cong diém cac bai thuc hanh.
15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong (bai) trong hoc phan:
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Téng Phan b6 thoi gian
s6 tidt (tiét hosic gio)

TT | Tén chwong

hodc | 1y | Bai | Thio | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
[ Bai 1: Lam Quen v4i phan mém
1 T 15 0 0 0 5 | 10
Soan thao tai liéu HTML, HTML
2 2Bai 2: HTML (TT) 15 0 0 0 5 10
3 | Bai 3: Dreamweaver 15 0 0 0 5 10
Bai 4: Layout vai Cascading
4 | Style Sheets (CSS) 15 0 0 0 5 10
Bai 5: Layout vai Cascading
5 N . 15 0 0 0 5 10
Style Sheets va Javascript
Bai 6: Thiét ké giao dién website r 0 0
6 theo chu dé 0 > 10
Téong 90 0 0 0 30 | 60

15.2. P& cwong chi tiét ciia hoc phén:
Bai 1: Lam quen v6i phin mém soan thao tai litu HTML
1.1. Phan mém soan thao tai liéu HTML
1.2. Chuan bi mdi trudng lam viéc voi HTML
1.3. Céc thanh phan co ban cia mot website
1.4. Giéi thi¢u vé HTML
1.5. Mot sb tag co ban trong HTML
1.5.1. Pinh dang tiéu dé
1.5.2. Pinh dang van ban
1.5.3. Tao danh sach
1.6. Mot sb van dé can quan tAm
Bai 2: HTML
2.1. Mot sb tag co ban trong HTML (tt)
2.1.1. Cheén hinh anh, am thanh
2.1.2. Pinh dang lién két
2.1.3. Cac dinh dang khac
2.2. Table
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2.3. Form
2.4. Frame
Bai 3: Dreamweaver
3.1. Gidi thicu.
3.2.  Céc cong cu hd tro thiét ké giao dién trang Web
3.3.  Thiét ké mot sb giao dién Web: Web gido duc, Web thuong mai, Web du lich
3.4. Cong cu thiét ké Web Dreamweaver

3.4.1. Ciraso tai ligu

3.4.2. Startus bar, Property Inspector - Panel

3.4.3. Quanly ctra sO

3.4.4. Lam viéc voi Site cuc bo va Site tir xa

3.4.5. Déng bo hoa Site cuc bd va Site tir xa

3.4.6. Lam viéc v&i Panel Files

3.4.7. Tao trang Web

3.4.8. Tao lién két

3.4.9. Thudc tinh cua trang

3.4.10. Xac lap cac trinh duyét trong danh sach Browse
3.5 St dung Dreamweaver Thiét ké trang web mau/ theo chu dé.
Bai 4: Layout véi Cascading Style Sheets (CSS)
4.1. Cac khai niém co ban
4.2. Cuphép CSS
4.2.1. B0 chon (Selecter)
4.2.2. Lop gia (Pseudo class selector)
4.3. Mot sd don vi do str dung trong CSS
4.4, Ké thira thudc tinh trong CSS
45. Céac nhém thudc tinh trong CSS
4.6.  Sirdung CSS Thiét ké trang web mau/ theo chu dé.
Bai 5: Layout voi Cascading Style Sheets va Javascript
5.1. Tong quan vé JavaScript
5.2. Cac kiéu dit liéu va bién
5.3. Céc cau tric diéu khién

5.3.1. Cau trac r& nhanh.
5.3.2. Cac Iénh 1ap

5.4. Ham — thu tuc
5.5. Thiét ké giao dién va thuc hién cac chirc ning theo website mau.
Bai 6: Thiét ké giao dién website theo chii dé.
6.1 Chon 1 trong sb cac chu dé website sau: Mua ban, du lich, T6 chire, ....
6.2 Str dung CSS dé thiét ké giao dién trang chi, Menu.
6.3 Sir dung Javascript xir 1y cac sy kién dang nhap, chuyén trang.
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6.4 Két hop CSS, JavaScript, HTML thiét ké noi dung céc trang ndi dung.
16.Co sé vat chat phuc vu hoc tip
Phong thuc hanh dugc trang bi day du phan mém (Visual Studio, SQL

Server,...) du phuc vu cho cac bai thuc hanh.
17.Huwéng din thue hién

— Dé cuong nay dugc ap dung cho sinh vién dai hoc chinh quy tir naim hoc 2017-
2018

— Trong phan d4nh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan.

— Hoc phr:fm dugce bd tri hoc trong 6 tudn, mdi tuan 5 tiét.

18.Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T4 trudng Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phén: LY THUYET THONG TIN
2.M3i hoc phan:
3.S6 tin chi: 2(2,0,4)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giing day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét: khong
— Hoc phén trudc: khong
— Hoc phan song hanh: khong
9. Chuin dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
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Pat duoc mot hé théng kién thuc ly thuyét thong tin, co ban va phu hop véi
nhirng quan diém hién dai, bao gém:

+ Cac khai niém vé 1y thuyét thong tin, Iy thuyét ma hoéa, 1y thuyét cia kénh
truyén tin ri rac, 1y thuyét truong Galois, 1lam co s& cho hé mi khéi tuyén tinh.

+ Céc dai lugng vé do do thong tin, cac dinh luét, cac nguyén 1y co ban vé viéc
phét hién va sira 16i.

+ Nhirng nd1 dung chinh cia mot s6 loai ma co dién, ma khéi, ma tir.

+ Nhiing tmg dung phd bién cta Iy thuyét thong tin trong thyc té.

+ Cac phuong phap chung ctuia nhan thue khoa hoc va nhirng phuong phap dac
thu cta truyén va mé hoa thdng tin.

— V& ki ning:

+ Quan sat dugc cac hién twong va qua trinh truyén thong tin co ban trong
trong doi séng hang ngay; diéu tra, swu tam, tra ctru duogc tai lidu tir cac ngudn khac
nhau dé thu thap thong tin can thiét cho viéc hoc tap hoc phan Iy thuyét thong tin.

+ Phan tich, tong hop va xir Iy duoc cac thong tin thu duge dé rat ra két luan,
dé ra cac dy doan don gian vé cac mdi quan hé hay cac van dé lién quan trong qué
trinh truyén va ma hoa thong tin.

+ Van dung duoc céac kién thirc dé phan tich va hién thuc dugc cac loai ma don
gian; phan tich dé bai va xay dung tir mi cho mot sé loai ma cb dién; danh gia va lya
chon loai ma phu hop cho modt kénh truyén thong; phat trién chuong trinh minh hoa
cho mot s6 loai ma dugc ding trong thuc té.

+ St dung dugc cac thuat ngir 1y thuyét thong tin, cac biéu, bang, do thi dé
trinh bay rd rang, chinh xac nhitng hiéu biét, ciing nhu két qua thu duoc qua thu thap
va xu 1y thong tin.

— Vé thai d:

+ Co6 hing thl hoc vat ly, yéu thich va tim to1 khoa hoc; tran trong véi nhiing
dong gop cua ly thuyét thong tin cho su tién bo ciia xa hoi va d6i voi cong lao clia cac
nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip mon 1y thuyét thong tin, ciing nhu trong viéc ap
dung cac hiéu biét da dat duoc.

+ C6 ¥ thire van dung nhimg hiéu biét vé Iy thuyét thong tin vao trong cac khoa
hoc khac, vao doi séng nham cai thién diéu kién séng, hoc tap, cling nhu gilr gin bao
quan thiét bi, y thirc tiét kiém.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan cung cap cho ngudi hoc nhing kién thirc co ban cua Iy thuyét thong
tin, bao gém:

— DJ do lugng tin
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— Sinh ma tach duoc
— Kénh truyén tin ro1 rac khong nhéd
— Stra 11 kénh truyén
11. Nhiém vu cta sinh vién:
— Tham dy gio hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu cau cia giang vién.
— Dy kiém tra gitra hoc phﬁn va thi cudi hoc phﬁn.
12.Tai liéu hoc tap:
12.1. Sach, giéo trinh chinh:
[1] Robert B. Ash, Information Theory, Dover, Inc, 1990.
[2] David J.C. Mackey, Information Theory, Infernce, and Learning Algorithms,
CamBridge University Express, 2003.
12.2. Tai liéu tham khao:
[1] HO Van Quan, Bdi gidng Ly Thuyét Théng Tin Trudng Pai hoc Bach Khoa Tp.
H6 Chi Minh, 2008.
[2] Pinh Cong Poan, Bdi giang Ly Thuyét Théng Tin, Trudng Pai hoc Su pham Ky
thuat Tp. H6 Chi Minh, 2014.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Panh gié qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 20%
+ Piém kiém tra giita hoc phan: 30% ( Chuong 1-5)
— Piém thi két thiic hoc phan: 50% (Chuong 6-10)
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Phan b thoi gian
s0 tiét (tiet hodc gio)

TT | Tén chuong

hodc | |y | Baj | Thao | TN/ | Tu

819 | thuyét | tap | ludn | TH | hoc
1 | Gioi thi¢u 9 3 0 0 0 6
2 | Lugng tin va Entropy 9 3 0 0 0 6
3 | Ma hiéu 9 3 0 0 0 6
4 | Ma héa tbi wu ngudn roi rac 9 5 0 0 0 6
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5 | Ma héa ngudn pho quat 9 3 6
6 Kenh roi rac khong nhé - Luong 9 3 6
tin twong ho
7 | Mi hoa chéng nhiéu, dinh ly kénh | 9 3 6
8 Cq SO todn hoc cua ma chong 9 3 6
nhicu
9 | Mi khdi tuyén tinh 9 3 6
10 | Mavong 9 3 6
Tong 90 30 60

15.2. Pé cwong chi tiét ciia hoc phén:
Chuong 1. Giéi thi¢u
1.1. Gi6i thi¢u
1.1.1. Vai trd cia thong tin
1.1.2. Nhing nghién ciru ctia ly thuyét thong tin
1.1.3. Ung dung cua ly thuyét thong tin
1.1.4. Lich st hinh thanh va quan diém khoa hoc hién dai
1.2. Mot s6 khai niém co ban
1.2.1. Théng tin
1.2.2. M6 hinh ciia cac qué trinh truyén tin
1.2.3. Cac loai hé thdng truyén tin
1.2.4. Roirac hoa
Chwong 2. Lwgng tin va Entropy
2.1. Luong tin
2.2. Luong tin trung binh
2.2.1. Bon vi ctua lugng tin
2.2.2. Pinh nghia
2.2.3. Cac vidu
2.3. Entropy ctia mot bién ngiu nhién roi rac
2.3.1. Binh nghia
2.3.2.Cacviduy
2.4. Cac dac tinh cua Entropy
2.5. Entropy va cac diy cia mot bién ngiu nhién
Chwong 3. Ma hi¢u
3.1. Gidi thi¢u
3.2. Ma hiéu va céc thong s6 co ban ctia mi hiéu
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3.2.1. M4 hiéu va co s6 ma
3.2.2. Ma hoa va gidi ma
3.2.3. T ma va bd ma
3.2.4. Chiéu dai tir m, chiéu dai trung binh
3.2.5. Phan loai ma
3.3. Mot s6 phuong phap biéu dién ma
3.3.1. Bang ddi chiéu
3.3.2. Mat toa d0 ma
3.3.3. Cay ma
3.3.4. D6 hinh két cdu ma
3.3.5. Him cu tric m3
3.4. Piéu kién phan tach ma
3.5. Bang thir ma
3.6. Phuong phap xay dung bang thir ma
3.7. Bat ding thic Kraft
3.7.1. Pinh Iy 1
3.7.2. Bét dang thuc Kraft
3.7.3. Pinh Iy 2
Chuwong 4. M3 héa toi wu ngudn roi rac khong nhé
4.1. Cac dinh 1y vé gi6i han trén va du6i cta chiéu dai trung binh
4.1.1. Binh Iy 1
4.1.2. Binh 1y 2
4.1.3. H¢ qua
4.1.5. Hiéu suat lap ma
4.2. Ma héa t6i uu
4.2.1. Ma hoa Shanon
4.2.2. Ma hoa Fano
4.2.3. M2 héa t6i vu Huffman
Chuwong 5. Ma hoa ngudn pho quat
5.1. Ngudn roi rac khong nhd voi thong ké khong biét trude
5.2. C4C vec-to tan suét va tua - entropy
5.3. Mot s6 so d6 méd hoa phd quat cho trudng hop ngudn roi rac khéng nhd
Chuong 6. Kénh roi rac khong nhé - Lwong tin twong hd
6.1. Kénh ro1 rac khong nhé va ma tran kénh
6.1.1. Dinh nghia
6.1.2. Nhan xét
6.2. Entropy diéu kién va luong tin tuong hd
6.2.1. Khai ni¢m nhiét do
6.2.2. Luong tin c6 diéu kién
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6.2.3. Luong tin twong hd
6.2.4. Entropy diéu kién
6.2.5. Luong tin twong ho trung binh
6.3. Mot sb loai kénh roi rac khong nhé
6.3.1. Kénh dbi xting
6.3.2. Kénh khong mat
6.3.3. Kénh v6 dung
6.4. Sy nhap nhang va toc do truyén tin
6.5. Dung lugng kénh
6.5.1. Dung lugng kénh
6.5.2. Dung luong kénh ddi xing
6.5.3. Dung luong kénh khong mat
6.5.4. Dung luong kénh vo dung
Chuwong 7. M héa chong nhiéu va dinh ly kénh
7.1. Bai toan chong nhiéu
7.2. Binh 1y kénh c6 nhidu cho kénh nhi phan déi xtng roi rac
7.2.1. Dinh ly
7.2.2. Chtrng minh dinh 1y
7.3. Pinh Iy nguoc cia kénh truyén c6 nhiéu
7.3.1. Pinh ly
7.3.2. Ching minh dinh ly
Chuong 8. Co sé toan hoc ciia méi héa chéng nhiéu
8.1. Mot s6 khai niém co ban
8.1.1. Phép toan dong
8.1.2. Tinh két hop
8.1.3. Tinh giao hoan
8.1.4. Tinh phan phoi
8.1.5. Nhom
8.1.6. Nhom giao hoan
8.1.7. Nhom hiru han, nhom v6 han
8.1.8. Nhom con
8.1.9. Phép cong va nhan modulo
8.1.10. B6 dé
8.1.11. Truong
8.1.12. Trudng giao hoan
8.1.13. B6 dé
8.1.14. Truong Galois
8.1.15. Bac cua truong, truong hiru han, truong vo han
8.1.16. Truong GF(q)
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8.1.17. Tri ri€ng cua mdt truong
8.1.18. Chu ky ctia mét phan tir
8.1.19. Nhom tuén hoan
8.2. Truong GF(2) va da thic trén truong GF(2)
8.2.1. Truong GF(2)
8.2.2. Da thuc trén truong GF(2)
8.2.3. Bac cua da thurc
8.2.4. Phép cong va nhan da thirc
8.2.5. Pa thirc tdi gian
8.2.6. Bo dé
Chuwong 9. M3 khoi tuyén tinh
9.1. Binh nghia
9.2. Cac khai niém va nguyén 1y hoat dong
9.2.1. Biéu dién mi — Ma tran sinh
9.2.2. Phuong ph4p ma hoa
9.2.3. Phuong phép giai ma
9.2.4. M4 tuyén tinh hé théng
9.2.5. Ma tran sinh hé théng
9.3. Phat hién sai va stra sai
9.3.1. Nguyén ly phat hién sai
9.3.2. Nguyén ly sura sai
9.3.3. Khong gian bu tryc giao
9.3.4. Phuong phap phat hién sai
9.3.5. Ma tran kiém tra
9.3.6. Phuong phap stra sai
9.3.7. So d6 giai ma
9.3.8. M tuyén tinh Hamming
9.3.9. Ma tran sinh ctia ma tuyén tinh Hamming
Chuwong 10. Mi vong
10.1. Gidi thi€u
10.1.1. Binh nghia
10.1.2. Pa thuc ma
10.2. Cac tinh chét ciia ma vong
10.3. Ma tran sinh va ma tran kiém tra
10.4. M& BCH
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
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17.Hwéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phéan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thr 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa TO trudng Giang vién bién soan
PE CUONG HOC PHAN
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1. Tén hoc phan: PHAP LUAT VA CHINH SACH AN NINH THONG
TIN

2.Mai hoc phan:

3.S6 tin chi: 2(2,0,4)

4.Loai hoc phan: Bit budc

5. Poi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day:
7. Phén bd thoi gian:

— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phén trude:
— Hoc phan song hanh:
9. Chuin diu ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:
Dat duoc mot hé thdng kién thic dai cuong, co ban va phu hop voi nhitng quan
diém hién dai, bao gém:
+ Nam ving vé luat an toan thong tin vé cac chinh sach nha nuéc trong quan 1y
an toan théng tin
+ Céc kién thirc vé nhimg tir ngit lién quan dén an toan thong tin, phap lut
trong an tinh thong tin va céc bién phéap xur Iy vi pham.
+ Nam vimng cac diéu kién va chinh sach trong viéc kinh doanh céc san pham
an ninh thdng tin
+ Nang cao sy hiéu biét vé luat an ninh thong tin
+ C6 su hiéu biét vé quan 1y nha nudc vé ludt an ninh théng tin va cac ké
hoach bdi dudng nhan su quan 1y an ninh thong tin
— V& ki niing:
+ Nam ving kién thuc luat an ninh thong tin khi trién khai thuc nghiém cac hé
théng phong chéng va gia lap tin cong mang.
+ Van dung kién thtc c¢6 duoc su hiéu biét vé luat an ninh thong tin, tir d6 ap
dung kién thirc vao trong cac cong viée lién quan dén an ninh thong tin cy thé.
— Veé thai d:
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+ C6 hirng thu hoc cong nghé thong tin, yéu thich va tim toi khoa hoc; tran
trong véi nhimg déng gdp cia cong nghé thong tin cho sy tién bo cua xd hoi va doi
v6i cong lao cua cac nha khoa hoc.

+ C6 théi d6 khach quan, trung thuc; co6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tap mon luat cong nghé thong tin, ciing nhu trong
viéc ap dung cac hiéu biét da dat duoc.

+ C6 y thirc van dung nhitng hiéu biét luat an ninh théng tin cach linh vuc cong
nghé thong tin va cac nganh nghé khac cu thé.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gdm céc ndi dung sau:

— Nhiing quy dinh chung: Giéi thich tir nglr trong an ninh thong tin, chinh sach
cua nha nudc, nhiing hinh thirc vi pham va xur ly trong an ninh thong tin

— Baéo dam an toan thong tin mang: Bao vé thong tin mang, bao vé thong tin ca
nhan, bao vé hé théng thong tin, ngan chan xung dot an ninh thong tin.

— Mat ma dan su: Trach nhiém td chirc, ca nhan kinh doanh méat ma dan sy, noi
vé van dé nhap va xuét khau mat ma dan sy

— Tiéu chuéan, quy chuin k¥ thuat an toan thong tin mang: Tiéu chuan, quan 1y,
danh gia quy chuan hop quy k¥ thuét an toan théng tin mang, quan ly tiéu chuan, quy
chuan k¥ thuat an toan thong tin mang

— Kinh doanh trong linh vic an toan thong tin, phét trién nguén nhan lyc an toan
théng tin

— Quan ly nha nudc vé an toan thong tin mang va diéu khoan thi hanh
11. Nhiém vu cta sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cla giang vién.

— Duy kiém tra gita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1]. Cong thong tin dién tir Chinh pht, Ludt an toan théng tin mang, Sé 86, 2015
[2]. Mark Heyink, Information Security Guidelines for Law Firm. Law Society of
South Africa, 2011.
12.2. Tai liéu tham khao:
[1]. Nation Assembly, Law on network information security, Social Republic Of Viet
Nam, 2015.
[2] Vii Qudc Khanh, Network Security in Viet Nam and VNCERT, MPT Viet Nam,
2013.
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13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:

— Panh gié qua trinh:

+ Diém thai d6 hoc tap: 10%
+ Piém tiéu luan: 20%
— Piém thi két thiic hoc phan: 70%

15.Ndi dung hoc phan:

15.1. Phén bo thoi gian cac chwong trong hoc phan:

Phan b6 thoi gian

Tong (tié )
b tiét tiet hoac gio
TT | Tén chwong Sl(: :e
02¢ | Ly | Bai | Thao | TN/ | Tw
819 | thuyét | tap | ludn | TH | hoc
1 | Nhitng quy dinh chung 15 |° 0 0o | 0| 10
” 5 B A . 5
9 Bé4o dam an toan thong tin 15 0 0 0 10
mang
3 | Mat ma dan sy 15 | ° 0o | o | 0 | 10
Tiéu chuan, quy chuan k¥ 5
4 thudt an toan thong tin mang 15 0 0 0 10
i i 5
5 Kl‘l’lh d?anh .trong linh vuc an 15 0 0 0 10
toan thong tin mang
r < R A A 2
5 Ph‘at trlf:n nguodn nhan lyc an 6 0 0 0 4
toan thong tin mang
Quan ly nha nudc Vé‘an toan
7 | thong tin mang va diéu khoan 9 3 0 0 0 6
thi hanh
Tong 90 30 0 0 0 60

15.2. P& cwong chi tiét ciia hoc phén:

Chuwong 1. Nhirng quy dinh chung

1.1. Gidi thich tir ngfr trong an ninh thong tin
1.2. Pham vi diéu chinh
1.3. Béi tugng ap dung

1.4. Nguyén tic bao dam an toan thong tin mang

1.5. Chinh sach ctia nha nudc vé an toan thong tin mang

1.6. Hop tac quéc té vé an toan thong tin mang

1.7. Cac hanh vi bi nghiém cam
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1.8. Xtr Iy vi pham phép luat vé an toan thong tin mang
Chuong 2. Bio dim an toan thong tin mang
2.1. Bao vé thdng tin mang
2.1.1. Phéan loai thdng tin
2.1.2. Quan ly gt thdng tin
2.1.3. Phong ngtra, phat hién, ngan chan va xir Iy phan mém doc hai
2.1.4. Bao dam an toan tai nguyén vién thong
2.1.5. Ung ctru sy ¢b an toan théng tin mang
2.1.6. Ung ctru khan cap bao dam an toan théng tin mang qudc gia
2.1.7. Trach nhiém cua co quan, to chuc, c& nhan trong bao dam an toan théng tin
mang
2.2. Bao vé thong tin cd nhan
2.2.1. Nguyeén tic bao vé thong tin ca nhan trén mang
2.2.2. Thu thap va sir dung thdng tin ca nhan
2.2.3. Cap nhat stra d6i va hary bo théng tin ca nhan
2.2.4. Bao dam an toan thong tin ca nhan trén mang
2.2.5. Trach nhiém cta co quan quan ly nha nuwdc trong bao vé théng tin ca nhén
trén mang
2.3. Bao vé hé thdng thong tin
2.3.1. Phan loai cap d¢ an toan hé thong thong tin
2.3.2. Nhiém vu bao vé hé thong théng tin
2.3.3. Bién phap bao vé hé théng thong tin
2.3.4. Giam sét an toan hé théng thong tin
2.3.5. Trach nhiém cua chu quan hé thong théng tin
2.3.6. Hé thdng théng tin quan trong quéc gia
2.3.7. Trach nhiém bao dam an toan théng tin mang cho hé théng théng tin quan
trong quéc gia
2.4. Ngan chan xung d6t thong tin trén mang
2.4.1. Trach nhiém cua to chiic, ca nhan trong viéc ngan chan xung dot thong tin
trén mang
2.4.2. Ngan chan hoat dong sir dung mang dé khung b
Chwong 3. Mat ma dan sw
3.1. San pham, dich vu mat ma dan sy
3.2. Kinh doanh san pham, dich vu mat ma dan su
3.3. Trinh tu, tha tuc d& nghi cap gidy phép kinh doanh san pham, dich vy mat ma
quan su
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3.4. Stra di, bo sung, cap lai, gia han, tam dinh chi va thu hoi gidy phép kinh doanh
san pham, dich vu mat ma dan su
3.5. Xuat khau, nhap khau san pham mat ma dan sy
3.6. Trach nhiém cua doanh nghiép kinh doanh san pham, dich vy mat ma dan sy
3.7. Trach nhiém cua t6 chirc, ca nhan st dung san pham, dich vu mat ma dan su
Chuong 4. Tiéu chuan, quy chuan k§ thuat an toan thdng tin mang
4.1. Tiéu chuan, quy chuan k§ thut an toan thong tin mang
4.2. Quan ly tiéu chuan, quy chuan k¥ thuat an toan thong tin mang
4.3. Danh gia hop chuan, hop quy vé an toan thong tin mang
Chuong 5. Kinh doanh trong linh vuc an toan théng tin mang
5.1. Cap gidy phép kinh doanh san pham, dich vu an toan thong tin mang
5.1.1. Kinh doanh trong linh vyc an toan thdng tin mang
5.1.2. San pham, dich vu trong linh vuc an toan thong tin mang
5.1.3. Biéu kién cap gidy phép kinh doanh san pham, dich vu an toan théng tin
mang
5.1.4. Hd so dé nghi cap gidy phép kinh doanh san pham, dich vu an toan théng tin
mang
5.1.5. Tham dinh ho so va cap gidy phép kinh doanh san pham, dich vu an toan
thong tin mang
5.1.6. Stra d6i, bo sung, gia han, tam dinh chi, thu hoi va cap lai gidy phép kinh
doanh san pham, dich vu an toan théng tin mang
5.1.7. Trach nhiém cua doanh nghiép kinh doanh san pham, dich vu an toan théng
tin mang
5.2. Quan ly nhap khau san pham an toan thong tin mang
5.2.1. Nguyén tic quan ly nhap khau san pham an toan théng tin mang
5.2.2. San pham nhap khau theo gidy phép trong linh vuc an toan théng tin mang
Chuwong 6. Phat trién ngudn nhin lwc an toan théng tin mang
6.1. Dao tao, bdi dudng nghiép vu vé an toan thong tin mang
6.2. Vian bang, chimg chi dao tao vé an toan thong tin mang
Chwong 7. Quan Iy nha nwéc vé an toan thong tin mang va diéu khoan thi hanh
7.1. Nbi dung quan 1y nha nudc vé an toan thong tin mang
7.2. Trach nhiém quan 1y nha nudc vé an toan thong tin mang
7.3. Hi€u luc thi hanh
7.4. Quy dinh chi tiét
16.Co sé vat chat phuc vu hoc tip
— Phan, bang, micro, projector, laptop.
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— Gido trinh, tai li¢u tham khdo, danh muc céc chuyén dé va bai tap lon.
17. Huwéng din thue hién

— Pé cuong nay duoc 4p dung cho sinh vién dai hoc khéi nganh cong nghé tir nim
hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duogc dy thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Thi cudi hoc phan: Sau tuan thir 15

18. Phé duyét

Ngay thang nam 2017 Ngay thé}ng nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 trudng Giang vién bién soan
PE CUONG HOQC PHAN

1. Tén hoc phan: MAT MA HOC
2. M3 hoc phin:
3.S6 tin chi: 3(3,0,6)
4.Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7.Phéan bd thoi gian:

— Hoc trén lop: 45 tiét

— Ty hoc: 90 tiét

— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét:
— Hoc phén trudc: xxxxxxxx - Ly thuyét thong tin

— Hoc phan song hanh:
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9. Chuan diu ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
bat dugc mot hé théng kién thic v& mat ma hoc co ban va phu hop voi nhitng
quan diém hién dai, bao gdm:

+ Céc khai niém co ban vé chirc nang, chi tiéu chét lugng cua mot hé théng
thong tin s6 thuong gip trong thyc té.

+ Céc kiéu tin cong dbi voi thong tin va cac nhu cau vé lién lac an toan.

+ Nhitng ndi dung chinh ctia mat ma hoa ¢ dién va cac hé ma hoa khoa cong
Khai.

+ Nhiing tmg dung pho bién cia mat mi hoc trong thuc té.

+ Céc phuong phap chung cua nhan thic khoa hoc va nhiitng phuong phéap dac
thu ciia mat ma hoc.

— V& ki niing:

+ Quan sat dugc cac hién tuong va cac nguy co co thé xay ra voi thong tin
trong cac qua trinh lién lac, truyén théng va cac hé thdng thong tin sb; diéu tra, suu
tam, tra ctru duoge tai liéu tir cac nguén khéc nhau dé thu thap thong tin can thiét cho
viéc hoc tap hoc phén mat ma hoc.

+ Phén tich, tong hop va xir Iy duoc cac thong tin thu duge dé rat ra két luan,
dé ra cac du doan don gian vé cac mdi quan hé hay ban chét cua cac hién twong hoic
quéa trinh ma hoa théng tin, phan phdi va trao d6i khoa.

+ Van dung dugc céc kién thic dé mo ta va giai thich cac hién tugng va qua
trinh ma hoa, gidi dugc cac bai tdp mat ma hoa va nam duoc cac van dé quan trong
trong cac dich vu an toan thong tin nhu xac thuc va dam bao tinh toan ven.

+ Str dung duoc céc thuat nglr mat ma hoc, céac biéu, bang, dd thi dé trinh bay
rd rang, chinh x4c nhitng hiéu biét, cling nhu két qua thu duoc qua thu thap va xu Iy
thong tin.

— Veé thai dé:

+ Co6 hung tht hoc mat ma hoc, yéu thich va tim to1 khoa hoc; tran trong voi
nhimng déng gop ciia mat ma hoc cho sy tién bd cia xa hoi va ddi véi cong lao cia cac
nha khoa hoc.

+ C6 thai 6 khach quan, trung thuc; ¢6 tac phong ti mi, cn than, chinh xac va
c6 tinh than hop tac trong viéc hoc tap mén mat ma hoc, cling nhu trong viéc ap dung
cac hicu biét da dat dugec.

+ Co6 y thtrc van dung nhiing hiéu biét vé mat ma hoc vao trong cac khoa hoc
khac, vao doi sdng nham cai thién diéu kién sng, hoc tap, cling nhu giit gin bao quan
thiét bi, y thic tiét kiém.
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10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay bao gom cac ndi dung sau:

Mon hoc nay cung cap cho Sinh vién nhiing kién thirc co ban vé mat ma hoc,
dic biét 13 mat ma hoc hién dai. Gitp cho Sinh vién hiéu va nim duoc mot sé thuat
todn mi hod quan trong trong mat ma c6 dién va mat ma khoa cong khai. Giup cho
Sinh vién hiéu va nam dugc mot s6 van dé quan trong trong cac dich vu an toan thong
tin nhu xac thuc va dam bao tinh toan ven. Gitp cho Sinh vién hiéu duoc mot sb thu
tuc Gmg dung trong thuc t& nhu chit ky sd, trao d6i va phan phdi khoa.

Cung cép cac kién thtc can thiét nhat dé Sinh vién c6 thé tiép tuc nghién ciru sau hon
vé céc thuat toan mat ma va tmg dung trong thyc tién
11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luén theo yéu ciu cia giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Nguyén Binh, Giéo trinh Mdt md hoc, Nha xuat ban buu dién, 2004.
[2] Thai Hong Nhi, Pham Minh Viét, An toan théng tin, Nha xuit ban Khoa hoc va
K¥ thuéat, 2004.
12.2. Tai liéu tham khao:
[1] D.R.Stinson, Cryptography. Theory and Pratice, 1995.
[2] William Stallings, Cryptography and Network Security Principles and
Practices,  Prentice Hall, 2005
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Pénh gia qua trinh:

+ Piém thai do hoc tap: 0%

+ Diém tiéu luan: 20%

+ Diém kiém tra giira hoc phan: 30% ( chuong 1-2)

— Piém thi két thiic hoc phan: 50% ( chuong 3-4)
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Phén bd thoi gian
s6 tiét (tiét hogic gid)
TT | Tén chuwong

ho.i‘j‘c Ly Bai | Thao | TN/ | Ty
819 | thuyét | tip | ludn | TH | hoc
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L | Mot qsé khai niém va dinh nghia 15 4 3
co ban

2 | Mat ma c6 dién 15 11 28

3 | Cac hé ma hoa khoa cong khai 12 15 38

4 | Céc ky thuat xac thyc 18 8 16

Tong 135 38 60

15.2. Pé cwong chi tiét ciia hoc phén:
Chuwong 1. Mt sé khai niém va dinh nghia co ban
1.1. So @6 khoi chirc niang hé thong thong tin s6

1.2. Cac chi tiéu chat luong co ban ciia mot hé thong thong tin sb

1.3. Nhu cau lién lac an toan
1.4. Cac kiéu tan cong ddi v6i thong tin dd ma hoa
1.5. Entropy, khoa gia va khoang giai mi duy nhét
1.6. Phan tich mat ma va do phuc tap tinh toan
Chwong 2. Mat mi c6 dién
2.1. Hé mat ma thay thé don gian
2.1.1. Hé mat ma thay thé don biéu
2.1.2. Hé mat ma thay thé don gian khac
2.2. H¢ mat ma thay thé da biéu
2.3. Hé mat ma chuyén Vi
2.4. HE mat ma tich
2.5. Chuan mi hoa di liéu (DES)
2.6. Chuan ma hoa dir liéu tién tién (AES)
Chuwong 3. Cac hé thong mat ma héa khéa cong khai
3.1. Khai niém vé hé théng mat ma hoa khoa cong khai
3.2. 86 hoc Modulo
3.3. Hé mat ma ham mu
3.4. H¢ mat ma Pohlig - Hellman
3.5. Hé mat ma RSA
3.6. Hé mat ma Mekle — Hellman
3.7. Thuat todn trao d6i khoa Diffie — Hellman
3.8. H¢é mat ma trén dudng cong Eliptic
3.9. Hé mat ma Mc - Elice
3.10. Cac hé mat ma hon hop
Chuong 4. Cac ky thuat xac thuc
4.1. C4c vén dé xac thuc
4.2. Ham bam
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4.3. Chit ky s6 khong nén
4.4. Chir ky s c6 nén
4.5. Chuan chit ky sb
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khao, danh myc cac chuyén dé va bai tap lon.
17.Hwéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudong Khoa T6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phin: XAY DUNG HA TANG MANG
2.Mai hoc phin:
3.S6 tin chi: 3(3,0,6)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giiang day: Giang vién khoa Cong nghé thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: XXXXXXXX - Mang may tinh
— Hoc phan truée: khong
— Hoc phan song hanh:
9. Chuin diu ra cia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:

+ Mon hoc cung cdp nhimg kién thic co ban vé I0S cua Cisco Router, cach
xay dung bang dinh tuyén va qua trinh Path Determination va Switching ctia Router,
cac ky thuat Pinh tuyén mang LANS, ACL va vi tri bd tri ACL, cac ky thuat
NAT/PAT, Spanning Tree Protocol, Virtual LAN va VLAN Trunking Protocol, cac
k¥ thuat ting cudng dam bao cho ha tang mang: HSRP/ VRRP/EtherChanne

— V& Ki niing:

+ C6 kha niang doc hiéu cac kién thirc md rong ctia mon hoc xay dung ha tang
mang, tu tim kiém va doc hiéu duoc cac tai lidu tiéng anh. C6 kha nang cAu hinh mot
sO thiét bi mang va thiét ké xay dung mang LAN, WAN

— Veé thai dé:
+ Lén 16p day du va chuan bi cho gio 1én 16p theo yéu cau cua gido.
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+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va

c6 tinh than hop tac trong viéc hoc tdp mon xdy dung ha ting mang, ciing nhu trong

viéc ap dung cac hiéu biét da dat duoc.

10. MBO ta vin tit ndi dung hoc phén:

Hoc phan nay bao gom cac ndi dung sau:

Gidi thi¢u routing va packet forwarding; Gioi thi€w/Xay dung bang dinh
tuyén/Path Determination va Switching/Static Routing/Dynamic
Routing/VLSM va CIDR

Chtrc nang cua Switch Layer 2/Spanning Tree Protocol (STP)/VLAN/VLAN
Trunking Protocol

Pi sdu gioi thiéu vé cac ky thuat dinh tuyén Distance Vector Routing
Protocol/RIP Version 1/RIP Version 2/EIGRP, Link-state Routing/OSPF.

Gidi thiéu Access Control List (ACL)/Standard Access Lists/Extended Access
Lists/Named Access Lists, NAT, PAT, CDP.

Tong quan vé High Availability(HA) cho ha tang mang/Trién khai HSRP/Trién
khai VRRP/Trién khai EtherChannel

Ngoai ra moén hoc con gidi thiéu mot s6 kién thirc chuyén sdu Xay dung ha
tang mang.

11. Nhiém vu cua sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luéin theo yéu ciu cta giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.

12.Tai liéu hoc tap:
12.1. Sach, gido trinh chinh:

[1] Cisco Press, Cisco Networking Academy Program CCNA 1 and 2 Companion
Guide, Revised Third Edition, Cisco Systems, 2004.

[2] Richard Froom, Balaji Sivasubramanian, Erum Frahim, Building Cisco
Multilayer Switched Networks (BCMSN),4th Edition, 2007.
12.2. Tai li€u tham khao:

[1] Andrew S .Tanenbaum, Computer Networks, Prentice Hall, 5th Edition 2011

[2] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down
Approach, Pearson Education, 6th Edition, 2012.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Panh gid qua trinh:
+ Piém thai do hoc tap: 20%
+ Piém tiéu luan: 0%

+ Piém kiém tra giira hoc phan: 30% (Trac nghiém khach quan, chuong 1-3)
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15.

— Piém thi két thiic hoc phan: 50% (Tric nghiém khach quan, chuong 4-7)

Néi dung hoc phin:

15.1. Phan bd thoi gian cac chwong trong hoc phan:

Phén bo thoi gian

Tong ,
TT | Tén chuong s0 tiét (tiet hoac gio)
hoic | |y | Bai | Thio | TN/ | Tuw
819" | thuyét | tap | luan | TH | hoc
1 Gioi thiéu routing va packet 9 3 6
forwarding
2 Layer 2 switching & virtual lan 12 6 6
3 Distance vector routing protocol 21 6 3 15
4 Link-state routing protocol 24 6 3 15
5 Quan ly traffic voi access list 9 3 6
6 CAu hinh tinh ning ning cao 9 3 3 3
cua cisco 10s
7 Trién khai high availability cho 18 3 3 3 9
ha tAng mang
Téng 135 30 9 6 90

15.2. Pé cwong chi tiét ciia hoc phén:
Chuong 1. Gidi thi¢u routing va packet forwarding

1.1.

1.2.

1.3.

Gid61 thiéu

1.1.1. Xay dung bang dinh tuyén

1.1.2. Path Determination va Switching
1.1.3. Packet Fields va Frame Fields

1.1.4. Puong di tot nhat va Metric
1.1.5. Equal Cost Load Balancing

1.1.6. Path Determination
1.1.7. Switching
Static Routing

1.2.1. Muc dich va cu phap lé€nh ip route

1.2.2. C4u hinh Static Route
Dynamic Routing

1.3.1. Gi6i thi¢u Dynamic Routing
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1.3.2. Phan loai Dynamic Routing Protocols
1.3.3. Metrics
1.3.4. Administrative Distances

1.4. VLSMvaCIDR
Chuong 2. LAYER 2 SWITCHING & VIRTUAL LAN

2.1. Chuc nang cua Switch Layer 2
2.2.  Spanning Tree Protocol (STP)
2.3. VLAN

2.4.  VLAN Trunking Protocol

Chuong 3. DISTANCE VECTOR ROUTING PROTOCOL
3.1. Distance Vector Routing Protocol

3.2. RIP Version 1

3.3.  RIP Version 2

3.4. EIGRP

Chuong 4. LINK-STATE ROUTING PROTOCOL
4.1. Link-state routing protocol

4.2. OSPF

Chwong 5. QUAN LY TRAFFIC VOI ACCESS LIST

5.1.  Gidi thi€u Access Control List (ACL)

5.2. Standard Access Lists

5.3. Extended Access Lists

5.4. Named Access Lists

Chuwong 6. CAU HINH TiNH NANG NANG CAO CUA CISCO 10S
6.1. Cau hinh NAT va PAT

6.2. Céau hinh DHCP
6.3. Cau hinh CDP
Chwong 7. TRIEN KHAI HIGH AVAILABILITY CHO HA TANG MANG
7.1. Tong quan vé High Availability(HA) cho ha ting mang
7.2.  Trién khai HSRP
7.3.  Trién khai VRRP
7.4. Trién khai EtherChannel
16.Co sé vat chat phuc vu hoc tip
— Phan, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
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17.Hwéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thic hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan th 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa TO trudng Giang vién bién soan

PE CUONG HQC PHAN
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1.Tén hoc phin: THUC HANH XAY DUNG HA TANG MANG
2.Mai hoc phin:

3.S6 tin chi: 1(0,1,2)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day:
7. Phén bd thoi gian:

— Hoc trén lop: 00 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: XXXXxxxx-Mang may tinh
— Hoc phén truée: khong
— Hoc phan song hanh:
9. Chuin diu ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:

+ Mon hoc cung cip nhimg kién thirc vé& IOS cua Cisco Router, cach xay dung
bang dinh tuyén va qua trinh Path Determination va Switching cua Router, cac ky
thuat Dinh tuyén mang LANs, ACL va vi tri bd tri ACL, cac ky thuat NAT/PAT,
Spanning Tree Protocol, Virtual LAN va VLAN Trunking Protocol, cac k¥ thuat tang
cudng dam bao cho ha ting mang: HSRP/ VRRP/EtherChanne

— Vé ki ning:

+ Céu hinh dugc Router Cisco co ban va static route trén Router Cisco.

+ Céu hinh duoc céc giao thirc dinh tuyén RIPv1/RIPv2/EIGRP.

+ CAu hinh duoc giao thtc dinh tuyén OSPF trong mot Area.

+ CAu hinh duoc ACL dé quan 1y traffic mang.

+ CAu hinh duogc cac tinh ning md rong cua Cicso I0S: NAT/PAT, DHCP,
CDP.

+ Céu hinh duoc Spanning Tree Protocol.

+ Xay dung duoc VLAN cho doanh nghiép va cdu hinh dugc VLAN Trunking
Protocol.

+ Céu hinh duoc HSRP/VRRP/EtherChannel.

— Veé thai d:
+ Lén 16p day du va chuan bi cho gio 1én 1p theo yéu cau cua gido.
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+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp mon xdy dung ha ting mang, ciing nhu trong
viéc ap dung cac hiéu biét da dat duoc.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— Routing va packet forwarding; Xay dung bang dinh tuyén/Path Determination
va Switching/Static Routing/Dynamic Routing/VLSM va CIDR

— Switch Layer 2/Spanning Tree Protocol (STP)/VLAN/VLAN Trunking
Protocol

— Cac ky thuét dinh tuyén Distance Vector Routing Protocol/RIP Version 1/RIP
Version 2/EIGRP, Link-state Routing/OSPF.

— Access Control List (ACL)/Standard Access Lists/Extended Access
Lists/Named Access Lists, NAT, PAT, CDP.
— High Availability(HA) cho ha tang mang/Trién khai HSRP/Trién khai
VRRP/Trién khai EtherChannel
— Ngoai ra mén hoc con gidi thiéu mot sd kién thuc chuyén sau Xay dung ha
tang mang.
11. Nhiém vu cua sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu cu cta giang vién.
— Duy kiém tra gita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Cisco Press, Cisco Networking Academy Program CCNA 1 and 2 Companion
Guide, Revised Third Edition, Cisco Systems, 2004.
[2] Richard Froom, Balaji Sivasubramanian, Erum Frahim, Building Cisco
Multilayer Switched Networks (BCMSN),4th Edition, 2007.
12.2. Tai liéu tham khao:
[1] Andrew S .Tanenbaum, Computer Networks, Prentice Hall, 5th Edition 2011
[2] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down
Approach, Pearson Education, 6th Edition, 2012.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
— Piém thi két thiic hoc phan: Trung binh cong céc bai kiém tra
15.Noi dung hoc phan:
15.1. Phén bd thoi gian ciac chwong trong hoc phan:
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Phén bo thoi gian

TT Tong :
s6 tiét (tiet hoac gio)
Tén chwong < ,
hodc | |y | Bai | Thio | TN/ | Tu
81 | thuyét | tap | ludn | TH | hoc
1 Routing va packet forwarding 9 3 6
2 Layer 2 switching & virtual lan 18 6 12
3 Distance vector routing protocol 18 6 12
4 Link-state routing protocol 18 6 12
5 Quan ly traffic voi access list 9 3 6
6 Cau hinh tinh ning nang cao 9 3 6
cua cisco 10s
7 Trién khai high availability cho 9 3 6
ha tAng mang
Téng 90 90 30 | 60

15.2. Pé cwong chi tiét ciia hoc phén:
Chuong 1. ROUTING VA PACKET FORWARDING

1.1.
1.2.

C4u hinh co ban Router Cisco
Cau hinh Static Route

Chuong 2. LAYER 2 SWITCHING & VIRTUAL LAN

2.1.
2.2.
2.3.
2.4,

Cau hinh Spanning Tree Protocol.

CAu hinh VLAN.

Céu hinh VLAN Trunking Protocol.

Khiéc phuc su c6 VLAN.

Chwong 3. DISTANCE VECTOR ROUTING PROTOCOL
Céu hinh giao thirc dinh tuyén RIPv1.

CAu hinh giao thirc dinh tuyén RIPv2.
CAu hinh giao thirc dinh tuyén EIGRP.
Khic phuyc 15i cta cac giao thtrc dinh tuyén RIPv1/RIPv2/EIGRP.
Chwong 4. LINK-STATE ROUTING PROTOCOL
Céu hinh giao thirc dinh tuyén OSPF.
Khic phuc 16i cta giao thire dinh tuyén OSPF

3.1.
3.2.
3.3.
3.4.

4.1,
4.2,

Chwong 5. QUAN LY TRAFFIC VOI ACCESS LIST

Quan ly traffic dua trén Standard Access List.
Quan ly traffic dua trén Extended Access List.

5.1.
5.2
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5.3.  Cau hinh sir dung Named Access List.
Chuwong 6. CAU HINH TINH NANG NANG CAO CUA CISCO I0S
6.1. Cau hinh Static NAT/Dynamic NAT/Overlading NAT.
6.2. Cau hinh DHCP, DHCP Relay Services.
6.3. Céu hinh Network Discovery sir dung CDP.
Chuwong 7. TRIEN KHAI HIGH AVAILABILITY CHO HA TANG MANG
7.1.  Céu hinh HSRP.
7.2.  Chu hinh VRRP.
7.3.  Céu hinh Loadbalancing sir dung EtherChannel.
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17.Huéng din thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phén.

— Thoi gian kiém tra va thi:

+ Kiém tra giita cac budi hoc:

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa To trudng Giang vién bién soan
PE CUONG HOC PHAN
1. Tén hoc phin: HE THONG TIM KIEM, NGAN NGUA VA PHAT

HIEN XAM NHAP
2. Mi hoc phan:

3.S6 tin chi: 3(3,0,6)
4.Loai hoc phin: Bit budc
5. Poi twgng hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day: Giang vién khoa Cong ngh¢ thong tin
7. Phén b6 thoi gian:
— Hoc trén lop: 30 tiét
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— Tu hoc: 60 tiét

— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phén truée: khong

— Hoc phan song hanh: xxxxxx — Thuc hanh hé théng phat hién phong chong xam
nhap
9. Chuin diu ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Vé kién thic:

Dat duoc mot hé thdng kién thirc vé phuong phap phat hién xAm nhap mang, co

ban va phu hop véi nhitng quan diém hién dai, bao gdm:

+ Gidm sat luu luong mang va céc hoat dong khéa nghi.

+ Canh bao vé tinh trang mang cho hé théng va nha quan tri.

+ Két hop véi cac hé théng giam sat, tuong lura, diét virus tao thanh mot hé
théng bao mat hoan chinh.

— V& ki ning:

+ Biét cach phan biét va st dung thanh thao 2 loai phat hi¢n xam nhép mang la
NIDS va HIDS.

+ Phén tich va danh gia cac hoat dong bat thudng cua hé théng

+ Xac dinh ai dang tac dong dén hé thdng va cach thirc nhu thé nao.

+ Xac dinh cac hoat dong xam nhép xdy ra tai vi tri nao trong cAu tric mang.

+ Cung cép mot cach nhin toan dién vé toan bo luu lugng mang.

+ Gitip kiém tra cac sy ¢b xay ra v6i hé théng mang.

+ Str dung dé thu thap bang chtng cho diéu tra va Gmg ciru su cd.

— Vé thai do:

+ C6 htng tht hoc mdén bao mat mang qua viéc phan tich luu lwong mang dé
phat hién xam nhap mang, yéu thich va tim to1 khoa hoc;

+ C6 thai d6 khach quan, trung thuc; co6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp moén hé théng phat hi¢n xam nhap mang, ciling
nhu trong viéc ap dung céc hiéu biét da dat duoc.

+ Co y thtic van dung nhiing hiéu biét moén hoc vao trong cac khoa hoc khac,
vao an toan thong tin cho cac linh vuc vat ly, hdéa hoc, moé1 truong, tai chinh va cac
nganh nghé khac.
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10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— IDS: Pinh nghia va chuc nang, phan biét 2 phuong thirc phat hién xam nhap
mang 1a NIDS va HIDS, cic budc trién khai IDS va kién tric ciia hé thong phat hién
xam nhap mang, cac vi tri trién khai hé thong NIDS va HIDS.

— IPS: Cac kién thirc chung va dinh nghia chirc ning cua IPS, kién trac cta hé
thong IPS, 3 module phan tich ludng dir liéu gom module phat hién tan cong, module
phan tng, 1 sé k¥ thuat gitp thuc hién su khong binh thuong nhu phat hién muc
ngudng, phat hién nho qué trinh ty hoc, phat hién sy khong binh thudng cta cac giao
thire. mot s6 ki thuat ngin chin nhu két thuc tién trinh, hay bo tn cong, thay doi cac
chinh sach cua tuong ltra, canh bao thoi gian thuc hoac ghi lai vao tap tin log.

— Phan loai cac hé théng phat hién va phong chéng xam nhap.

— Hé théng phat hién xam nhap va phong chong dua vao tip luat hoic vao k¥
thuat hoc may.

11. Nhiém vu cua sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luén theo yéu ciu cta giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Richard A. Deal, Cisco Router Firewall Security, churong 16, Cisco Press, 2004.

[2] Gert De Laet, Gert Schauwers, Network security Fundamentals chuwrong 10 phén
3, Cisco Press, 2004.

12.2. Tai liéu tham khao:
[1] Saadat Malik, Network security Principles and Pratices chirong 14-15 phdn 5,
Cisco Press, 2002.
[2] Dr. Eric Cole, Dr. Ronald Krutz va James W. Coley, Nework Security Bible
Chuong 17 Phdn 5, Wiley Publishing Inc, 2005.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Pénh gid qua trinh:
+ Piém thai do hoc tap: 0%
+ Piém tiéu luan: 20%
+ Diém kiém tra giira hoc phan: 30%

— Piém thi két thiic hoc phan: 50%
15.Noi dung hoc phan:

15.1. Phén bé thoi gian cac chwong trong hoc phin:
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T8 Phén bé thoi gian
ong (6t noie 2i0)
o tict 1€t noac gi
TT | Tén chwong sl(: }e
04¢ | Ly | Bai | Thao | TN/ | Ty
819 | thuyét | tap | luén | TH | hoc
T6ng quan hé thong phét hién
1 phong chong xam nhap (IDS/IPS) 15 4 1 0 0 10
9 Phuong thic phat hién xam nhap 15 4 1 0 0
(IDS)
Kién trac hé thong phat hién xam
3 nhap (IDS) 12 3 1 0 0
4 H¢ thong phong chong xam nhap 18 4 9 0 0
(IPS)
Céc h¢ thong phat hién va phong
> chéng xam nhap (IDS/IPS) 8 4 0 0 0
6 M({t 50 nguyén Iy Phat hién xam 20 6 9 0 0
nhép va phong chong
Tong 90 23 7 0 0

15.2. Pé cuwong chi tiét ciia hoc phan:
Chuwong 1. Tong quan hé thong phat hié¢n phong chong xim nhip (IDS/IPS)
1.1. Binh nghia va chiic nang

1.1.1. Hé théng phat hién xAm nhép 1a gi?

1.1.2. Chirc nang cua hé thong phat hién xAm nhap
1.2. Cac hinh thirc tin cong

1.2.1. Tan cong bén trong

1.2.2. Tan cong bén ngoai
1.3. Ly do can bao vé hé thong mang
1.4. Cac hinh thtrc bao vé hé théng mang

1.4.1. IDS

1.4.2. IPS
1.5. Cac lgi ich ctia hé thong phat hién xdm nhap
Chuong 2. Phuong thirc phat hién xam nhap (IDS)
2.1. Network Based (NIDS)

2.1.1. Traffic Analyzer

2.1.2. Traffic Accounting

2.1.3. Virtual honeypots
2.2. Host based (HIDS)
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2.2.1. Syslog
2.2.2. File-Finger-printing
2.2.3. System integrity Checks
2.2.4. Systrace
2.3. Céc budc cua qua trinh phat hi¢én xadm nhép
Chuwong 3. Kién tric hé théng phat hién xdm nhap
3.1. Cac diéu kién cua hé thong phat hién xAm nhap
3.2. Cac thanh phan cuia h¢ thong phat hién xAm nhap
3.3. Cac mo hinh ciia hé thong phat hién xdm nhap
3.3.1. M6 hinh phat hién xam nhap NIDS
3.3.2. M6 hinh phéat hién xam nhap HIDS
Chuong 4. H¢ thong phong chéng xAm nhap (IPS)
4.1. Gi6i thiéu vé hé théng phat hién xam nhap
4.1.1. Dinh nghia
4.1.2. Muyc dich
4.1.3. Loi ich
4.2. Cach hoat dong cuia hé théng phong chéng xam nhap
4.2.1. Out-Of-Band IPS
4.2.2. In-Line IPS
4.3. Cac hinh thtrc cta hé théng phong chéng xam nhap
4.3.1. Host-Based Intrusion Prevention System (HIPS)
4.3.2. Network-Based Intrusion Prevention System (NIPS)
4.4, Cac ki thuat cua hé thong phong chéng xaAm nhap
4.4.1. Stateless
4.4.2. State full
4.4.3. Mot s6 ki thuat ngan chan
4.4.4. Mot s6 ki thuat gitap thuc hién sy bat thuong
4.5. Kién trac chung cua cac hé thong phong chdng xam nhap
4.5.1 Module phan tich ludng dit liéu
4.5.2. Module phat hién tin cong
4.5.3. Module phan ing
Chuwong 5. Cac hé thong phat hién va phong chong xim nhip
5.1. Cai dat thir nghiém céc giai phap phat hién va phong chéng xam nhap
5.1.1. Cisco IDS
5.1.2. Snort
5.2. Thir nghiém céc giai phap phét hién va phong chéng xam nhap
5.2.1. Cisco IPS
5.2.2. Snort Inline
Chwong 6. Mt s6 nguyén ly phat hién xAm nhép va phong chong
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6.1. Hé thong phat hién xdm nhap dua vao luat
6.2. Hé thong phong chong xam nhap dwa vao luat
6.3. H¢ théng phat hién xam nhép dua vao cac ky thuat hoc may
6.4. Hé théng phong chéng xam nhap dua vao k¥ thuit hoc may
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap lon.
17.Hwéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phﬁn, diéu kién dé duoc du thi két thuc hoc phﬁn.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudong Khoa T6 trudng Giang vién bién soan

324



PE CUONG HOC PHAN

1. Tén hoc phén: THUC HANH HE THONG TIM KIEM, NGAN
NGUA VA PHAT HIEN XAM NHAP
2. M3 hoc phan:

3. S0 tin chi: 1(0,1,2)
4. Loai hoc phén: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phan:

— Hoc phan tién quyét: khong

— Hoc phan trudc: khong

— Hoc phan song hanh: xxxxxx — Hé thong phat hién phong chdng xdm nhap
9. Chuin dau ra ciia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Vé kién thirc:

Pat duoc mot hé thong kién thirc vé phuong phap phat hién xAm nhap mang, co
ban va phi hop véi nhitng quan diém hién dai, bao gdm:
+ Giam sat luu lvgng mang va cac hoat dong kha nghi.

+ Canh bao vé tinh trang mang cho hé théng va nha quan tri.
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+ Két hop véi cac hé théng giam sat, tuong ltra, di€t virus tao thanh mdt hé
théng bao mat hoan chinh.

— Vé Ki niing:

+ Biét cach phan bi¢t va str dung thanh thao 2 loai phat hién xam nhap mang la
NIDS va HIDS.

+ Phan tich va danh gia cac hoat dong bat thuong cta hé théng

+ Xac dinh ai dang tac dong dén hé thdng va cach thirc nhur thé nao.

+ Xac dinh cac hoat dong xAm nhap xay ra tai vi tri ndo trong cdu triic mang.

+ Cung cép mot cach nhin toan dién vé toan bo luu lugng mang.

+ Giup kiém tra cac su cb xay ra voi hé théng mang.

+ Str dung dé thu thap bang chimg cho diéu tra va Gmg ctru su cd.

— Vé thai do:

+ C6 hing thit hoc mén bao mat mang qua viéc phan tich luu luong mang dé
phat hién xam nhap mang, yéu thich va tim toi khoa hoc;

+ C6 thai do khach quan, trung thuc; co tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp mon hé thong phat hién xdm nhap mang, ciing
nhu trong viéc &p dung cac hiéu biét da dat duoc.

+ Co y thtrc van dung nhiing hiéu biét mon hoc vao trong cac khoa hoc khac,
vao an toan thong tin cho cac linh vuc vat 1y, hoa hoc, moi truong, tai chinh va cac
nganh nghé khac.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gém cac ndi dung sau:

— IDS: DPinh nghia va chirc nidng, phan bi¢t 2 phuong thirc phéat hi€én xam nhap
mang 13 NIDS va HIDS, cac budc trién khai IDS va kién tric cuia hé théng phat hién
xam nhap mang, cac vi tri trién khai hé théng NIDS va HIDS.

— IPS: Céc kién thirc chung va dinh nghia chirc ning cta IPS, kién trac ciia hé
thdng IPS, 3 module phan tich ludng dir liéu gdm module phat hién tan cong, module
phan tng, 1 s6 k¥ thuat gitp thyc hién sy khong binh thudng nhu phat hién mirc
ngudng, phat hién nhd qué trinh ty hoc, phat hién sy khong binh thuong cua cac giao
thire. mot s6 ki thuat ngin chin nhu két thuc tién trinh, hay bo tin cong, thay doi cac
chinh sach cua tuong Itra, canh bao thoi gian thyc hoac ghi lai vao tap tin log.

— Phén loai cac hé thong phat hién va phong chong xam nhap.

— Hé théng phat hién xdm nhap va phong chéng dua vao tip lut hodc vao ky
thuat hoc may.

11. Nhiém vu cua sinh vién:
— Tham du day du gio hoc thuc hanh trén 16p.
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— Lam cac bai tap yéu cau cua giang vién.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] Richard A. Deal, Cisco Router Firewall Security, chirong 16, Cisco Press, 2004.
[2] Gert De Laet, Gert Schauwers, Network security Fundamentals chwong 10 phan

3, Cisco Press, 2004.
12.2. Tai li€u tham khao:

[1] Saadat Malik, Network security Principles and Pratices chwong 14-15 phdn 5,

Cisco Press, 2002.

[2] Dr. Eric Cole, Dr. Ronald Krutz va James W. Coley, Nework Security Bible

Chuong 17 Phdn 5, Wiley Publishing Inc, 2005.

13. Thang diém danh gia: 10/10

14. Panh gia hoc phan: Trung binh cong ciia cac bai kiém tra
15.Noi dung hoc phan:

15.1. Phan bo théi gian cic chwong trong hoc phin:

T8 Phén b6 thoi gian
ong (6t node git)
A tid i€t hoac gi
TT | Tén chuong sl‘l’ tiet
04¢ | Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luéin | TH | hoc
1 Cai dat va thir nghi¢ém SNORT 15 0 10 0 0 10
IDS
2 ﬁoasl dat va tht nghiém SNORT 15 0 10 0 0 10
Cai dat va thir nghiém FW
3 IPTABLES 12 0 6 0 0 8
Cai dat va thtr nghi¢m Cisco
4 IDS/IPS 18 0 4 0 0 12
Tong 920 0 30 0 0 | 60

15.2. P& cwong chi tiét ciia hoc phén:
Chuong 1. Cai dat va thir nghiém SNORT IDS
1.1. Cai dat SNORT IDS
1.1.1. Cai dat cac gbi phu thudc
1.1.2. Cai dit cac goi hd trg xem bao cao phat hién xAm nhap
1.2. Thtr nghiém SNORT IDS
1.2.1. Thir nghiém phat hién tan cong Ping of Dealth
1.2.2. Thir nghiém phat hién tin céng Scan Port
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1.2.2. Thir nghiém phat hién tan cong SQL Injection
1.2.3. Thir nghiém phat hién tan cong DoS
Chuong 2. Cai dat va thir nghiém SNORT IPS
2.1. Cai dat SNORT IPS
2.2. Thur nghiém SNORT IPS
2.2.1. Thir nghiém phong chéng tan cong Ping of Dealth
2.2.2. Thir nghiém phong chéng tan cong Scan Port
2.2.2. Thir nghiém phong chéng tan cong SQL Injection
2.2.3. Thir nghiém phong chéng tan cong DoS
Chuong 3. Cai dat va thir nghiém FW IPTABLES
3.1. Cai dat FW IPTABLES
3.2. Thtr nghiém FW IPTABLES
3.2.1. Thir nghiém phong chéng tan cong Ping of Dealth
3.2.2. Thir nghiém phong chéng tan cong Scan Port
3.2.2. Thir nghiém phong chdng tin cong SQL Injection
3.2.3. Thir nghiém phong chdng tin cong DoS
Chuwong 4. Cai dit va thir nghiém Cisco IDS/IPS
4.1. Cai dat cAu hinh phat hién xam nhép Cisco IDS
4.1.1. Cai dat trén GNS3
4.1.2. Cai dat trén NS2
4.2. Cai dat cau hinh phong chdng xdm nhap Cisco IPS
4.2.1. Cai dat trén GNS3
4.2.2. Cai dat trén NS2
16.Co sé vat chat phuc vu hoc tap
Phong thuc hanh véi hé thong may vi tinh ndi mang, may diéu hoa da mat dé phuc
vu cho sinh vién.
17.Huwéng din thwe hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc dy thi két thuc hoc phan.
— Thoi gian kiém tra va thi: Trung binh cong ctia cac bai kiém tra
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng Khoa T trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: TRUYEN THONG KY THUAT SO
2. Ma hoc phan:
3.S6 tin chi: 3(3,0,6)
4. Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 45 tiét
— Ty hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan trudc: khong

— Hoc phan song hanh: khong
9. Chuan dau ra ciia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thikc:

bat duoc mot hé théng kién thuc dai cuong, co ban va phu hop véi nhitng quan

diém hién dai, bao gom:

+ Cac kién thire vé thong tin, dir li€u, tin hi€u, cac bang ma, cach truyén thong
tin trén duong day, cac khai niém vé tin hiéu duong truyén, ki thuat s6 cho tin hiéu
analog.

+ Cac ky thuat ma hoéa tin hiéu nhu : NRZ-L, NRZI, Bipolar-AMI,
Pseudoternary, Manchester, Differential Manchester, B8ZS, HDB3.

+ Cac k¥ thuat truyén sé liéu nhu: truyén dir liéu ¢ bang tan co sd, diéu bién,
diéu pha, diéu tan, multiplex; cac phuong phap bao vé chéng sai trong truyén sb liéu
va kiém soat dudng ndi dir liéu bang cac co ché flow control, error control va bit dinh

huong.
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+ Céc k¥ thuat truyén théng qua mang truyén sd liéu: cac mo hinh mang truyén
thong, mang chuyén mach mach di¢n, mang chuyén mach goi, , mang vo tuyén gbi va
v¢ tinh.

— Vé Ki niing:

+ Van hanh hé thong may tinh va phat trién cac phan mém tng dung.

+ Van dung kién thuc c6 duge dé tinh toan viée truyén dir liéu, do tré, xir ly tic
nghé&n, khai thac va sir dung dudng truyén c6 hiéu qua.

— Veé thai d:

+ Co6 hung tha hoc cong nghé thong tin, yéu thich va tim to1 khoa hoc; tran
trong véi nhitg déng gdp cia cong nghé thong tin cho sy tién bo cua xa hoi va doi
v6i1 cong lao cua cac nha khoa hoc.

+ C6 thai do khach quan, trung thic; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mon cong nghé thong tin, cling nhu trong viéc
ap dung céc hiéu biét da dat duoc.

+ C6 ¥ thirc van dung nhitng hiéu biét cong nghé thong tin vao trong céc khoa
hoc khac, vao doi séng nham cai thién diéu kién séng, hoc tap, cling nhu gitt gin bao
quan thiét bi, ¥ thtc tiét kiém.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:

— Céc khai niém cdn ban : Tim hiéu cdc khai niém co ban cta hé théng truyén du
liéu, cac thanh phén lién quan nhu thiét bi thu, phat, moéi truong truyén dan. Khai niém
vé dir lidu tuong tu, dir licu sb, tin hiéu tuong tu, tin hi¢u s6, mot s phuong phap ma
hoa tin hiéu pho bién, va cac cach diéu ché bién.

— Ky thuat truyén s liéu: Tim hiéu céc k¥ thuat trong truyén dir lidu sb, co ché
hoat dong cua truyén ddng bo, truyén bat dong bd, va mot sd phuong thic xt 1y
duong truyén nhu phat hién 16i, stra 16i. Tim hiéu vé k¥ thuat diéu khién dong, k¥
thuat ghép kénh, k¥ thuét trai phd.

11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luin theo yéu ciu cia giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Tran Van Su , Truyén sé liéu va mang théng tin s6, nha xuat ban Pai hoc Qudc
gia Thanh phé H56 Chi Minh, 2008.

[2] Nguyén Hong Son, Ky thudt truyén soé liéu, Nha xuét ban lao dong xa hoi, 2010
12.2. Tai li€u tham khao:
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[1] William Stallings, Data and Computer Communications, 8th Edition, 2007.

[2] Fred Halsall, Data communications, Computer Networks and open systerms,

Addition-wesley,2007.
13. Thang diém d4anh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai do hoc tap: 0%
+ Piém tiéu luan: 20%

+ Piém kiém tra giira hoc phan: 30% (Tric nghiém khach quan, chuong 1-3)

— Piém thi két thiic hoc phan: 50% (Tric nghiém khach quan, chuong 4-7)

15.Noi dung hoc phén:

15.1. Phén bd thoi gian cac chwong trong hoc phan:

Té Phin bo thoi gian
ong .
50 tiét (tiét hodc gio)
TT | Tén chuong hos
02¢ | Ly | Bai | Thao | TN/ | Ty
819 | thuyét | tap | luén | TH | hoc
1 | Cac khai niém co ban 18 6 0 0 0 | 12
2 | Mbi truong truyén dan 18 6 0 0 0 12
3 | K§ thuat mi hoa tin hiéu 21 6 1 0 0 | 14
4 | Ky thuat truyén dir lidu so 21 6 1 0 0 14
5 (;?C giao thtrc diéu lién két div 21 5 1 0 0 14
liéu
6 | Ghép kénh 18 6 0 0 0 | 12
7 | Trai pho 18 6 0 0 0 12
Tong 135 45 0 0 0 | 90

15.2. P& cwong chi tiét ciia hoc phén:

Chuong 1. Gi6i thi¢u

1.1. Mo hinh hé théng truyén dit liéu

1.2. Céc khai ni¢m va thuat ngir lién quan

1.3. Suy hao tin hiéu
1.4. Toc do kénh truyén

Chuwong 2. Méi truwong truyén din

2.1. M6i truong truyén dan va cac thanh phan lién quan
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2.2. Puong dan hitu tuyén
2.3. Puong dan vo tuyén
2.4. Céc loai song vo tuyén
2.5. Thiét bi thu/phat song
Chuong 3. Ky thuat ma héa tin hi¢u
3.1. Céc thuat ngir lién quan
3.2. Céac phuong thirc ma hoa
3.3. K¥ thuat diéu bién
3.4. Piéu ché xung ma
3.5. Piéu ché Delta
Chuong 4. Ky thuit truyén dir li¢u s6
4.1. Cau trac kénh truyén
4.2. Truyén dong bo
4.3. Truyén bat dong bo
4.4. Phat hién 16i
4.5. Sura 161
4.6. Mang ISDN
Chuong 5. Cac giao thirc diéu khién lién két dir liéu
5.1. Téng quan
5.2. Stop-and-Wait
5.3. Go-back-N
5.4. Selective Reject
5.5.Giao thtce HDLC
Chwong 6. Ghép kénh
6.1. Khai niém
6.2. Ghép kénh theo tan s6 FDM
6.3. Hé thong truyén tai Analog
6.4. Ghép kénh phan chia theo thoi gian TDM
6.5. Hé théng truyén tai Digital
6.6. Pai cuong vé Cable Modem
6.7. Cong ngh¢ DSL (HDSL, SDSL,ADSL)
Chuwong 7. Trai pho
7.1. Khai niém va phan loai
7.2. Trai phd nhay tang (FHSS)
7.3. Trai phd day truc tiép (DSSS)
7.4. Cac van dé trong trai pho va cach giai quyét
7.5. Da truy nhép phan chia theo ma (CDMA)
16.Co sé vét chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.

332



— Gi&o trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17. Huwéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién cin néu rd quy dinh vé dénh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan thi 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang ndam 2017
Truong Khoa To trudng Giang vién bién soan
PE CUONG HQC PHAN
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1.Tén hoc phin: MANG MAY TINH NANG CAO
2.Mai hoc phin:

3.S6 tin chi: 3(3,0,6)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: Mang may tinh: xxx(a)
— Hoc phén truée: khong
— Hoc phan song hanh:
9. Chuin diu ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:
Pat dugc mot hé théng kién thirc nng cao vé mang may tinh va phu hop véi nhimng
quan diém hién dai, bao gdom:
+ Céc khai niém vé kién thirc chuyén sau ciia TCP/IP
+ Phan tich céc goi tin
+ C4c co ché phat hién 16i va xtr ly 15 trong hé théng mang IP
— V& ki ning:
+ Quan sat duoc cac kién tric va diac diém nang cao cua Kién trdc mang
TCP/IP.
+ Phaén tich, tong hop va xir Iy duoc céc gai tin co ban str dung trong kién tric
mang TCP/IP.
+ Van dung dugc cac kién thic vao phan tich 16i, kiém tra 151, xu ly 13i trong
hé théng mang IP.
— Veé thai d:
+ Lén 16p day du va chuan bi cho gio 1én 16p theo yéu cau cua gido.
+ Co6 thai do khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp mon xdy dung ha ting mang, ciing nhu trong
viéc ap dung cac hiéu biét da dat duoc.
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10. MBO ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— Gidi thiéu routing va packet forwarding; Gioi thi€uw/Xéy dung bang dinh
tuyén/Path  Determination ~ va  Switching/Static ~ Routing/Dynamic
Routing/VLSM va CIDR

— Chuc nang cua Switch Layer 2/Spanning Tree Protocol (STP)/VLAN/VLAN
Trunking Protocol
— Pi sau gi6i thidu vé cac ky thuat dinh tuyén Distance Vector Routing
Protocol/RIP Version 1/RIP Version 2/EIGRP, Link-state Routing/OSPF.
— Gidi thiéu Access Control List (ACL)/Standard Access Lists/Extended Access
Lists/Named Access Lists, NAT, PAT, CDP.
— Tong quan vé High Availability(HA) cho ha tang mang/Trién khai HSRP/Trién
khai VRRP/Trién khai EtherChannel
— Ngoai ra mén hoc con gidi thiéu mot s6 kién thuc chuyén sdu Xay dung ha
tang mang.
11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu cau cia giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12. Tai li¢u hoc tap:
12.1. Sach, giao trinh chinh:
[1] Pang Lé Nam, Bai giang Mang may tinh nang cao, Truong Pai hoc Cong
nghiép Thyuc pham Tp. H6 Chi Minh (Luu hanh noi bd), 2014.
[2] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down
Approach, Pearson Education, 6th Edition, 2012.
12.2. Tai liéu tham khao:
[1] Andrew S .Tanenbaum, Computer Networks, Prentice Hall, 5th Edition 2011
[2]
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Pénh gid qua trinh:
+ Diém thai d6 hoc tap:10%
+ Diém tiéu luan: 20%
+ Diém kiém tra giita hoc phan:
— DPiém thi két thiic hoc phan: 70%
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phén:
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Phéan bd thoi gian
Tong s6 (tiét hoic gid)
TT Tén chwong tiet ) ™

hoic gior Ly Bai | Thao | , | Tuw
thuyét tap luin H hoc
1 | Tang ung dung 41 13 1 0 0 | 28
2 | Tang van chuyén 34 10 2 0 0 | 24
3 | Tang mang 28 8 2 0 0 | 20
4 | Tang lién két 25 7 2 0 0 | 18
Tong 128 38 7 0 0 | 90

15.2. P& cwong chi tiét ciia hoc phén:
Chuong 1. Tang tmg dung
1.1. Web va HTTP
1.2. FTP
1.3. SMTP, POP3, IMAP
1.4. DNS
1.5.P2P
1.6. Lap trinh socket vé1 TCP
1.7. Lap trinh socket vo1 UDP
Chuwong 2. Tang vin chuyén
2.1. Multiplexing va Demultiplexing
2.2. Connectionless transport: UDP
2.3. Piac diém cua reliable data transfer
2.4. Connection-oriented transport: TCP
2.4.1. Cau tric gobi tin segment
2.4.2. Reliable data transfer
2.4.3. biéu khién luéng
2.4.4. Quan 1y két ndi
2.5. Pic diém cta congestion control
2.6. TCP congestion control
Chuong 3. Tang mang
3.1. Virtual circuit va datagram networks
3.2. Nhitng thanh phan bén trong router
3.3. Internet Protocol: IP
3.3.1. Binh dang Datagram
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3.3.2. bia chi Ipv4
3.3.3. ICMP
3.3.4. Bia chi Ipv6
3.4. Céc thuat toan Routing
3.4.1. Link state
3.4.2. Distance vector
3.4.3. Hierachical routing
3.5. Céc thuat toan Routing trén Internet
3.5.1.RIP
3.5.2. OSPF
3.5.3. BGP
3.6. Broadcast va multicast routing
Chuong 4. Tang lién két
4.1. Diéu khién 18i va sira 15i
4.2. Giao thirc da két nbi
4.3. Dai chi 16p lién két
4.4. Ethernet
4.5. Hub va switches
4.6. PPP
4.7. Link Virtualization : ATM va MPLS
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khao, danh muyc cac chuyén dé va bai tap lon.
17. Huéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thic hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thr 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudong Khoa TO trudng Giang vién bién soan
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1. Tén hoc phin:
2. M3 hoc phin:
3. S0 tin chi:
4.Loai hoc phan:
5. Poi twong hoc:

6. Gidang vién giang day:

7. Phén b6 thoi gian:
— Hoc trén lop:

PE CUONG HQC PHAN

THUC HANH MANG MAY TINH NANG CAO
1(0,1,2)

Bit budc

Sinh vién dai hoc chinh quy

Giang vién khoa Cong ngh¢ thong tin

30 tiét
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— Tu hoc: 60 tiét

— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan trudc: khong

— Hoc phén song hanh: 01xxx_Mang may tinh nang cao 3(3,0,6)
9. Chuin dau ra ciia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Vé kién thic:

+ Cac khai niém vé kién thirc chuyén sau caa TCP/IP

+ Phan tich céac goi tin

+ Cac kién thirc routing

— V& ki ning:

+ Cau hinh routing trén internet nhu RIP, OSPF, IGRP, 1S-IS, BGP.

+ Phaén tich, tong hop va xir Iy duoc céc gai tin co ban str dung trong kién tric
mang TCP/IP.

— Vé thai d:

+ C6 himg thi hoc kién thirc nang cao caa mang may tinh, yéu thich va tim toi
khoa hoc; tran trong v6i nhimg dong gép ctia mang may tinh cho sy tién bo cua xa hoi
va d6i v6i cong lao cua cac nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip mon vat 1y, ciing nhu trong viéc ap dung céc
hiéu biét da dat duoc.

+ C6 ¥ thirc van dung nhitng hiéu biét cia mang may tinh vao trong cac khoa
hoc khac, vao doi séng nham cai thién diéu kién séng, hoc tap, cling nhu gilt gin bao
quan thiét bi, ¥ thtc tiét kiém.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:

+ Cac kién thuc chuyén sau vé bo giao thac TCP/IP: qua trinh truyén théng
gitra cac ting dung TCP/IP, phan tich céc gdi tin.

+ Chtic nang va dic diém cua giao thicc TCP, giao thtc IP, giao thic UDP va
giao thac ICMP.

11. Nhiém vu cua sinh vién:
— Tham dy gio hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu cau cta giang Vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
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12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] Bang Lé Nam, Bai gidng Thuc hanh mang may tinh nang cao, Truong Pai hoc
Cong nghiép Thuc pham Tp. H6 Chi Minh (Luu hanh néi bd), 2014.

[2] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down
Approach, Pearson Education, 6th Edition, 2012.
12.2. Tai liéu tham khao:

[1] Cisco Press, Cisco Networking Academy Program CCNA 1 and 2 Companion
Guide, Revised Third Edition, Cisco Systems, 2004.

[2] Richard Froom, Balaji Sivasubramanian, Erum Frahim, Building Cisco
Multilayer Switched Networks (BCMSN),4th Edition, 2007.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— DPanh gid qua trinh:

— Piém thi két thiic hoc phan: Trung binh cong cac bai kiém tra
15.Noi dung hoc phan:
15.1. Phén bd thoi gian cac chwong trong hoc phan:

TT Tén g Phﬁl} b6 thoi gian
s0 tiét (tiet hodc gio)
Tén chuong < ;
hoac | 1y | Baji | Thao | TN/ | Ty
819" | thuyét | tap | luan | TH | hec
1 Phan tich goi tin 14 0 1 0 3 10
2 Static route 14 0 1 0 3 10
3 RIP 11 0 1 0 2 8
4 OSPF 17 0 2 0 3 12
5 IGRP 0 1 0 3 5
6 VLan 0 1 0 3 5
7 Access list 8 0 0 0 3 5
8 BGP 8 0 0 0 3 5
Téng 90 0 7 0 23 | 60

15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Phan tich goi tin
1.1. HTTP
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1.2.FTP
1.3. SMTP, POP3, IMAP
1.4. DNS
1.5. DHCP
Chuong 2. Static route
2.1. Cau hinh trén packet tracert
2.1.1. M6 hinh 2 may
2.1.2. Mb hinh nhiéu may
2.1. Céu hinh trén GNS3
2.1.1. M6 hinh 2 may
2.1.2. M6 hinh nhiéu may
Chuwong 3. RIP
3.1. Tim hiéu vé cach hoat dong cua RIP
3.2. Céc budc chuan bj
3.3. Céu hinh RIP trén m6 hinh packet tracert
3.4. Kiém tra 13i
Chuong 4. OSPF
4.1. Tim hiéu vé cach hoat dong cuia OSPF
4.2. Céc budce chuan bi
4.3. C4u hinh OSPF trén mé hinh GNS3
4.4. Kiém tra 16i
Chuong 5. IGRP
5.1. Tim hiéu vé cach hoat dong cua IGRP
5.2. Céac bude chuan bi
5.3. Cau hinh IGRP trén mo hinh GNS3
5.4. Kiém tra 15i
Chuong 6. VLAN
6.1. Tim hiéu vé cach hoat dong cia VLAN
6.2. Céc budc chuan bi
6.3. Cau hinh VLAN trén m6 hinh Packet tracert
6.4. Kiém tra 13i
Chuong 7. Access list
7.1. Tim hiéu vé cich hoat dong ctuia Access list
7.2. Céc budce chuan bi
7.3. CAu hinh Access list trén mé hinh Packet tracert
7.4. Kiém tra 15i
Chuong 8. BGP
8.1. Tim hiéu vé cach hoat dong cua BGP
8.2. Cac budc chuan bi
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8.3. CAu hinh BGP trén md hinh GNS3

8.4. Kiém tra 15i
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khao, danh myc cac chuyén dé va bai tap lon.
17.Huéng din thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién cAn néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita cic budi hoc:
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 truong Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: PHAP CHUNG KY THUAT SO
2.Mai hoc phan:
3. S0 tin chi: 3(3,0,6)
4. Loai hoc phén: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén 16p: 45 tiét
— Ty hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Pi¢u kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trude: khong
— Hoc phan song hanh: khéng
9. Chuan dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
Pat dugc mot hé théng kién thirc phap chimg ky thuat s6, co ban va phi hop véi
nhitng quan diém hién dai, bao gém:
+ Cac kién thirc co s¢ vé kién triic may tinh, hé didu hanh, mang may tinh.
+ Céc kién thirc k¥ ning vé cac k¥ thuat diéu tra sd.
+ Nhiing noi dung chinh ctia mot s6 thuyét co — nhiét.
+ Nhiing tmg dung phd bién ciia diéu tra k¥ thuat so trong thyc té
+ Céc phuong phép chung cua nhan thic khoa hoc va nhiitng phuong phéap dac
thu cua cua phap chtng k¥ thuét sb.
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— V& ki ning:

+ Quan sat dugc cac qua trinh van hanh va bao tri thiét bo phuc vu diéu tra so.

+ Phan tich, téng hop va xur ly dugc cac thong tin thu duoc dé rut ra két luan,
dé ra cac du doan don gian vé cac mdi quan hé hay ban chat cia cac chimg cir thu
thap duogc trong qua trinh diéu tra.

+ Van dung duogc cac kién thirc dé mo ta va giai thich cac thong tin va gia
thuyét can duoc kiém ching, giai dugc cac bai phap chimg k¥ thuat sb va giai quyét
cac van dé diéu tra s6 trong thuc té.

+ Str dung duogc cac thuat ngir phap chung ki thuat sd, cac biéu, bang, do thi
dé trinh bay rd rang, chinh xac nhiing hiéu biét, cling nhu két qua thu dugc qua thu
thap va xtr Iy thong tin.

— V& thai d:

+ Co6 htng thl hoc vat ly, yéu thich va tim toi khoa hoc; tran trong véi nhiing
dong gop cua phap chung ki thuét s6 cho su tién bo cta x3 hoi va ddi véi cong lao
cua cac nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip mén phap chimg ky thuat s, cling nhu trong
viéc ap dung céc hiéu biét da dat duoc.

+ C6 ¥ thie van dung nhimg hiéu biét vé diéu tra sb vao trong cac khoa hoc
khac, vao doi sdng nham cai thién diéu kién sng, hoc tap, cling nhu giit gin bao quan
thiét bi, y thuc tiét kiém.

10. MB® ta vin tit ndi dung hoc phén:

Muc tiéu ciia mon hoc 1& cung cap cho sinh vién nhing kién thuc, k¥ ning can
ban vé k¥ thuat diéu tra phap ching sd. Pong thoi, mon hoc ciing trang bi cho sinh
vién céc tac phong, dao dirc cia nguoi thyuc hién diéu tra qua nhimg quy trinh, quy
chuan vé dao dirc nghé nghiép cta diéu tra vién. Thong qua 1y thuyét va thyc hanh,
sinh vién c6 kha nang thu thap ching clr tai may tinh ca nhan cling nhu tai noi xay ra
su ¢b bing cach su dung cac cong cu thu thap dir ligu.

11. Nhiém vu ctia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cta giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai li¢u hoc tap:
12.1. Sach, giao trinh chinh:

[1] Aaron Philipp and David Cowen, Hacking Exposed Computer Forensics,

Second Edition: Computer Forensics Secrets & Solutions, McGraw-Hill Osborne,
2009.
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[2] Sherri Davidoff, Jonathan Ham, Network Forensics: Tracking Hackers through
Cyberspace Hardcover, Prentics Hall, ISBN 0132564718 , 2012.
12.2. Tai liéu tham khao:
[1] Michael Hale Ligh and Andrew Case , The Art of Memory Forensics: Detecting
Malware and Threats in Windows, Linux, and Mac Memory, Willey, 2014.
[2] Cory Altheide , Harlan Carvey, Digital Forensics with Open Source Tools
Paperback, Syngress, ISBN-10: 1597495867, 2011.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Pénh gia qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 20%
+ Diém kiém tra giira hoc phan: 30% (Tric nghiém khach quan, chuong 1-3)
— Diém thi két thiic hoc phan: 50% (Tric nghiém khach quan, chuong 4-7)
15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong trong hoc phén:

Té Phin bd thoi gian
ong .
s0 tiet (tiet hodc gio)
TT | Tén chwong hos
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 23,101 thi¢u v€ phap chung ky thuat 9 3 0 0 6
2 | Thu nhap chung ct 14 3 1 0 0 8
3 | File forensics 21 6 1 0 0 14
4 | Cac ky thuat diéu tra ching ctr 12 3 1 0 0 8
5 | Network forensics 12 3 1 0 0 8
6 | TCPDump va PCAP 12 3 1 0 0 8
7 | Email Forensics 12 3 1 0 0 8
8 | Memory forensics 18 6 1 0 0 14
9 | Mobile forensics 12 3 1 0 0 8
10 i%y thuat bao céo diéu tra k¥ thuat 12 3 1 0 0 8
Tong 135 36 9 0 0 | 90
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15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Giéi thiéu vé phap chirng k§ thuit sb
1.1. Lich st nganh diéu tra k¥ thuat s6
1.2. Quy trinh diéu tra k¥ thuat sb
1.3. Vai trd caa diéu tra vién
1.4. Kién trac may tinh dudi goc d6 cua diéu tra vién
Chuong 2. Thu thap ching ctr
2.1. Xéc dinh loai chting ctr c6 gia tri can thu thap
2.2. Thu thap tai hién truong
2.3. Thu thap tur xa
2.4. Tinh riéng tu
2.5. Quy trinh chuyén chtng cir
Chuwong 3. File forensics
3.1. Céu trtc dia ctng
3.1.1. Khai niém sector, track, block, cylinder
3.1.2. Binh dang dia cung
3.1.3. Master boot record
3.2. Hé thong tap tin trén Windows
3.2.1. Hé théng FAT va FAT32
3.2.2. NTFS
3.2.3. Céc thu muc quan trong
3.3. Hé thong tap tin trén Linux
3.3.1. Céu trac ciy thu muc
3.3.2. Céc thu muc quan trong cho forensics
3.3.3. H¢ théng file ext3, ext4, inodes
3.4. Hé thong tap tin trén mobile devices
3.4.1. Kién trac file system ctia Android
3.4.2. Kién truc file system cta i0S
3.4.3. Thé nhé ngoai va ciu trac
3.5. Cac cong cu chup anh dia chirng — Disk Imaging.
3.5.1. WinlOS
3.5.2. EnCase
3.5.3. SleuthKit
3.5.4. Norton Ghost
Chuong 4. Cac ky thuit diéu tra chimg ct trén hé diéu hanh Windows
4.1. Gidi thigu case study
4.2. Piéu tra ching cir trén hé diéu hanh windows
4.2.1. Hé thong tap tin ctia hé diéu hanh Windows
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4.2.2. Phyc hoi cac tap tin bi x0a
4.2.3. Registry
4.3. EnCase
4.4. Forensics Toolkit
Chwong 5. Network forensics
5.1. Gi61 thiéu network forensics
5.2. TCP/IP review
5.2.1. bia chi IP, ports
5.2.2. Bit tay 3 budc
5.2.3. Géi tin IP
5.3. Cong cu Wireshark
5.4. Phén tich gdi tin dung pcap
Chwong 6. TCPDump va PCAP
6.1. Gidi thiéu TCPDump
6.2. Céc 1énh can ban TCPDump
6.3. Dung TCPDump véi netcat
6.4. Phan tich goi tin
6.5. Xay dung lai data tir pcap
6.6. Python cho network forensics
Chwong 7. Email forensics
7.1. Gidi thiéu hé thong email
7.2. Sendmail
7.3. Céc thu muc quan trong chira email
7.4. Xay dung d6 thi email
7.5. Rt trich, tim kiém thong tin trén mailbox
7.6. Truy tim ngudn gdc email
Chwong 8. Memory forensics
8.1. Quy trinh thu thap thong tin bo nhd
8.2. G161 thiéu Tools
8.2.1. Volatility
8.2.2. Mandiant Redline
8.2.3. Volafox
8.3. Memory Artifact Timelining
8.4. Thu thap va parse file Hibernate, Crash Dump
8.5. Kiém tra d4u hiéu rootkit
8.6. Phén tich DLLs va Handles
8.7. Xéc dinh tién trinh la
8.8. Tim hiéu Code Injection
8.9. Dump tién trinh nghi ngd va drivers
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Chwong 9. Mobile forensics
9.1. Gidi thiéu Android
9.2. G161 thiéu Android Studio SDK
9.3. Str dung DDMS va Logcat
9.4. Android Message System
9.5. Dump tién trinh trén Adroid
9.6. File system
Chuwong 10. K¥ thuit bio cdo diéu tra sé
10.1. Chuén bj bao céo
10.2. Bao cao ndi bd
10.3. Khai bao, dung FTK va EnCase
10.4. Bao cao nhom
16. Co s& vat chat phuc vu hoc tap

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 1on.
17. Huwéng din thue hién

— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan thi 15

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa To trudng Giang vién bién soan
PE CUONG HQC PHAN
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1.Tén hoc phin: HOACH DINH TIEU CHUAN, CHINH SACH AN
TOAN THONG TIN DOANH NGHIEP
2.Ma hoc phin:

3.S6 tin chi: 3(3,0,6)
4. Loai hoc phén: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét:
— Hoc phén truée: khong
— Hoc phan song hanh:
9. Chuin diu ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién ¢ kha nang:
— Vé kién thic:

+ Mon hoc cung cap nhing kién thirc hé théng quan 1y An ninh thong tin theo

Tiéu chuan ISO/IEC 27001:2005
— Vé Ki niing:

+ Co kha nang doc hiéu céc kién thirc mé rong cua mon hoc Hoach dinh tiéu
chun, chinh sach an toan thong tin doanh nghiép, tu tim kiém va doc hiéu duoc cac
tai liéu tiéng anh.

+ C6 kha ning Xdy dung hé théng quan 1y An ninh thong tin theo Tiéu chuin
ISO/IEC 27001:2005

— V& thai d¢:

+ Lén 16p day du va chuan bi cho gio 1én 16p theo yéu cau cia gido.

+ Co thai do khach quan, trung thuc; c¢6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop téc trong viéc hoc tdp mon Hoach dinh tiéu chuan, chinh sach an toan
thong tin doanh nghiép, cling nhu trong viéc ap dung cac hiéu biét da dat dugc.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:

— Chinh sach an toan thong tin (Information security policy): chi thi va huéng
dan vé an toan thong tin
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— Tb6 chuc an toan thong tin (Organization of information security): t6 chirc bién
phap an toan va quy trinh quan ly.

— Quan ly tai san (Asset management): trach nhi€ém va phan loai gié tri thong tin

—  An toan ngudn nhén lyc (Human resource security): bao dam an toan

— Antoan vat Iy va moi truong (Physical and environmental security)

— Quéan ly diéu hanh va truyén thong (Communications and operations
management)

— Quan ly truy cap (Access control)

— Tiép nhan nhan, phat trién va duy tri cac hé thong thong tin (Information

systems acquisition, development and maintenance)

— Quan Iy sy ¢b an toan thong tin (Information security incident management)

— Tuan thu cac quy dinh phép luat (Compliance).

11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luén theo yéu ciu cua giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] ISO/IEC/JTC 1/SC 27, Information technology - Security techniques -
Information security management systems — Requirements, Multiple. Distributed
through American National Standards Institute (ANSI), August 23, 2007.

[2] Ted Humphreys, Are You Ready for an ISMS Audit Based on ISO/IEC 27001,
BSI British Standards Institution, 2005.

12.2. Tai li€u tham khao:

[1] BS7799, British Security Standard Adoption on the Rise, November 2005.

[2] Luat s6 86/2015/QH13 cua Qudc hodi, Ludt an toan théng tin mang, 2015.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— DPanh gid qua trinh:

+ Piém thai do hoc tap: 20%
+ Diém tiéu luan: 0%
+ Piém kiém tra giita hoc phan: 30% (Tric nghiém khach quan, chuong 1-3)

— Piém thi két thiic hoc phan: 50% (Trac nghiém khach quan, chuong 4-7)
15.N¢i dung hoc phan:

15.1. Phén bd thoi gian cac chwong trong hoc phan:
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Téng Phén b6 thoi gian
b tiét (tiet hoac gio)
TT | Tén chwong so e
hodc | |y | Bai | Thio | TN/ | Tu
819 | thuyét | tap | ludn | TH | hec
1 Chinh sach an toan théng tin 9 3 6
2 T chtrc an toan thong tin 18 |3 3 12
3 Quan ly tai san 18 3 3 12
4 An toan nguon nhan luc 18 3 3 12
5 An toan vat ly va méi truong 9 3 6
6 Quan 1y diéu hanh va truyén 9 |3 6
thong
7 Quan ly truy cap 18 |3 3 12
g Tiép nhan nhan, phat trién va 9 3 6
duy tri cac hé théng thong tin
9 Quan 1y su ¢o an toan thong tin 9 3 6
10 Tuan thu 18 |3 3 12
Téng 135 30 15 90

15.2. Pé cuwong chi tiét ciia hoc phan:
Chuwong 1. Chinh sach an toan thong tin
1.1. Tai li¢u chinh sach an toan thong tin

1.2.  Kiém tra chinh sach an toan thong tin

Chuwong 2. T6 chitc an toan thong tin

2.1.

2.1.1.
2.1.2.
2.1.3.
2.14.
2.15.
2.1.6.
2.1.7.
2.1.8.

T6 chirc ndi bd

Ban quan 1y cam két vé dam bao an toan thong tin

Phéi hop dam bao an toan thong tin

Phén cép trach nhiém dam bao an toan thong tin trong to chirc
Phén quyén quan 1y phuong tién xir Iy thong tin

Cac thoa thuan bi mat

Lién hé v&i cac co quan c6 tham quyén

Lién hé véi cac td chirc/cong ddng c6 chung loi ich

Kiém toan an toan thong tin bdi td churc doc lap
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2.2.  Dbi tac bén ngoai
2.2.1. Xac dinh céc rui ro lién quan dén dbi tic bén ngoai
2.2.2. Xac dinh cc vin d& ATTT lién quan t6i nguoi sir dung 1a khach hang
2.2.3. Xéc dinh cac van dé ATTT trong thoa thuan véi bén thir ba
Chuong 3. Quan ly tai san
3.1.  Trach nhi¢m ddi véi tai san
1.1, Kiém keé tai san
1.2.  Quyén so hiru tai san
1.3. St dung tai san
3.2.  Phan loai thong tin
3.2.1. Huéng dan phan loai
3.2.2. Gan nhén va xt ly thong tin
Chuwong 4. An toan ngudn nhéan hre
4.1. Uutién dé tuyén dung
4.1.1. Vai tro va trach nhiém
4.1.2. Tham tra Iy lich
4.1.3. Cac diéu khoan va diéu kién tuyén dung
4.2. Su dung nhan sy
4.2.1. Trach nhiém ban quan ly
4.2.2. Nhan thuc, gido duc va dao tao an toan thong tin
4.2.3. Quy ché xir Iy vi pham
4.3.  Chéam dit hoic diéu chuyén st dung nhan su
4.3.1. Trach nhiém khi chAm dat viéc st dung nhén sy
4.3.2. Ban giao tai san
4.3.3. Xoabo quyén truy cap
Chuong 5. An toan vat ly va moi truong
5.1. Khu vuc bao mat
5.1.1. Vanh dai bao v¢€ vat ly
5.1.2. Kiém soat truy cap vat ly
5.1.3. Lam viéc trong khu vuc bao mat
5.2.  Bao v¢ thiét bi
5.2.1 Bdo vé va sip dit thiét bi
5.2.2 Cac tién ich ho trg
5.2.3 An toan truyén dan
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5.2.4 Bao tri thiét bi
5.2.5 An toan thiét bi dit bén ngoai td chirc
5.2.6 Loai bo va tai st dung thiét bi mot cach an toan
5.2.7 Di chuyén thiét bi
Chuong 6. Quin Iy diéu hanh va truyén thong
6.1. Cac thu tuc va trach nhiém diéu hanh
6.2.  Quan Iy su phan phdi dich vu cho bén thir ba
6.3. Chip thuin va quy hoach hé théng
6.4. Baové chéng lai ma doc hai
6.5. Sao luu du phong
6.6. Quan ly an toan mang
6.7. X ly thiét bi
6.8. Trao d6i thong tin
6.9. Giam sat
Chuwong 7. Quan ly truy cap
7.1. Céc yéu cau dbi voi quan 1y truy cap
7.2. Quan ly truy cap cua nguoi su dung
7.3. Trach nhiém cua nguoi st dung
7.4. Quan ly truy cdp mang
7.5. Quan ly truy cap hé diéu hanh
7.6. Quan ly truy cap thong tin va ing dung
7.7. Xuly didong va lam vi€c tir xa

Chuwong 8. Tiép nhan nhin, phat trién va duy tri cic hé thong thong tin

8.1  Phan tich va dic ta cac yéu cu an toan hé thong
8.2  Céc bién phép ma hoa

8.3  Bao mat céc tép tin hé thong

8.4  Bao mat cac quy trinh hd trg va phat trién

85  Quan Iy cac diém yéu ky thuét

Chuwong 9. Quan Iy s ¢6 an toan thong tin

9.1  Béo cdo cac su cb va va diém yéu ATTT
9.1.1. Béo cao cac su kién an toan thong tin
9.1.2. Bdo cdo cac diém yéu bao mat

9.2  Quan Iy sy cb va nang cp an toan thong tin

9.2.2. Céc trach nhiém va cac quy trinh quan 1y su ¢d an toan thong tin
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9.2.3. Rut kinh nghiém tir cac sy ¢b an toan thong tin
9.2.4. Thu thap bang ching
Chuwong 10. Tuan thi

10.1. Tuan thu cac quy dinh phap ly
10.1.1. Ap dung cic quy dinh phap ly
10.1.2. Quyén s hiru tri tué
10.1.3. Bdo vé dir li¢u va thong tin cd nhan
10.1.4. Chéng lam dung cic phuong tién xir Iy thong tin
10.2. Tuan thua céc tiéu chuan, chinh sach
10.2.1.Tuan thu c4c chinh sach va tiéu chuan ATTT
10.2.2.Kiém tra viéc tuan thu ky thuat
10.3. Kiém tra hé thong thong tin
10.3.1.Bién phép kiém tra an toan thdng tin
10.3.2.Bao vé cong cy kiém tra hé thdng thong tin
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan tht 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 truong Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phin: AO HOA VA PIEN TOAN PAM MAY
2.Mai hoc phin:
3. S0 tin chi: 3(3,0,6)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén 16p: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Pi¢u kién tham gia hoc tip hoc phan:

— Hoc phan tién quyét: khong

— Hoc phan trude: khong

— Hoc phan song hanh: khong
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9. Chuin dau ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
bat dugc mot hé théng kién thuc dién toan dam may, co ban va phu hop voi
nhitng quan diém hién dai, bao gém:

+ Cac khai niém co ban vé dién toan dam may.

+ Céc mo hinh, dich vu va kién tric cua dién toan dam may.

+ Nhitng khai niém co ban ciia 40 hoa va cic van dé lién quan.

+ Nhiing tmg dung pho bién ciia dién toan dam may va 4o héa trong thuyc té.

+ Cac phuong phép trién khai cac mé hinh dic thu cua dién toan dam may
trong thuc té.

— V& ki ning:

+ Quan sat dugc cac mo hinh va qua trinh hoat dong co ban cua hé théng dién
toan dam may, trong doi séng hang ngay hoidc trong cac bai tap thuc hanh; diéu tra,
suu tam, tra cru duge tai liéu tir cac nguén khac nhau dé thu thap thong tin can thiét
cho viéc hoc tap hoc phén dién toan dam may va 4o hoa.

+ Phén tich, tong hop va xir Iy duoc cac thong tin thu dugce dé rat ra két luan,
dé ra cac du doan don gian vé cac mbi quan hé hay ban chét cua cac hién tuong hodc
qua trinh xtr 1y, trao d6i thong tin trén hé thong dién toan dam may.

+ Van dung duoc céac kién thirc dé mo ta va giai thich cac hién tuong va qua
trinh hoat dong, xtr 1y va trao d6i thong tin trén hé thong dién toan dam may; xay dung
va trién khai dugc cac bai tap; giai quyét cac van dé don gian c6 thé xay tra trong céac
hé théng dién toan dam may va ao hoa.

+ St dung duoc céac thuat nglr cua dién toan ddm may va do hoa, cac biéu,
bang, d6 thi dé trinh bay rd rang, chinh xac nhiing hiéu biét, ciing nhu két qua thu
dugc qua thu thap va xu Iy thong tin.

— Veé thai dé:

+ C6 hung tht hoc mdén 4o hda va di€n toan ddm may, yéu thich va tim toi
khoa hoc; tran trong voi nhitng déng gop cua dién toan ddm mdy va 4o héa cho su tién
bo ctia x4 hdi va ddi vai cong lao cua cac nha khoa hoc.

+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can thin, chinh xac va
c6 tinh than hop tac trong viéc hoc tdp mon dién toan dam mdy va ao hoa, ciing nhu
trong viéc 4p dung céac hiéu biét da dat dugc.

+ C6 y thirc van dung nhing hiéu biét vé dién toan dam mAay va ao hoa vao
trong cac khoa hoc khac, vao doi séng nham cai thién diéu kién sdng, hoc tap, ciing
nhu giit gin bao quan thiét bi, y thirc tiét kiém.
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10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— Truy cap thong qua mang

— Lua chon va st dung tai nguyén nhu mang, may chu, luu trit, ing dung theo
nhu cau.

— Dién hinh nhu dich vy luu trit truc tuyén ctia Google (Googe Drive), cia
Microsoft (One Drive), ... hoac dich vu Word/Excel st dung thong qua internet trong
Google Doc/One Drive
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu ciu cta giang vién.

— Du kiém tra gita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Huynh Quyét Thing (chu bién), Pién todn dam mdy, Nha xuit ban Bach Khoa
Ha Noi, 2015.

[2] John R. Vacca, Cloud Computing Security Foundations and Challenges, Taylor
and Francis Group, 2016.

12.2. Tai liéu tham khao:

[1] Michael Armbrust, Armando Fox, Above the Clouds: A Berkeley View of Cloud
Computing, Electrical Engineering and Computer Sciences University of California at
Berkeley, 2009.

[2]Bechtolsheim A., Cloud Computing and Cloud Networking, UC Berkeley, 2008.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Pénh gid qua trinh:

+ Piém thai do hoc tap: 0%
+ Diém tiéu luan: 20%
+ Diém kiém tra giira hoc phan: 30% (Tric nghiém khach quan, chuong 1-3)

— Piém thi két thiic hoc phan: 50% (Tric nghiém khach quan, chuong 4-7)
15.Noi dung hoc phan:

15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Phin bd thoi gian
50 tiét (tiét hodc gio)
TT | Tén chwong

hodc | |y | Bai | Thao | TN/ | Tu
819 | thuyét | tap | ludn | TH | hoc
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1 | Téng quan vé dién toan dam may 9 3 6

2 Dién toan .Czam may cua mot SO 9 3 6
hang noi tiéng

3 C?.C thaAnh phan cua dién toan 18 5 12
dam may

4 | Truy cap dién toan dam may 27 6 18

5 | Dich vu luu trix 12 6 6

6 | Phan mém nhu 13 dich vu (SaaS) 9 3 6

7 PhAat tr1’6n tng dupg trén nén tang 18 6 12
dién todn ddm may

8 | Ao hoa va cac van dé lién quan 27 6 18

Tong 135 39 90

15.2. Pé cuwong chi tiét ciia hoc phan:

Chuwong 1. Tong quan vé dién toan dam may

1.1. Bién toan dam may la gi ?

1.2. Cac img dung cua dién todn dam mau

1.3. Cac nha cung cép dich vu

1.4. Cach sur dung va khai thac dién todn dam may hiéu qua
Chuong 2. Dién toan dam miy ciia mdt sé hing ndi tiéng
2.1. Hang Google

2.2. Hang Microsoft

2.3. Hang Amazon

2.4. Mot s6 hing khéc

Chuwong 3. Cac thanh phin cia dién toan dam may
3.1. Thanh phén Clients

3.2. Thanh phéan bao mat (Security)

3.3. Thanh phan mang (Network)

3.4. Thanh phén dich vu (Services)

Chuong 4. Truy cip dién toan dim may

4.1. Nén tang

4.2. Ung dung web

4.3. Web API

Chuwong 5. Dich vu luu trir

5.1. Google Bigtable Datastore

5.2. MobileMe

358




5.3. Live Mesh
5.4. Nirvanix
Chuwong 6. Phin mém nhw 1a dich vu (SaaS)
6.1. Tong quan vé SaaS
6.2. Loi ich cua SaaS
6.3. Cloud SQL va cach két n6i
6.4. Cac cong ty ho trg SaaS
Chuwong 7. Phat trién &ng dung trén nén ting dién toan dam may
7.1. Nha cung cap Google
7.2. Nha cung cip Microsoft
7.3. Mot s6 nha cung cip khéc
Chuong 8. Ao hoa va cac van dé lién quan
8.1. Khai niém ao hoda
8.2. Chi phi trong 4o hoa
8.3. Quan tri trong 4o hoa
8.4. Trién khai trong 4o héa
8.5. Bao mat trong 4o hoa
16. Co sé vt chét phuc vu hoc tip

— Phan, bang, micro, projector, laptop.

— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17. Huéng dan thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudong Khoa T6 truong Giang vién bién soan
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PE CUONG HOC PHAN

1. Tén hoc phin: DANH GIA HIEU NANG MANG
2. Mi hoc phan:
3.S6 tin chi: 2(2,0,4)
4. Loai hoc phin: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bo thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét: khong
— Hoc phan trudc: khong
— Hoc phén song hanh:
9. Chuin dau ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
bat duoc mot hé th6ng kién thirc danh gia hiéu nang mang, co ban va phu hop
v&i nhiing quan diém hién dai, bao gém:
+ Kién thirc vé mé hinh danh gia hiéu ning mang.
+ Kién thire vé céac dic diém dic trung cua cac kiéu kién trac mang
+ Céac khai niém vé do do hiéu nang mang
+ Céac phuong phap va cong cu dé danh gia hiéu ning mang.
— V& Ki niing:
+ Trén co s& cac kién thire ma mon hoc trang bi, SV c6 diéu kién hon khi hoi
nhap vé6i nhitng van d& k¥ thuat lién quan phat sinh trong thuc té cudc séng, trong cac
cong ty, xi nghiép,... Tir d6, hinh thanh k§ nang phat trién nghé nghiép.
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+ Phén tich, tong hop va xur Iy duoc cac thong tin thu dugce dé rat ra két lun,
dé ra cac du doan don gian vé cac mdi quan hé hay ban chit ciia cac mo hinh mang,
cac ing dung mang.

+ Van dung duoc cac kién thic dé mo ta va giai thich cac hién twong va qua
trinh trong cdc moé hinh va tng dung mang, lam duoc cic bai tip vé danh gia hiéu
nang mang.

+ Trén co s& cac kién thirc co ban ctia mén hoc nay, SV s& tiép can cac vin dé
hién dai, dong thoi lién hé véi thue té ki thuét, tir d6 giap SV nim virng dugc nhimg
van dé cdt 1561 cua danh gia hiéu ning mang, ting cuong kha ning giai quyét cic van
dé k¥ thuat trong thyc té.

— Veé thai d¢:

+ Co6 hting thu hoc danh gia hi€u nang mang, yéu thich va tim to1 khoa hoc;
tran trong v6i nhimg déng gdp ctia danh gia hiéu nang mang cho sy tién bo cta xa hoi
va déi véi cong lao ctia cac nha khoa hoc.

+ C6 thai 6 khach quan, trung thuc; ¢6 tac phong ti mi, cn than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mon danh gia hiéu nang mang, ciing nhu trong
viéc ap dung cac hiéu biét da dat duoc.

+ C6 y thirc van dung nhitng hiéu biét vao trong cac khoa hoc khac, vao doi
sdng nham cai thién diéu kién sbng, hoc tip, ciing nhu giit gin bao quan thiét bi, ¥
thirc tiét kiém.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom cac ndi dung sau:
- Céc kién thie co ban vé hiéu nang hé thong mang may tinh nhu : cac khai niém
va phuong phap danh gia hi¢u ndng mang.
- Céc phuong phap mo phong va danh gia hi€u nang mang.
- Nhitng nguyén 1y va k¥ thuat co ban giup nang cao hi¢u nang mang.
11. Nhiém vu cua sinh vién:
— Tham du gio hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu ciu cua giang vién.
— Duy kiém tra giita hoc phan va thi cubi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] KiHong Park, Walter Willinger, Seft-Similar Network Trafice and Performance
Evaluation, John Wiley and Sons, INC, 2000.

[2] William Stallings, High-speed Network and Internet: Performance and Quality
0 Services, Prentice-Hall, 2002.

12.2. Tai liéu tham khdo:
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[1] Piet Van Hieghem, Performance Analysis 6 Communications Network and
Systems, Cambridge University Press, 2006.

[2] Anthony Jones and Jim Ohlund, Network Programming for Microsoft
Windows, Microsoft, 1999.

13. Thang diém danh gia: 10/10
14.Panh gia hoc phan:
— Dénh gi4 qua trinh:

+ Piém thai d6 hoc tap: 0%

+ Piém tiéu luan: 30% (Tu ludn, chuong 1-3)

+ Piém thi két thac hoc phan: 70% (Ty luan, chuong 3-5)
15. Ni dung hoc phén:
15.1. Phén bé thoi gian ciac chwong trong hoc phan:

Téng | Phén bo thoi gian
s6 tiét | (ti€t hodc giv)
TT | Tén chuong .
hogac | g Bai | Thiao | TN/ | Tw
gl thuyét |tap |ludn |TH | hoc
1 Gidi thiéu tong quan vé quan tri 9 3 0 0 0 6
mang
) - 7 h 5 ’ k A ’
5 Cac dac tinh cua cac kién trac 18 6 0 0 0 12
mang
3 Danh gia hi¢u nang mang 21 6 3 0 0 12
4 Xvéy dung mo hinh danh gia hi¢u 18 3 3 0 0 12
nang
5 | Chat luong cac dich vu mang 18 3 3 0 0 12
Téong 90 21 9 0 00 |60

15.2. Pé cwong chi tiét ciia hoc phén:

Chuwong 1: Giéi thi¢u tong quan vé quan tri mang
1.1. Cé&c mo hinh va su danh gia hiéu nang

1.2. Kién trac hé théng song song

1.3. Kién truc hé thong phan tan

1.4. Kién tric va giao thirc mang

Chuwong 2: Cac dic tinh ciia cac kién tric mang
2.1. Céc k¥ thuat chuyén mach

2.2. Cac mo hinh luu thong trén mang

2.3. Céc dic tinh mang két ndi dung cap

2.4. Cac dic tinh mang két ndi khong day
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Chuong 3: Danh gia hi¢u ning mang
3.1. Gidi thi¢u
3.2. M6 phong hé thong
3.3. Cac phuong phap mod phong
3.4. Banh gi4 hiéu nang trén mo hinh mo6 phong
Chuong 4: Xay dung m6 hinh danh gia hiéu niang
4.1. M6 hinh phat trién
4.2. Giam 4o phuc tap
4.3. Su phat sinh mo6 hinh ty dong
Chuwong 5: Chit lugng cac dich vu mang
5.1. Gidi thiéu
5.2. Trang thai tu nhién cua luu thong da dich vu
5.3. Kiém soat vong md
5.4. Kiém soat vong dong
5.5. Huong mo6 hinh dich vu don gian
16. Co sé vt chét phuc vu hoc tip
- Phin, bang, micro, projector, laptop.

- Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.

17. Huéng din thye hién

- Bé cuong nay duogc 4p dung cho sinh vién dai hoc nganh An toan thong tin tir

nam hoc 2017-2018.

- Trong phan danh gia sinh vién, gidng vién can néu rd quy dinh vé danh gia hoc

phan, diéu kién dé duoc du thi két thuc hoc phan.
- Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét

nam 2017

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thdang

Trudéng Khoa Tb trudng

Giang vién bién soan

PE CUONG HOC PHAN
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1. Tén hoc phén: THUC HANH PANH GIA HIEU NANG MANG
2.Mai hoc phan:

3.S6 tin chi: 1(0,1,2)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan truée: khong

— Hoc phan song hanh:
9. Chuin diu ra cia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thirc:

Pat dugc mot hé théng kién thirc danh gia hiéu nang mang, co ban va phi hop

v6i nhitng quan diém hién dai, bao gém:

+ Kién thirc vé mé hinh danh gig hiéu ning mang.

+ Kién thirc vé cac dic diém dic trung cta céc kiéu kién trac mang

+ Cac khai niém vé do do hiéu ning mang

+ Céc phuong phap va cong cu dé danh gia hiéu ning mang.

— V& ki ning:

+ Trén co sé céac kién thic ma mon hoc trang bi, SV co diéu kién hon khi hoi
nhap véi nhitng van dé k¥ thuat lién quan phat sinh trong thyc té cudc sdng, trong cac
cong ty, xi nghiép,... Tir d6, hinh thanh k¥ nang phat trién nghé nghiép.

+ Phén tich, tong hop va xur Iy duoc cac thong tin thu duoc dé rat ra két ludn,
dé ra cac du doan don gian vé cac mbi quan hé hay ban chét cia cac mé hinh mang,
cac ung dung mang.

+ Van dung duoc cac kién thirc dé mo ta va giai thich cac hién tuong va qua
trinh trong cdc mé hinh va ing dung mang, lam dugc cac bai tap vé danh gia hi¢u
nang mang.

+ Trén co s& cac kién thirc co ban ciia mon hoc nay, SV s¢€ tiép can cac van dé
hién dai, dong thoi lién hé véi thue té ki thuét, tir d6 giap SV nim virng dugc nhimng
van dé cot 1561 cua danh gia hidu ning mang, ting cuong kha ning giai quyét cic van
dé k¥ thuat trong thuc té.
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— Veé thai d:

+ C6 hung thu hoc danh gi4 hiéu ndng mang, yéu thich va tim toi khoa hoc;
tran trong véi nhimg déng gop cua danh gia hiéu nang mang cho su tién bo ctia xa hoi
va d6i v6i cong lao cuia cac nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip mon danh gia hiéu ning mang, ciing nhu trong
viéc ap dung céc hiéu biét da dat duoc.

+ C6 ¥ thirc van dung nhiing hiéu biét vao trong cac khoa hoc khac, vao doi
song nham cai thién diéu kién séng, hoc tap, cling nhu gitt gin bao quan thiét bi, y
thire tiét kiém.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— Céc kién thiic co ban vé hiéu nang hé thong mang may tinh nhu : cac khai niém
va phuong phap dénh gia hiéu ndng mang.

— Céc phuong phap mo6 phong va danh gia hiéu nang mang.

— Nhiing nguyén ly va ky thuat co ban giup nang cao hi¢u nang mang.
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cua giang vién.

— Duy kiém tra gita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] KiHong Park, Walter Willinger, Seft-Similar Network Trafice and Performance
Evaluation, John Wiley and Sons, INC, 2000.

[2] William Stallings, High-speed Network and Internet: Performance and Quality
0 Services, Prentice-Hall, 2002.

12.2. Tai li€u tham khao:
[1] Piet Van Hieghem, Performance Analysis 0 Communications Network and
Systems, Cambridge University Press, 2006.

[2] Anthony Jones and Jim Ohlund, Network Programming for Microsoft
Windows, Microsoft, 1999.

13. Thang diém danh gia: 10/10
14.P4nh gia hoc phén:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Piém tiéu luan: 30% (Tu luan, chuong 1-3)
+ Piém thi két thac hoc phan: 70% (Tu luan, chuong 3-5)
15. Noi dung hoc phin:
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15.1. Phén b6 thoi gian ciac chwong trong hoc phan:

Téng | Phan bo thoi gian
s6 tiét | (tict hodc gio)
TT | Tén chuong

hoge ||y Bai |Thao | TN/ | Tw
glo thuyét |tdp |ludn |TH | hoc

Tim hiéu, cai dit phan mém NS-2

1 mo phong danh gia hi¢u nang 18 0 1 0 5 12
mang
’ han mé -2 md
p | UngdungphanmemNS-2mo 00|, 1 |0 |5 |12
phong danh gia hi¢u nang mang
’ han mém NS-2 mé
3 Unqg dungpAan mém NS-2 mo |18 0 1 0 5 12
phong lai mot mang LAN thyc té
4 Céc k¥ thuat khac phuc tac nghén 18 0 1 0 5 12
mang
5 Céc bién phap nang cao toc do va 18 0 1 0 5 12

do tin cdy mang

Tong 90 00 5 0 25 |60

15.2. Pé cwong chi tiét ciia hoc phén:
Bai 1: Tim hiéu, cai dit phan mém NS-2 mé phéng danh gia hiéu ning mang
1.1. Giéi thiéu NS-2
1.2. Caidat NS-2
1.3. Huéng dan sir dung NS-2
Bai 2: Ung dung phin mém NS-2 mé phéng danh gia hiéu ning mang
2.1. Panh gia hiéu ning mang bang phan mém mé phong NS-2
2.2. M0 phoéng trén NS-2 stir dung TCI
Bai 3: Ung dung phan mém NS-2 mé phéng lai mét mang LAN thue té
3.1. M6 phong mot mang LAN theo Topology di thiét ké
3.2. St dung NS-2 m6 phdong lai mét mang LAN thuc té
Chuwong 4: Cac k¥ thuat khic phuc tic nghén
4.1. Cac nghuyén Iy nang cao hiéu nang mang
4.2. Cac k¥ thuat khac phuc tac nghén
Chuwong 5: Cac phwong phap va bién phap ning cao toc do va do tin cdy mang
5.1. Phuong phap nang cao toc do truyén dit lidu
5.2. Cac bién phap nang cao dd tin cdy cuia mang
16. Co s& vat chat phuc vu hoc tap
- Phin, bang, micro, projector, laptop.
- Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
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17. Hwéng din thue hi¢n
- Bé cuong nay duoc 4p dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
- Trong phan danh gia sinh vién, giang vién can néu 16 quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
- Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thding nam 2017 Ngay thang nram 2017
Trudéng Khoa Tb trudng Giang vién bién soan
PE CUONG HOQOC PHAN
1. Tén hoc phén: CONG NGHE TUONG LUA
2. M3 hoc phin:
3.S6 tin chi: 2(2,0,4)
4. Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giiang day: Giang vién khoa Cong ngh¢ Thong tin
7. Phén b6 thoi gian:
— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thyc hanh (TN/TH): 00 tiét
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8. Piéu ki¢n tham gia hoc tip hoc phan:

— Hoc phan tién quyét:

— Hoc phan trude:

— Hoc phan song hanh:
9. Chuin dau ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thic:

Dat duoc mot hé thdng kién thic dai cuwong, co ban va phu hop voi nhitng quan

diém hién dai, bao gém:

+ Toéng quan vé bio mat.

+ Cac mdi nguy co, tin cong vao hé thong cua to.

+ Céc cong cu va dich vu an toan.

+ Céc ky thuat tuong lua.

+ Cac dich vy Internet va tuong lira.

+ Bao vé t6 churc thong qua cac phuong phap tudng lira.

— V& ki ning:

+ Hiéu duoc cac nguyén ly vé bao mat hé thong néi chung va bio mat mang
noi riéng.

+ Phan tich, tong hop va xtt Iy duoc cic nguy co gy hai cho hé théng.

+ Van dung duoc céc kién thirc dé dua ra cach bao vé cho hé théng cua doanh
nghiép.

+ Str dung dugc cac cong cu tudong lira dé ngan chin va chdng lai cic tan cong
tir bén ngoai vao hé thong.

— Vé thai d:

+ Co6 hung tht hoc moén hoc, yéu thich va tim toi khoa hoc; tran trong voi
nhiing déng gop clia moén hoc cho sy tién bo ciia xa hoi va ddi véi cong lao cta cac
nha khoa hoc.

+ C6 thai d6 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tdp mén hoc, ciing nhu trong viée ap dung cac hiéu
biét da dat dugc.

+ C6 ¥ thirc van dung nhitng hiéu biét mén hoc vao trong cac khoa hoc khéc,
vao doi sdng nham cai thién diéu kién sdng, hoc tap, ciing nhur giit gin bao quén thiét
bi, ¥ thire tiét kiém.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gdm céc ndi dung sau:
— Tbng quan vé bao mat: tong quan bao mat may tinh, bao mat mang, cac mbi de

doa tir moi trudng Internet xAm nhép vao hé thong may tinh, cua td chic.
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— Céc k¥ thuat tuong Itra: cac loai tuong Itra, cong nghé, k¥ thuat thyc hién, cac
cong cu an toan khi str dung cong ngh¢ thong tin.
— Cac phuong phap bao vé hé thong cua t6 chic.
11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luin theo yéu cu cia giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1]. William R. Cheswick, Steven M. Bellovin, Aviel D. Rubin, Firewalls and
Internet Security, 2003.
[2]. Elizabeth D. Zwicky, Simon Cooper & D. Brent Chapman, Building Internet
Firewalls, 2000.
12.2. Tai li€u tham khao:
[1]. William Stallings, Lawrie Brown, Computer Security: Principles and Practice,
Pearson, 2015.
[2]. William Stallings, Cryptography And Network Security Principles Andpractice,
Prentice Hall, 2006.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:
— Panh gid qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 30%
+ Piém kiém tra giita hoc phan: 0%
— Piém thi két thic hoc phan: 70%
15.Noi dung hoc phan:
15.1. Phén bo thoi gian cac chwong trong hoc phan:

T8 Phin bd thoi gian
ons (tibt hoic giv)
o0 tiet 1€t hoac g1
TT | Tén chwong sl(: }e
03¢ | Ly | Bai | Thao | TN/ | Ty
819 | thuyét | tip | ludn | TH | hoc
1 | Téng quan vé bao mat 18 6 0 0 0 | 12
2 | Cac mbi nguy co 18 6 0 0 0 12
3 | Cac cong cu va dich vy an toan 18 6 0 0 0 12
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4 | Cong nghé tudong ltra 18 6 0 0 0 12
5 | Bao vé to chirc 18 6 0 0 0 12
Téong 90 30 0 0 0 | 60

15.2. Pé cwong chi tiét ciia hoc phin:
Chuwong 1. Tong quan vé bao mat
1.1. Gidi thi¢u
1.1.1. Tinh xac thuc bao mat
1.1.2. Chon mot chinh sach bao mat
1.1.3. Bdo mat may chu
1.1.4. Pham vi bdo mat
1.1.5. Cac chién lugc cho mot mang an toan
1.1.6. Cac nguyén tic ciia bao mat may tinh
1.2. Téng quan cac giao thirc bao mat: Cac 16p dudi
1.2.1. Cac giao thirc co ban
1.2.2. Quan 1y dia chi va tén
1.2.3. IPv6
1.2.4. Chuyén d6i dia chi mang (NAT - Network Address Translators)
1.2.5. Bao mat khong day
1.3. Tong quan cac giao thirc bao mat: Cac 16p trén
1.3.1. Thong diép
1.3.2. Bién thoai internet
1.3.3. Cac giao thirc dua trén RPC (Remote Procedure Call)
1.3.4. Cac giao thirc truyén tap tin (FTP — File Transfer Protocols)
1.3.5. Dang nhap tur xa
1.3.6. SNMP (Simple Network Management Protocol)
1.3.7. NTP (Network Time Protocol)
1.3.8. Cac dich vu thong tin
1.3.9. Céc giao thirc doc quyén
1.3.10. Mang Peer-to-Peer
1.3.11. Hé thong X11
1.4. Web: Cac mdi nguy co hoic de doa
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1.4.1. Cac giao thuc Web
1.4.2. Cac rui ro véi Client
1.4.3. Cac rui ro véi Server
1.4.4. Cac may chu Web v6i tuong Itra
1.4.5. Web va co so dir liéu
Chuong 2. Cac mbi nguy co
2.1. CAc loai tin cong
2.1.1. An cap mat khau
2.1.2. Tan cong phi k¥ thuat (social engineering)
2.1.3. Cac 15i k¥ thuat va tdn cong cira sau (Back Doors)
2.1.4. Lbi chtng thuc
2.1.5. Ldi giao thuc
2.1.6. RO ri thong tin
2.1.7. Tan cong tang truong — Virus va sau
2.1.8. Téan cong tir chdi dich vu (Denial of Services)
2.1.9. Botnets
2.1.10. T4n cong chu dong
2.2. Cong viéc cuia Hacker va cic cong cu tin cong
2.2.1. Gi61 thiéu
2.2.2. Muc ti€u cua hacker
2.2.3. Quét mang
2.2.4. Xam nhap vao may chu
2.2.5. Tan cong may chu
2.2.6. Che day dau vét
2.2.3. Lay lan hé thong
2.2.4. Céc cong cu tan cong
Chuwong 3. Cac cong cu va dich vu an toan
3.1. Chung thuc
3.1.1. Mat khau
3.1.2. Mat khau mét 1an dua trén thoi gian
3.1.3. Yéu céu va dic trung cua mat khau mot 1an
3.1.4. Giai thuat mat khau mot 1an coa Lamport
3.1.5. Thé thong minh
3.1.6. Sinh tric hoc
3.1.7. RADIUS
3.1.8. Chung thuc Host-to-Host
3.1.9. PKI
3.2. Str dung mot sb cong cu va dich vu an toan
3.2.1. Dich vu Inetd
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3.2.2. SSH
3.2.3. Syslog
3.2.4. Cac cong cu quan tri mang
3.2.5. Chroot — luéi bao vé
3.2.6. Bao vé Web Server
3.2.7. Aftpd
3.2.8. Mail Transfer Agents
3.2.9. POP3 va IMAP
3.2.10. Samba
3.2.11. SSL
Chuwong 4. Cong nghé twong lira
4.1. Céc loai tuong ltra
4.1.1. B loc gobi tin
4.1.2. Cong mg dung
4.1.3. Cong mach
4.1.4. BO 16¢ goi tin dong
4.1.5. Tuong lra phan tan
4.2. Cac dich vu loc
4.2.1. Céc dich vu tich hop bd loc
4.2.2. Tim sau may tinh
4.2.3. Mot $6 dich vu khac
4.3. K¥ thuat tuong lira
4.3.1. Tap rules
4.3.2. Proxy
4.3.3. Xay dung tuong Iua
4.3.4. Cac van dé tuong lira
4.3.5. Kiém thtr twong lira
4.4. Truyén lién mang va VPN
4.4.1. Puong ham (Tunnels)
4.4.2. Virtual Private Networks (VPN)
4.4.3. VPN trong phan mém va VPN trong phan cting
Chuong 5. Bio vé td chirc
5.1. Thiét ké mang
5.1.1. Intranet
5.1.2. Cac thu thuat dinh tuyén Intranet
5.1.3. Phéan 16p tuong ltra
5.2. An toan may chu trong méi truong d6i khang
5.2.1. Thudc tinh ciia may chu an toan
5.2.2. Cu hinh phan cting
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5.2.3. Béo tri may chu
5.2.4. Tai phan mém méi
5.2.5. Quan tri may chu an toan
5.3. Phat hién xam nhép
5.3.1. Noi theo doi
5.3.2. Cac loai hé thong phét hién xAm nhap
5.3.3. Quan trj h¢ thong phat hién xAm nhap
5.3.4. Cac cong cu hé thong phat hién xdm nhap
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17.Huéng din thue hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan thir 15
18. Phé duyét
Ngay thang nam 2017 Ngay thé}ng nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
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PE CUONG HOC PHAN

1. Tén hoc phén: THUC HANH CONG NGHE TUONG LUA
2. Mi hoc phéan:
3. S0 tin chi: 1(1,0,2)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bo thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét:
— Hoc phan trudc:
— Hoc phan song hanh: xxxxxxxx — Cong nghé tuong lira
9. Chuin dau ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
Pat duoc mot hé th6ng kién thtrc dai cuong, co ban va phu hop véi nhiing quan
diém hién dai, bao gém:
+ Tong quan vé bio mat.
+ Cac mdi nguy co, tin cong vao hé théng cua t6.
+ Céc cong cu va dich vu an toan.

+ Cac k¥ thuat tuong hra.
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+ Céc dich vy Internet va tuong Iua.
+ Bao vé t6 chuic thong qua cac phuong phap tudng lira.
— V& Ki ning:

+ Hiéu duoc cac nguyén 1y vé bao mat hé théng néi chung va bao mit mang
noi riéng.

+ Phan tich, tong hop va xtr Iy duoc cac nguy co gy hai cho hé thong.

+ Van dung duogc cac kién thirc dé dua ra cach bao vé cho hé théng cua doanh
nghiép.

+ Str dung dugc cac cong cu tudng lira dé ngan chin va chdng lai cac tan cong
tir bén ngoai vao hé thong.

— Veé thai dé:

+ C6 hting thu hoc moén hoc, yé€u thich va tim toi khoa hoc; tran trong véi
nhimg dong gop ciia mon hoc cho sy tién bo cua xa hoi va dbi véi cong lao cia cac
nha khoa hoc.

+ C6 thai do khach quan, trung thic; co tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mon hoc, ciing nhu trong viée ap dung cac hiéu
biét da dat duoc.

+ Co6 y thic van dung nhitng hiéu biét mon hoc vao trong cac khoa hoc khac,
vao doi sdng nham cai thién diéu kién séng, hoc tip, ciing nhu giir gin bao quan thiét
bi, ¥ thire tiét ki¢m.

10. MB® ta vin tit ndi dung hoc phin:
Hoc phan nay bao gom cac ndi dung sau:

- Téng quan vé bao mat: téng quan bado mat may tinh, bao mat mang, cac mbi de
doa tir mdi truong Internet xAm nhap vao hé théng may tinh, ciia to chic.

— Cac k¥ thuat tuong ltra: cac loai tuong ltra, cong nghé, k¥ thuat thuc hién, cac
cong cu an toan khi st dung cong ngh¢ thong tin.

— Cac phuong phap bao vé hé théng cua t6 chic.
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo yeu clu cua giang vién.

— Du kiém tra gita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1]. William R. Cheswick, Steven M. Bellovin, Aviel D. Rubin, Firewalls and
Internet Security, 2003.

[2]. Elizabeth D. Zwicky, Simon Cooper & D. Brent Chapman, Building Internet
Firewalls, 2000.
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12.2. Tai liéu tham khao:
[1]. William Stallings, Lawrie Brown, Computer Security: Principles and Practice,
Pearson, 2015.
[2]. William Stallings, Cryptography And Network Security Principles Andpractice,
Prentice Hall, 2006.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai do hoc tap: 0%
+ Diém tiéu luan: 30%
+ Piém kiém tra giita hoc phan: 0%
— Diém thi két thiic hoc phan: 70%
15.Noi dung hoc phén:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Phin bd thoi gian
sb tiét (tiét hodc gio)

TT | Tén chuong

hodc ||y | Bai | Thio | TN/ | Tu

819 | thuyét | tip | ludn | TH | hoc

1 | Thuc hanh cac mbi nguy co 27 0 0 0 9 18
9 Thu’c\hanh cac cong cu va dich vy 18 0 0 0 6 12

an toan

3 | Thuc hanh cong nghé tuong Itra 18 0 0 0 6 12
4 | Thyc hanh bao vé td chuc 27 0 0 0 9 18
Tong 90 0 0 0 30 | 60

15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Thuc hanh c4c méi nguy co
1.1. Panh cap mat khau
1.2. T4n cong tur chdi dich vu
Chuwong 2. Thuc hanh cac cong cu va dich vu an toan
2.1. PKI
2.2. SSH
2.3. SSL
Chwong 3. Thue hanh cong nghé twong lira
3.1. VPN and Routing
3.2. Server Authentication
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3.3. Proxy
Chuwong 4. Thuc hanh bao vé to chirc
4.1. Céu hinh IDS cho mot hé théng
4.2. Céu hinh Snort
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khao, danh myc cac chuyén dé va bai tap lon.
17.Hwéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phﬁn, diéu kién dé duoc du thi két thuc hoc phﬁn.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudong Khoa T6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phén: AN TOAN MANG MAY TINH
2.Mai hoc phan:
3.S0 tin chi: 2(2,0,4)
4. Loai hoc phén: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong nghé thong tin
7. Phén bd thoi gian:
— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phﬁn tién quyét: XXXXXXXX — Mang may tinh, xxxxxxxx — Thyuc hanh mang
may tinh.
— Hoc phan trudc:
— Hoc phén song hanh: Xxxxxxxx — Thuc hanh an toan mang may tinh
9. Chuin dau ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thikc:
bat duoc mot hé théng kién thirc vé cac khai niém, cac nguyén tac va k¥ thuat
co ban trong linh vyuc an ninh mang may tinh va kha ning Gmg dung chung nhim bao
veé
an ninh mang. Nam bat duoc cac thong tin, cach thirc trién khai va phat trién cac giai
phap an ninh ha ting mang may tinh trong thuc té;
+ Trinh bay dugc céac khai ni€ém va thuat ngir an ninh
+ Nhan biét Cac nguy co an ninh trong mang may tinh.
+ So sanh dugc céac giai phdp ky thuat trong dam bao an ninh mang.
+ Phan bi¢t cac ky thudt bao v¢ ha tﬁng mang.
+ Nhéan dién dugc cac dau hiéu cia mi doc
+ Trinh bay dugc cac tiéu chudn an toan thong tin cho doanh nghiép
+ Trinh bay dugc cac quy dinh cta phap luat vé Luat an toan thong tin
— V& Ki niing:
+ Panh gid mic dd an toan thong tin cho doanh nghiép.
+ Trién khai cac giai phap an toan thong tin cho doanh nghiép.
+ Xay dung mot sb tmg dung kiém tra an toan thong tin trong thuc té.
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+ Phat trién cong cu phén tich mi doc.

+ Van dung dugc cac tiéu chuan an toan thong tin vao doanh nghiép

+ Tuan thi quy dinh cta phap luat vé Luat an toan thong tin

— Vé thai d:

+ Co6 hing tht hoc, yéu thich va tim to1 khoa hoc.

+ CO thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong hoc tip, ciing nhu trong viéc ap dung cac hiéu biét da dat
duoc.

+ C6 y thirc van dung nhitng hiéu biét an toan bao mat thong tin vao doi sdng.

+ Tuan thu phap luat
10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay bao gdm cac ndi dung sau:

— Céc kién thirc co ban vé an toan bao mat may tinh.

— Céc nguy co an ninh trong mang may tinh.

— Co ban vé Ma déc.

— Cac van dé st dung giai phap k¥ thuat trong dam bao an ninh mang.

— Céc k¥ thuat bao v¢ ha téng mang.

— Hé théng phat hién va phong chdng xam nhap (IDS&IPS).

— An ninh mang khong day.

— Céc tiéu chuén, luat an toan thong tin.

— Kha nang trién khai céc giai phap an ninh trén thuc té.
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luin theo yéu ciu cia giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. S&ch, gido trinh chinh:

[1] Dr. Eric Cole, Dr. Ronald Krutz, and James W. Conley. Network
Security Bible, Wiley Publishing, Inc., 2005, - 697p

[2] Polk, Tim; McKay, Terry; Chokhani, Santosh (April 2014). "Guidelines for the
Selection, Configuration, and Use of Transport Layer Security (TLS)
Implementations”. National Institute of Standards and Technology. p. 67. Retrieved
2014-05-07.

[3] Scarfone, Karen; Mell, Peter (February 2007). "Guide to Intrusion Detection
and Prevention Systems (IDPS)". Computer Security Resource Center (National
Institute of Standards and Technology) (800—94). Retrieved 1 January 2010.
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[4] ISO/IEC 27000, Information technology - Security techniques - Information
security management systems,
http://standards.iso.org/ittf/PubliclyAvailableStandards/.

12.2. Tai liéu tham khao:

[1] Bo thong tin truyén thong, Information and Data on Information and
Communication Technology, Nha xuat ban thong tin va truyén thong, 2013.

[2] Jason Albanese and Wes Sonnenreich, Network Security Illustrated,
McGrawHill, 2004. — 449p.

[3] Jon Edney, William A. Arbaugh. Real 802.11 Security: Wi-Fi Protected
Access

and 802.11i, Addison Wesley, 2003. 480p.

[4] Rebecca Bace and Peter Mell. Intrusion Detection Systems, NIST Special
Publication on Intrusion Detection Systems.

[5] William Stallings, Cryptography and Network Security Principles and Practice,
5th Edition, Prentice Hall.

[6]. Michael T. Simpson, Kent Backman, James Corley, Hands-on Ethical Hacking
and Network Defense, Course Technology, 2012.

[7]. Official CEH Courseware.

13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 20%
+ Piém kiém tra giira hoc phan: 0%

— Piém thi két thiic hoc phan: 70% (Tric nghiém khach quan)
15.Noi dung hoc phén:

15.1. Phan b thoi gian cac chwong trong hoc phén:

Téng Phin bé thoi gian
s6 tiét (tiét hogic giv)
TT | Tén chuong hod
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tip | ludn | TH | hoc
1 ToAng quan an toal} va bao mat 5 5 0 0 0 4
thong tin mang may tinh
2 | Tan cong mang may tinh 24 8 0 0 0 16
3 | Cong nghé Firewall 18 6 0 0 0 12
4 | Hé théng phat hién va phong 18 6 0 0 0 12
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chong xam nhap (IDS&IPS)

An ninh mang WLAN (IEEE
5 802.11) 12 4 0 0 8
6 | Chuan an toan thong tin 12 4 0 0 8
Tong 90 30 0 0 60

15.2. Pé cwong chi tiét ciia hoc phén:

Chuwong 1. Tong quan an toan va bio mit thong tin mang may tinh
1.1. Tinh hinh an toan va bado mat thong tin

1.2. C4c nguyén tac nén tang clia an ninh mang

1.3. Cac nguy co mat an ninh mang

1.4. Cac muyc ti€u an ninh mang

1.5. Giai phap k¥ thuat trong lap ké hoach an ninh mang
Chuong 2. Tan cong mang may tinh

2.1. Tong quan vé tan cong mang

2.2. Cac md hinh tin cong mang

2.3. Ky thuat tan cong mang

2.4. Ma doc

Chuong 3. Cong nghé Firewall

3.1. Giéi thiéu firewall

3.2. Phan loai firewall

3.3. Nguyén ly lam viéc cua firewall

3.4. M6t s6 mo hinh firewall

Chuwong 4. Hé thong phat hién va phong chong xAm nhip (IDS&IPS)
4.1. Tong quan vé IDS va IPS

4.2. Hé thong phét hién xam nhap (IDS)

4.3. Hé thong phong chéng xam nhap (IPS)

4.4. Céc thuat toan va k¥ thuat may hoc trong IDS/IPS
4.5. Cac mo hinh IDS/IPS

Chuong 5. An ninh mang WLAN (IEEE 802.11)

5.1. Cong nghé¢ WLAN

5.2. An ninh trong mang WLAN

5.3. Giao thuc WEP

5.4. Giao thtc WPA/WPA2

5.5. Cac mo hinh trién khai an ninh WLAN

Chuwong 6. Chuin an toan thong tin
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6.1. ISO/IEC 27002:2005
6.2. ISO/IEC 27001:2005
6.3. ISO/IEC 15408
6.4. ISO/IEC 13335
6.5. PCI DSS
6.6. FIPS 140-2
6.7. Luat an toan thong tin Viét Nam
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khao, danh muyc cac chuyén dé va bai tap lon.
17.Huéng din thue hién

— Pé cuong nay duogc ap dung cho sinh vién dai hoc khdi nganh cong nghé tir nim
hoc 2014-2015.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Thi cudi hoc phan: Sau tuan thir 15

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudong Khoa T6 trudng Giang vién bién soan
PE CUONG HQC PHAN
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1. Tén hoc phén: THUC HANH AN TOAN MANG MAY TiNH
2.Mai hoc phan:

3.S6 tin chi: 1(0,1,2)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:

— Hoc phan tién quyét: xxxxxxxx- Mang mdy tinh

— Hoc phan trudc: XXXXXXXX - An toan bao mat thong tin

— Hoc phan song hinh: XXXXXXXX — An todn mang may tinh
9. Chuin diu ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& kién thikc:

+ Van dung phuong phéap khéo sat, ddnh gia an ninh mang may tinh.

+ Xac dinh dugc nguyén nhan, nhan dién ddi tuong, dong co, cach thic ké tan
cong xam nhap dir liéu hé théng; Xac dinh muc tiéu, moi nguy hiém thuong truc vé an
ninh may tinh cua t6 chuc.

+ Ung dung thiét ké hé thdng theo dinh huéng bao mat; phuong thirc ddi phod
v6i su cd may tinh xay ra

+ Trinh bay dugc cac tiéu chudn an toan thong tin cho doanh nghiép

+ Trinh bay duogc cac quy dinh cua phap luat vé Luat an toan thong tin

— V& Ki niing:

+ Gia c6 hé thong

+ Trién khai hé théng Firewall

+ Trién khai hé théng IDS/IPS

+ Trién khai bao mat WLAN

+ Ap dung chuan ISO/IEC 27001:2005 cho hé théng mang doanh nghiép

— Veé thai d¢:

+ Co htrng thl hoc, yéu thich va tim to1 khoa hoc.

+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong hoc tap, ciing nhu trong viéc 4p dung cac hiéu biét da dat
dugc.
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+ C6 y thirc van dung nhiing hiéu biét an toan bao mat thong tin vao doi sdng.
+ Tuan thu phép luat

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay gom cac ndi dung sau:

— Phuong phap khéo sat, danh gid an ninh mang may tinh

— Gia cb hé théng

— Trién khai hé thong Firewall

— Trién khai hé théng IDS/IPS

— Trién khai bao mat WLAN

— Ap dung chuan ISO/IEC 27001:2005 cho hé thong mang doanh nghiép
11. Nhiém vu cua sinh vién:

— Sinh vién phai chuén bi 1y thuyét ctia bai thi nghiém méi duoc du 16p.

— Du 16p day di 100%.

— Lam day du cac bai thi nghiém va cac bai bao cdo thi nghiém.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Dr. Eric Cole, Dr. Ronald Krutz, and James W. Conley. Network
Security Bible, Wiley Publishing, Inc., 2005, - 697p

[2] Polk, Tim; McKay, Terry; Chokhani, Santosh (April 2014). "Guidelines for the
Selection, Configuration, and Use of Transport Layer Security (TLS)
Implementations”. National Institute of Standards and Technology. p. 67. Retrieved
2014-05-07.

[3] Scarfone, Karen; Mell, Peter (February 2007). "Guide to Intrusion Detection
and Prevention Systems (IDPS)". Computer Security Resource Center (National
Institute of Standards and Technology) (800-94). Retrieved 1 January 2010.

[4] ISO/IEC 27000, Information technology - Security techniques - Information
security management systems,
http://standards.iso.org/ittf/PubliclyAvailableStandards/.

12.2. Tai li€u tham khao:

[1] Bo thong tin truyén thong, Information and Data on Information and
Communication Technology, Nha xuat ban thong tin va truyén thong, 2013.

[2] Jason Albanese and Wes Sonnenreich, Network Security Illustrated,
McGrawHill, 2004. — 449p.

[3] Jon Edney, William A. Arbaugh. Real 802.11 Security: Wi-Fi Protected
Access

and 802.11i, Addison Wesley, 2003. 480p.

[4] Rebecca Bace and Peter Mell. Intrusion Detection Systems, NIST Special
Publication on Intrusion Detection Systems.
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[5] William Stallings, Cryptography and Network Security Principles and Practice,
5th Edition, Prentice Hall.

13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong (bai) trong hoc phén:

Diém hoc phan 14 trung binh cong diém cac bai bao céo thi nghiém.

[6]. Michael T. Simpson, Kent Backman, James Corley, Hands-on Ethical Hacking
and Network Defense, Course Technology, 2012.
[7]. Official CEH Courseware.

Phin bd thoi gian

Tong sb .
tibt (tiet hoac gio)
TT | Tén bai (chwong) B
hodc | 1y | Bai | Thio | TN/ | Ty
g1 thuyét | tdp | ludn | TH | hoc
1 | Tan cong mang mdy tinh 30 0 0 0 10 | 20
2 | Trién khai hé thong Firewall 15 0 0 0 5 | 10
3 | Gia cb hé théng 15 0 0 0 5 | 10
4 T'rAlen l‘<ha1 cac hc}hong phat A 15 0 0 0 5 10
hién va phong chong xam nhap
5 | An ninh mang WLAN 6 0 0 0 2 4
Ap dung chuan ISO/IEC
6 | 27001:2005 cho h¢ thong mang 9 0 0 0 3 6
doanh nghi¢p
Tong 20 0 0 0 30 | 60
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15.2. P& cwong chi tiét ciia hoc phén:
Bai 1: TAn cong mang may tinh
1.1. Tan cong tham do
1.1.1. Footprinting
1.1.2. Scanning
1.1.3. Ping sweep
1.1.4. Sniffing
1.2. Tan cong xam nhap
1.2.1. Social Engineering
1.2.2. Buffer Overflow
1.2.3. System Hacking
1.2.4. SQL Injection
1.3. Tan cong tir chéi dich vu
1.3.1. DoS (Denial of Service)
1.3.2. DDoS (Distributed DoS)
1.3.3. DRDoS (Distributed Reflection DoS)
1.4. Tan cong str dung mi doc
1.4.1. Trojans
1.4.2. Viruses
1.4.3. Rootkits
1.4.4. Worms
1.4.5. Backdoors
Bai 2: Trién khai hé thong Firewall
2.1. M0 hinh Screened Host Firewall
2.2. M0 hinh Demilitarized Zone (DMZ) hay Screened-subnet Firewall
2.3. M0 hinh Front end va Back end
Bai 3: Gia co hé thong
3.1. Gia ¢ hé diéu hanh va hé diéu hanh mang
3.2. Gia ¢6 tng dung mang
3.3. Céc budc diéu tra xAm nhap
Bai 4: Trién khai cac hé thong phat hién va phong chéng xam nhip
4.1. Trién khai hé théng phat hién xam nhap
4.1.1. H¢ théng phat hién xam nhép dua trén luat.
4.1.2. H¢ théng phat hién xam nhap dua trén cac k¥ thuat hoc may
4.2. Trién khai hé thong phong chéng xam nhap
4.2.1. Hé thong phong chdng xam nhap dua trén luat
4.2.2. Hé thong phong chdng xAm nhap duya trén cac k¥ thuat hoc may
Bai 5. An ninh mang WLAN
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5.1. Trién khai WLAN

5.1.1 WEP

5.1.2. WPA/WPA2
5.2. Giai phap an ninh WLAN

5.2.1 Firewall

5.2.2 Filter

5.2.3 MAC
Bai 6: Ap dung chuén ISO/IEC 27001:2005 cho hé théng mang doanh nghiép
6.1. Chinh sach An ninh
6.2. An ninh thdng tin cta To chirc
6.3. Quan ly tai san
6.4. An ninh nhan luc
6.5. An ninh vt Iy va moi truong
6.6. Quan Iy cac tac nghiép va truyén thong
6.7. Kiém soat truy cap
6.8. Duy tri va phat trién cic hé thong
6.9. Quan 1y sy ¢6 An ninh thong tin
6.10. Quan 1y tinh lién tyc trong kinh doanh
6.11. Sy tuan thu
16.Co sé vat chat phuc vu hoc tip

Phong thi nghi¢ém An Ninh Mang véi cac thiét bi, dung cu du phuc vu cho céc

bai thi nghiém.
17. Huwéng din thue hién

— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién cin néu rd quy dinh vé dénh gia hoc
phan.

— Hoc phf;in duoc bb tri hoc trong 6 tuan, mdi tuan 5 tiét.
18. Phé duyét

Ngay thang nam Ngay thang nam Ngay thang nam
Truong Khoa T6 trudng Giang vién bién soan
PE CUONG HQC PHAN
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1.Tén hoc phin: AN TOAN MANG KHONG DAY VA DI BONG
2.Mai hoc phin:

3.S6 tin chi: 2(2,0,4)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:

— Hoc phan tién quyét:

— Hoc phén truée: khong

— Hoc phan song hanh:

9. Chuan dau ra cia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:
— Ve kién thirc:

hali

dong.

+ Trinh bay dugc nhiéu mit cua cong nghé khong day.

+ Trinh bay duoc kién tric va cac ing dung ctia mang khong day, di dong.

+ Trinh bay céc thiét bi va cac chuan giao thtrc hé théng mang khong day.

+ Trinh bay dugc cac phuong phap dinh lai tuyén mang di dong.

+ Trinh bay dat diém mang di dong 2G, 3G, 4G va cac gidi phap bado mat.

+ Trinh bay dugc dic diém cua cac hé thong mang khong day va di dong.

+ Trinh bay dugc cac ting dung Internet mang khong day.

+ Trinh bay cac dic tinh cac hé thong dién thoai di dong thé hé thir nhét va thi

+ Trinh bay duoc dic diém va tinh ning cua hé théng mang khong day va di

+ Giai thich da truy nhép trong céc hé thong khong day.

+ Giai thich duoc chuyén giao va dinh lai tuyén trong mang di dong
+ Trinh bay cach quan 1y dinh vi

+ Trinh bay su di dong va cac giao thirc cua Internet

+ Giai thich mang cuc bo khong day va mang Ad hoc

— Vé ki ning:

+ Céu hinh hé thong mang khong day.
+ Trién khai dugc hé théng mang khong day cho doanh nghiép
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+ CAu hinh duoc hé théng phat khong day co ban cho doanh nghiép

+ Trién khai duoc hé théng firewall cho doanh nghiép dua trén h¢ théng mang
khong day.

+ CAu hinh duoc hé théng chdng xam nhan hé théng mang khong day.

+ CAu hinh duoc cach chinh sach bao mat trén hé théng mang khong day.

+ Trién khai dugc hé thong mang khong dy trén thiét bi wireless.

+ Trién khai dugc hé théng mang khong day cung cip dia chi ip dong.

— Vé thai d:

+ Lén 16p day du va chuan bi cho gio 1én 16p theo yéu cau cua gido.

+ C6 thai d6 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tap mén An toan mang khong day va di dong, ciing
nhu trong viéc ap dung céc hiéu biét da dat duoc.

10. MB® ta vin tit ndi dung hoc phan:
Hoc phan nay bao gdm céc ndi dung chinh sau:

— Ting cudng bao mat cho thiét b

— Trién khai hé thong Firewall cho hé théng mang khong day.

— Trién khai hé théng mang khong diy mot cach an toan va hiéu qua cho doanh

nghiép

11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo yeu clu cla giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai li¢u hoc tap:
12.1. Sach, giao trinh chinh:
[1]. Borko Furht, Mohammad Ilyas, Wireless Internet Handbook: Technologies,
Standards, and Applications, Auerbach Publications, 2003.
[2]. Andrew S. Tanenbaum, Computer Networks, Fourth edition, Prentice Hall, 2003
12.2. Tai liéu tham khao:
[1]. Jochen H Schileer, Mobile Communication Third Edition, Prentice Hall, 2007.
[2]. William Stallings, Wireless communications and Networks. Prentice Hall, 2005
Pearson Education, 6th Edition, 2012.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Pénh gia qua trinh:

+ Piém thai d6 hoc tap: 10%
+ Diém tiéu luan: 20%
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+ Piém kiém tra giita hoc phan:

— Diém thi két thic hoc phan: 70% (tric nghiém)
15.Noi dung hoc phin:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Phﬁl} b6 thoi gian
A s& it (tiet hoac gio)
TT Tén chwong % ,
hoac | |y | Baj | Thio | TN/ | Tu
gl thuyé’t t@p lué:lll TH h(.)c
1 Gi01 thiéu téng quan 18 6 0 0 0 12
Céc nguyén tic cin ban cia
2 truyén thong khong day 21 o 0 0 0 18
3 Céc hé thong dién thoai di dong 18 6 0 0 0 12
4 Chquyefl giao, dmh lai tuyén va 9 3 0 0 0 6
quan ly dinh vi
5 | Mangcucbo khong ddy vamang | ¢ 3 0 0 0 6
Ad hoc
6 |Swdidong 9 3 o] 0 |0/ 6
Tong 90 30 0 0 0 | 60

15.2. Pé cwong chi tiét ciia hoc phan:

Chuwong 1. Giéi thiéu tong quan

1.1.
1.2.

1.3.
1.4.
1.5.

Truy nhap khong day
Mang khong day

1.2.1. Su phat trién ctia mang khong day
1.2.2.  Nhitng thach thirc ddi v6i su phat trién

Kién truc Internet khong day
Céc thiét bi khong day va cac tiéu chuan

Céc tng dung Internet khong day

Chuwong 2. Céc nguyén tic ciin ban ciia truyén thong khong day

2.1.
2.2.
2.3.
2.4.
2.5.
2.6.
2.1.

Gi01 thi¢u chung

Pho dién tir

Céc dic tinh va mo hinh truyén khong day

Truyén so lidu k¥ thuat twong tu va k¥ thuat sb

Céc k¥ thuat diéu bién trong cac hé théng khong day
Da truy nhép trong cac hé théng khong day

Khai niém té bao
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2.8.  Ché do mach va goi
2.9. Gibi thidu vé cac ting mang
Chuong 3. Cac hé théng dién thoai di dong
3.1. Cac hé thong dién thoai di dong thé hé thir nhat
3.1.1. Hé théng dién thoai di dong k¥ thuat twong tu
3.1.2. Advanced Mobile Phone System (AMPS)
3.2.  Céc hé thong dién thoai di dong thé hé thir hai
3.2.1. Gidi thigu
3.2.2. Global System for Mobile Communication (GSM)
Chuwong 4. Chuyén giao, dinh lai tuyén va quan 1y dinh vi
4.1. Chuyén giao va dinh lai tuyén trong mang di dong
4.1.1. Gidi thi¢u
4.1.2.  Céac phuong phap dinh lai tuyén
4.2. Cac thuit toan phat hién diém giao (Crossover point)
4.2.1. Prior path knowledge discovery
4.2.2. Backward tracking discovery
4.3.  Quan ly dinh vi
Chuwong 5. Mang cuc by khong day va mang Ad hoc
51. WLAN
5.1.1. Gidi thi¢u
5.1.2. Topo cuia WLAN
5.1.3.  Tangvatly
5.1.4.  Tang MAC
52. MANET
52.1.  Gidi thi¢u
5.2.2.  Ung dyung ctia mang ad hoc
5.2.3.  Tang mang va dinh tuyén
Chuong 6. Su di dong
6.1. Su didong va cac giao thirc cuia Internet
6.2. Su di dong vi md (Micro-Mobility)
16.Co sé vat chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huéng din thue hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
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— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan:
+ Thi cudi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa T6 truong Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phan: THUC HANH AN TOAN MANG KHONG DAY
VA
DI DONG

2. M3 hoc phan:
3. S0 tin chi: 1(0,1,2)
4. Loai hoc phin: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bo thoi gian:

— Hoc trén lop: 30 tiét

— Tu hoc: 60 tiét

— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
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8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét:

— Hoc phan trudc:

— Hoc phén song hanh: 012xx - An toan mang khong day va di dong
9. Chuan dau ra ciia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Van dung phuong phap khao sat, danh gia an ninh mang khéng day

— Xac dinh dugc nguyén nhén, nhan dién doi tuong, dong co, cach thuc ké tAn
cong xam nhap hé thong mang khong day; Xac dinh myc tiéu, mbi nguy hiém thuong
tryc vé an ninh mang khong day cua to chirc.

— Ung dung thiét ké hé théng theo dinh huéng bao mat; phuong thirc d6i pho véi
su cb may tinh xay ra.

— Cau hinh thiét bi khong day

— Trién khai cac hé théng mang di dong 2G, 3G, 4G va cac giai phap bao mat.

— Trién khai hé thong mang khong day bao mat voi giao thice WPA Enterprise,
WPA Personal, WPA2 Enterprise, WPA-PSK/WPA2-PSK,..

— Trién khai tn cong vao hé mot sé hé théng mang khong day.

— Ma hoa dir li¢u v6i ma hoa dir ligu TKIP + AES.

— Trién khai hé théng chimg thuc CA cho hé théng mang khong day

— Tac phong thyc nghiém khoa hoc: can cu, kién nhin va trung thuc.
10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay gom cac ndi dung sau:

— Phuong phap khao sat, danh gid an ninh mang khong day va di dong

— Gia c6 hé théng mang khong day

— Trién khai hé théng Firewall cho hé théng mang khong diy

— Trién khai hé théng bao mat cho hé thong

— Trién khai hé thong chimg thuc CA trén nén Windows 2k8
11. Nhiém vu cta sinh vién:

— Sinh vién phai chudn bi 1y thuyét cua bai thi nghiém méi duoc du 16p.

— Du 16p day du 100%.

— Lam day du cac bai thi nghiém va céc bai bao cdo thi nghiém.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1]. Borko Furht, Mohammad Ilyas, Wireless Internet Handbook: Technologies,
Standards, and Applications, Auerbach Publications, 2003.
[2]. Andrew S. Tanenbaum, Computer Networks, Fourth edition, Prentice Hall, 2003
12.2. Tai liéu tham khao:
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[1]. Jochen H Schileer, Mobile Communication Third Edition, Prentice Hall, 2007.

[2]. William Stallings, Wireless communications and Networks. Prentice Hall, 2005
Pearson Education, 6th Edition, 2012.
13. Thang diém danh gia: 10/10

14. Panh gia hoc phan:

Diém hoc phan 14 trung binh cong diém cac bai bao cao thuc hanh.

15.Noi dung hoc phan:
15.1. Phan b thoi gian cac chwong (bai) trong hoc phan:

Téne sb Phin bd théi gian
ong so .
tibt (tiet hodc gio)
TT | Tén bai (chwong) hod
03¢ | Ly | Bai | Thao | TN/ | Tu
g1 thuyét | tdp | lun | TH | hoc
y | Cauhinhhé thong mang khong | 4 0 0 | 0 | 10 | 20
day va di dong
Trién khai hé théng Firewall
2 cho hé théng khong day 15 0 0 0 > 10
3 Phuong tAhusc tE}n cong h¢ thong 15 0 0 0 5 10
mang khong day
Trién khai hé théng chimg thuc
4 CA cho mang khong day 15 0 0 0 > 10
Trién khai cac hé ,théng phat
5 | hién va phong chdong tan cong 15 0 0 0 5 10
mang khong day
Tong 90 0 0 0 30 | 60

15.2. Pé cwong chi tiét ciia hoc phén:

Bai 1: Céu hinh hé thong mang khong day va di dong

1.1.
1.2.

Yéu cau h¢ thong phan phan mém

1.3. CAu hinh AP
1.4. CAu hinh Wireless client

Yéu cau hé théng phan cimg mang khong day

1.5. Test kiém tra toc do mang di dong 3G, 4G
1.6. Test kiém tra toc d6 mang khong day

1.7. So sanh giira hai hé thong mang khong day va mang di dong
Bai 2: Trién khai hé thong Firewall cho hé thong khong day
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2.1. WEP
2.2. WLAN VPN
2.3. TKIP
2.4. AES
2.5.802.1X va EAP
2.6. WAP
2.7. WAP2
Bai 3: Phuwong thitc tin cong hé thong mang khong day
3.1. Rogue Access Ponit
3.2. T4n cong yéu cau xac thuc lai
3.3. Face Access Point
3.4. T4n cong dua trén sy cam nhan séng mang 16p vt Iy
3.5. Tan cong ngat két nbi
Bai 4: Trién khai h¢ thong chirng thue RADIUS cho mang khong diy
4.1. Phan tich va thiét ké hé thong chung thuc bao mat mang khong day véi RADIUS
4.2. Quy trinh cai dat va trién khai
4.2.1. Cai dit cAu hinh DHCP
4.2.2. Cai Enterprise CA va Request Certificate tr CA Enterprite Server
4.2.3. Tao user, cAp quyén Remote Access cho user
4.2.4. Cai dat va cAu hinh RADIUS, tao Remote Access Policy
Bai 5. Trién khai cac hé thong phat hién va phong chéng tin céng mang khong
day
5.1. Trién khai WLAN
5.3.1 WEP
5.3.2. WPA/WPA2
5.2. Giai phap an ninh WLAN
5.2.1 Firewall
5.2.2 Filter
5.2.3 MAC
16.Co sé vat chat phuc vu hoc tip
Phong thi nghiém An ninh mang véi cac thiét bi, dung cu du phuc vu cho cac bai
thi nghiém.
17. Huwéng din thue hién
— Dé cuong nay duogc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan.
— Hoc phéan dugc bb tri hoc trong 6 tuan, mdi tuan 5 tiét.
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18.Phé duyét

Ngay thding nam Ngay thang nam Ngay thang nam
Trudéng Khoa T6 truong Giang vién bién soan
PE CUONG HOC PHAN

1. Tén hoc phin: AN NINH HA TANG MANG
2. Ma hoc phin:
3. S0 tin chi: 3(3,0,6)
4. Loai hoc phin: Bit budc
5. Doi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bé thoi gian:

— Hoc trén 16p: 45 tiét

— Tu hoc: 90 tiét

— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phén tién quyét:
— Hoc phan trudc: khong
— Hoc phan song hanh:
9. Chuin dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thikc:
+ Nhan biét dugc cac nguy co bi tan cong ciia hé théng mang.
+ Giai thich duoc cac budc dé hack mot hé théng mang.

+ Trinh bay duoc cic loai tAn cong vao hé thdng mang.
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+ Trinh bay dugc dac diém cua Cisco [0S Firewall.

+ Giai thich duoc chién lugc phong thu theo timg tang.

+ Trinh bay dugc cac k¥ thuat Firewall.

+ Trinh bay dugc dic diém va tinh nang caa Cisco I0S IPS.

+ Trinh bay duogc céc loai h¢ théng IDS va IPS.

+ Trinh bay dugc cac thanh phan ciia IPSec va dac diém cua IPSec VPN.

— V& Ki niing:

+ CAu hinh giam nguy co bi tdn céng mang trén Cisco Router.

+ Cau hinh bao mat cho tinh ning management va reporting trén Cisco
Routers.

+ CAu hinh duoc tinh ning AAA trén Cisco Routers.

+ CAu hinh bao mat duoc cho Cisco Routers sir dung tinh nang AutoSecure.

+ Cau hinh duge Cisco I0S Firewall.

+ Trién khai duoc hé théng firewall cho doanh nghiép dya trén Cisco 10S
Firewall.

+ Céu hinh duge Cisco 10S IPS.

+ Céu hinh dugc snort IPS/IDS.

+ Trién khai duogc hé théng phat hién va ngan chan xam nhap cho doanh
nghiép.

+ Trién khai Site-to-Site IPSec VPN.

+ Céu hinh IPSec Site-to-Site VPN sir dung SDM.

+ CAu hinh duoc Cisco Easy VPN Server véi SDM.

+ Trién khai dugc Cisco VPN Client.

— Veé thai d:

+ Lén 16p day da va chuan bi cho gio 1én 16p theo yéu cau cua gido.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip moén An ninh ha ting mang, ciing nhu trong
viéc ap dung céc hiéu biét d3 dat duge.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gdm cac ndi dung chinh sau:

— Ting cudng bao mat cho thiét b
— Trién khai hé thong Firewall
— Trién khai hé thong IPS/IDS

— Trién khai hé thong VPN
11. Nhiém vu cua sinh vién:
— Tham dy gid hoc 1y thuyét trén 16p.
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— Lam céc bai tap, tiéu luan theo yéu cau cua giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.

12.Tai liéu hoc tap:

12.1. S&ch, gido trinh chinh:
[1] Cisco Press, Implementing Secure Converged Wide Area Network Student Guide,
Cisco System.
[2] Richard Froom, Balaji Sivasubramanian, Erum Frahim, Building Cisco Multilayer
Switched Networks (BCMSN),4th Edition, 2007.
12.2. Tai liéu tham khao:
[1] Andrew S .Tanenbaum, Computer Networks, Prentice Hall, 5th Edition 2011
[2] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down Approach,
Pearson Education, 6th Edition, 2012.
13. Thang diém danh gia: 10/10

14. Panh gia hoc phan:

— DPanh gid qua trinh:

+ Diém thai d6 hoc tap:
+ Piém tiéu luan:
+ Piém kiém tra giita hoc phan:

— Piém thi két thiic hoc phan: 70% (tu luan)
15.N¢i dung hoc phan:
15.1. Phén b6 thoi gian cac chwong trong hoc phan:

Phan b6 thoi gian

Tong i
b tiét (tiet hoac gio)
TT | Tén chwong SO He
hoac | 1y | Baj | Thao | TN/ | Ty
glo thuyét | tdp | ludn | TH | hoc
. Tang cudng bao mat cho thiét 18 6 |0 0 0 12
bi
2 | Trién khai hé théng firewall 24 8 |0 |0 0 16
3 Trién khai hé thong IPS/IDS 24 8 |0 0 0 16
4 Trién khai hé thong VPN 24 8 |0 0 0 16
Téng 90 30 0|0 0 |0

15.2. Pé cwong chi tiét ciia hoc phan:

Chuwong 1. Ting cwong bao mat cho thiét bi

1.1.
1.2.

Suy nghi nhu mét Hacker
Giam nguy co bi tin cong mang
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1.3.  Tét cac dich vu mang va cac Interface khong sir dung

1.4. Bdao mat truy cap quan tri va cai dat Cisco Router
1.5.  Giam mdi de doa va tan cong voi ACL

1.6. Bao mat cho tinh nang Management va Reporting
1.7.  Cau hinh AAA trén Cisco Router

Chuwong 2. Trién khai hé théng Firewall
2.1. Gioi thiéu Cisco IOS Firewall

2.2. Trién khai Cisco 10S Firewall

Chuwong 3. Trién khai hé thong IPS/IDS
3.1. Gidi thiéu Cisco I0S IPS

3.2.  Céu hinh Cisco IOS IPS
3.3.  Trién khai Snort IDS/IPS
Chuwong 4. Trién khai hé théng VPN
4.1. Giéi thiéu cac thanh phan IPSec va dic diém IPSec VPN
4.2.  Trién khai Site-to-Site IPSec VPN
4.3. IPSec Site-to-Site VPN sir dung SDM
4.4, Cisco Easy VPN va Easy VPN Server vdi SDM
4.5.  Trién khai Cisco VPN Client
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17. Huwéng din thue hién

— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc dy thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan:
+ Thi cudi hoc phan: Sau tuan thir 15

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng Khoa T trudng Giang vién bién soan
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PE CUONG HOC PHAN

1. Tén hoc phin: THUC HANH AN NINH HA TANG MANG
2.Mai hoc phin:
3. S0 tin chi: 1(0,1,2)
4. Loai hoc phén: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bd thoi gian:
— Hoc trén 16p: 00 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phén tién quyét: Mang may tinh: xxx(a)
— Hoc phan trudc: Xdy dung ha tAng mang: xxx(a)
— Hoc phan song hanh:
9. Chuin dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thikc:
+ Nhan biét dugc cac nguy co bi tAn cong cia hé thong mang.
+ Giai thich duoc cac budc dé hack mot hé théng mang.
+ Trinh bay duoc cac loai tn cong vao hé thong mang.
+ Trinh bay dugc dac diém cua Cisco I0OS Firewall.
+ Giai thich duoc chién lugc phong thu theo timg ting.
+ Trinh bay duoc céac ky thuat Firewall.
+ Trinh bay duogc dic diém va tinh ning cta Cisco 10S IPS.
+ Trinh bay duoc céac loai h¢ théng IDS va IPS.
+ Trinh bay dugc cac thanh phan ciia IPSec va dic diém cia IPSec VPN,
— V& Ki niing:
+ CAu hinh dugc Router Cisco co ban va static route trén Router Cisco.
+ Céu hinh duoc céc giao thirc dinh tuyén RIPv1/RIPv2/EIGRP.
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+ CAu hinh duoc giao thtc dinh tuyén OSPF trong mét Area.

+ Céu hinh duoc ACL dé quan ly traffic mang.

+ CAu hinh duogc cac tinh ning mo rong cua Cicso 10S: NAT/PAT, DHCP,
CDP.

+ CAu hinh duoc Spanning Tree Protocol.

+ Xay dung dugc VLAN cho doanh nghiép va cau hinh duwgc VLAN Trunking
Protocol.

+ Céu hinh dugc HSRP/VRRP/EtherChannel.

— Vé thai d:

+ Lén 16p day du va chuan bi cho gio 1én 16p theo yéu cau cia gido.

+ C6 thai do khach quan, trung thuc; c6 tac phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tdp mon xdy dung ha ting mang, ciing nhu trong
viéc ap dung céc hiéu biét d3 dat dugc.

10. MB® ta vin tit ndi dung hoc phan:
Hoc phan nay bao gom céc ndi dung sau:

+ Tang cudng bao mat cho thiét b

+ Trién khai hé théng Firewall

+ Trién khai hé théng IPS/IDS

+ Trién khai hé théng VPN

+ Ngoai ra mon hoc con gidi thi€u mot s6 kién thue chuyén sdu An ninh ha
téng mang.

11. Nhiém vu cida sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam céc bai tap, tiéu luan theo yeu clu cla giang vién.
— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Séch, giao trinh chinh:
[1] Cisco Press, Implementing Secure Converged Wide Area Network Student Guide,
Cisco Systems, 2004.
[2] Richard Froom, Balaji Sivasubramanian, Erum Frahim, Building Cisco Multilayer
Switched Networks (BCMSN),4th Edition, 2007.
12.2. Tai liéu tham khao:
[1] Andrew S .Tanenbaum, Computer Networks, Prentice Hall, 5th Edition 2011
[2] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down Approach,
Pearson Education, 6th Edition, 2012.
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13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Panh gié qua trinh:
— Piém thi két thiic hoc phan: Trung binh cong cac bai kiém tra
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phan:

Téng Phﬁl} b6 thoi gian
b tiet (tiet hoac gio)
TT | Tén chwong so e
ho.z:ic Ly | Bai | Thao | TN/ | Ty
glo thuyét | tdp | ludn | TH | hec
. Tang cudng bao mat cho thiét 18 6 |0 0 0 12
bi
2 Trién khai hé théng firewall 24 8 0 0 0 16
3 Trién khai hé thong IPS/IDS 24 8 |0 0 0 16
4 Trién khai hé théng VPN 24 8 |0 0 0 16
Téng 90 30 0 [0 0 |0

15.2. Pé cwong chi tiét ciia hoc phan:

Chuong 1. Ting cwong bao mét cho thiét bi

1.1.  Giam nguy co bi tAn cong mang

1.2.  Tét cac dich vu mang va cac Interface khong sir dung

1.3. Bdo mat truy cap quan tri va cai dat Cisco Router
1.4.  Giam mdi de doa va tin cong voi ACL

1.5. Bdao mat cho tinh nang Management va Reporting
1.6. Céu hinh AAA trén Cisco Router

Chuwong 2. Trién khai h¢ thong Firewall
2.1.  Giéi thiéu Cisco IOS Firewall

2.2. Trién khai Cisco I0S Firewall

Chuwong 3. Trién khai hé thong IPS/IDS
3.1. CAu hinh Cisco I0S IPS

3.2.  Trién khai Snort IDS/IPS

Chuong 4. Trién khai h¢ thong VPN

4.1. Trién khai Site-to-Site IPSec VPN

4.2. IPSec Site-to-Site VPN st dung SDM

4.3. Cisco Easy VPN va Easy VPN Server voi SDM
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4.4,  Trién khai Cisco VPN Client
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 1on.
17. Huwéng din thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thng tin tir
nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita cac budi hoc:

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa To trudng Giang vién bién soan
PE CUONG HOC PHAN
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1.Tén hoc phin: LAP TRINH UNG DUNG MANG
2.Mai hoc phin:

3.S6 tin chi: 2(2,0,4)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ Thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tap hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan truée: khong

— Hoc phan song hanh:
9. Chuin diu ra ciia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& kién thirc:

Pat dugc mot hé théng kién thirc 1ap trinh tng dung mang, co ban va phu hop

v6i nhitng quan diém hién dai, bao gém:

+ Kién thirc vé mé hinh mang TCP/IP, Internet/Intranet.

+ Phuong phap phit trién cac (mg dung mang theo mé hinh client/server trén
mang Internet/Intranet trong cac mdi truong lap trinh mang thong dung nhu Unix,
Windows.

+ Ngon ngir Java va lap trinh mang bang cong nghé Java.

+ Céc kién thirc vé lap trinh web véi DHTML, CGI, ASP, JSP...

+ Thiét ké cac img dung mang véi ngdn ngit XML

+ Céc phuong phap mé hoa, bao mat dir liéu truyén trén mang.

— V& ki niing:

+ Trén co s& cac kién thac ma mon hoc trang bi, SV ¢co diéu kién hon khi hoi
nhap v6i nhitng van d& k¥ thuat lién quan phat sinh trong thuc té cudc séng, trong cac
cong ty, xi nghiép,... Tir d6, hinh thanh k¥ nang phat trién nghé nghiép.

+ Phan tich, téng hop va xtr Iy duoc céc thong tin thu dugc dé rat ra két luan,
dé ra cac du doan don gian vé cac mbi quan hé hay ban chét cia cac mé hinh mang,
cac ung dung mang.

+ Van dung duoc cac kién thic dé mé ta va giai thich cac hi¢n tuong va qua
trinh trong cdc md hinh va ung dung mang, lam dugc cac bai tap vé lap trinh tng
dung mang.
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+ Trén co s& cac kién thirc co ban ctia mén hoc ndy, SV s& tiép can cac vin dé
hién dai, ddng thoi lién hé véi thue té ki thudt, tir d6 gitip SV nim virng duoc nhitng
van dé cbt 16 cua 1ap trinh tmg dung mang, ting cudng kha ning giai quyét cac van
dé ky thuat trong thuc té.

— Vé thai d:

+ Co6 hung tha hoc lap trinh img dung mang, y€u thich va tim toi1 khoa hoc;
trn trong véi nhitng dong gop cua 1ap trinh tng dung mang cho su tién bo cua xa hoi
va ddi v6i cong lao cua cac nha khoa hoc.

+ C6 thai 6 khach quan, trung thuc; ¢6 tac phong ti mi, cn than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mén lap trinh ing dung mang, ciing nhu trong
viéc ap dung cac hiéu biét da dat duoc.

+ C6 y thirc van dung nhitng hiéu biét vao trong cic khoa hoc khac, vao doi
sdng nham cai thién diéu kién séng, hoc tip, ciing nhu giit gin bao quan thiét bi, y
thire tiét kigm.

10. MB® ta vin tit ndi dung hoc phin:
Hoc phan nay bao gom cac ndi dung sau:

— Tong quan vé cac mo hinh mang TCP/IP, Internet/Intranet.

— Cac kién thuc vé laaoj trinh mang.

— Phuong phat phat trién cac tmg dung mang theo md hinh Client/Server trén
mang Internet/Intranet trong cdc moi truong lap trinh mang thong dung nhu Unix,
Windows.

— Lap trinh web v6i DHTML, CGI, ASP, JSP....

— Thiét ké ing dung mang vdi ngdn ngit XML

— Cac phuong phat ma hoa va bao mat dit liéu truyén trén mang.

11. Nhiém vu cua sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luin theo yéu ciu cia giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. S&ch, gido trinh chinh:
[1] Douglas E. Comer, Internetworking with TCP/IP, Prentice-Hall, 1993.

[2] Douglas E. Comer, Computer Networks and Internets with Internet
Applications, Prentice-Hall, 1993.

12.2. Tai liéu tham khao:

[1] W. Richard Stevens, Unix Network Programming — Networking APIs: Socket
and XTI, Pearson Education Asia, 1999.
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[2] Anthony Jones and Jim Ohlund, Network Programming for Microsoft
Windows, Microsoft, 1999.

13. Thang diém danh gia: 10/10
14.Panh gia hoc phin:

— Panh gid qua trinh:

+ Piém thai d hoc tap: 0%

+ Piém tiéu luan: 30% (Ty luan, chuong 1-4)
+ Piém thi két thac hoc phan: 70% (Tu ludn, chuong 5-8)
15. Noi dung hoc phin:

15.1. Phén bd thoi gian ciac chwong trong hoc phan:

Tong Phén bd thoi gian
& tiét | (tiét hodc gio)
TT | Tén chwong 20 1Ie
hoac | ¢ Bai | Thao | TN/ | Tw
glo thuyét |tdp |ludn | TH | hoc
1 | Giéi thiéu vé TCP/IP 9 3 0 0 0 |6
5 T%liét ke giai thuat cho chuong 9 3 0 0 0 6
trinh client/server
3 La[‘) trinh r:r;mg trén cac moi 18 3 3 0 0 12
truong pho dung
4 Lap trinh mang véi Java 9 3 0 0 0 6
5 Lap trinh Web-CGl 9 3 0 0 0 18
6 Lé[; tr.iflh web vdi cac cong nghé 18 3 3 0 0 12
pho bién
7 )fML va ing dung XML trong 9 3 0 0 0 6
1ap trinh mang
8 Bao mat dur liéu truyén trén mang | 9 3 0 0 0 6
Tong 90 24 6 0 0 60

15.2. Pé cwong chi tiét ciia hoc phén:

Chuwong 1: Giéi thiéu vé TCP/IP

1.1.

Tong quan vé TCP/IP
1.1.1. Giéi thiéu
1.1.2. L6p Network

1.1.3. L6p Transport (TCP va UDP)

1.1.4. L6p Application

1.2. Cac giao thuc va dich vu trén Internet
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1.3. Gi6i thiéu mot sé ing dung mang
Chuwong 2: Thiét ké giai thuit cho chwong trinh client/server
2.1. M0 hinh client/server
2.2. Giao tiép socket (Socket Interface)
2.3. Thiét ké giai thuat cho cac tmg dung véi md hinh client/server
Chuwong 3: Lap trinh mang trén cac méi treong phoé dung
3.1. Lap trinh mang trong Unix
3.2. Cac ham hd trg 13p trinh mang trong Unix
3.3. Lap trinh mang trong Windows vgi TCP/IP
3.4. Cac ham hd trg 13p trinh mang trong Windows
Chuwong 4: Lap trinh mang véi Java
4.1. Gi61 thi¢u ngdn ngtr Java
4.2. Mot s6 vi du vé 1ap trinh mang bing Java
4.3. Khai niém Stream va Multithreading trong Java
4.4. Thu vién java.net.*, cac 16p dung cho lap trinh mang
Chuwong 5: Lap trinh Web-CGl
5.1. Gi6i thiéu vé 1ap trinh web
5.2. HTML va FORMs
5.3. DHTML va lap trinh web ¢ Client
5.4. Phuong phép 1ap trinh web voi CGI
5.5. Gidi thi€u cac cong nghé CGI mo rong.
Chuwong 6. Lap trinh web véi cac cong nghé phd bién
6.1. Lap trinh ing dung web bang ASP
6.2. Lap trinh tmg dung web bang Servlet/JSP
6.3. Lap trinh ing dung web bang PHP
Chuong 7. XML va &rng dung XML trong lap trinh mang
7.1. Gi61 thiéu ngdn nglr XML
7.2. XML trong cic ung dung mang
7.3. Mot sb vi du
Chuong 8. Bao mit dir liéu truyén trén mang
8.1. C4c van d¢ bao mat dit liéu
8.2. Céac phuong phap ma hoa dir li¢u
8.3. Mot s6 vi du vé phuong phap ma hoa trong Java
16. Co sé vat chét phuc vu hoc tip
- Phén, bang, micro, projector, laptop.
- Gi4o trinh, tai liéu tham khao, danh myc cac chuyén dé va bai tap 16n.
17. Hwéng din thue hién
- Pé cuong nay duoc 4p dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
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- Trong phan danh gia sinh vién, giang vién can néu 16 quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thic hoc phan.
- Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan th 9
+ Thi cudi hoc phan: Sau tuan thi 15

18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 truong Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phén: THUC HANH LAP TRINH UNG DUNG MANG
2.Mai hoc phan:
3. S0 tin chi: 1(0,1,2)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
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— Hoc phén trudc: khong
— Hoc phan song hanh:
9. Chuin diu ra cia hoc phén:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:
Pat dugc mot hé théng kién thirc 1ap trinh tng dung mang, co ban va phu hop
v6i nhitng quan diém hién dai, bao gém:

+ Kién thirc vé mé hinh mang TCP/IP, Internet/Intranet.

+ Phuong phap phat trién cac tng dung mang theo mé hinh client/server trén
mang Internet/Intranet trong cadc moi truong 1ap trinh mang thong dung nhu Unix,
Windows.

+ Ngon ngit Java va lap trinh mang bang cong nghé Java.

+ Céc kién thirc vé lap trinh web véi DHTML, CGI, ASP, JSP...

+ Thiét ké cac (mg dung mang véi ngdn ngitr XML

+ Céc phuong phap ma hoa, bao mat di liéu truyén trén mang.

— V& Ki niing:

+ Trén co s& cac kién thire ma mon hoc trang bi, SV c6 diéu kién hon khi hoi
nhap véi nhitng van dé k¥ thuat lién quan phat sinh trong thuc té cudc song, trong céc
cong ty, xi nghiép,... Tir 6, hinh thanh k§ nang phat trién nghé nghiép.

+ Phan tich, téng hop va xur ly dugc cac thong tin thu duoc dé rut ra két luan,
dé ra cac du doan don gian vé cac mbi quan hé hay ban chét cia cac mé hinh mang,
cac ung dung mang.

+ Van dung duoc cac kién thic dé mé ta va giai thich cac hién twong va qua
trinh trong cac mo hinh va Gng dung mang, 1am duogc cac bai tap vé lap trinh tmg
dung mang.

+ Trén co s& cac kién thirc co ban ciia mon hoc nay, SV s€ tiép can cac van dé
hién dai, dong thoi lién hé véi thuc té k¥ thuat, tir d6 giup SV nim ving dugc nhimng
van dé cbt 16 cua 1ap trinh tmg dung mang, ting cudng kha ning giai quyét cac van
dé k¥ thuat trong thuc té.

— V& thai d:

+ C6 hung thu hoc 1ap trinh tng dung mang, yéu thich va tim toi khoa hoc;
tran trong véi nhitng dong gop cua 1ap trinh tng dung mang cho su tién bo cta xa hoi
va ddi v6i cong lao cua cac nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tdp mon lap trinh tmg dung mang, ciing nhu trong
viéc ap dung céc hiéu biét da dat duoc.
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+ C6 y thirc van dung nhitng hiéu biét vao trong cac khoa hoc khac, vao doi
song nham cai thién didu kién séng, hoc tap, cling nhu gitr gin bao quan thiét bi, y
thire tiét kigm.
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— Tong quan vé cac mo hinh mang TCP/IP, Internet/Intranet.

— Céc kién thtrc vé laaoj trinh mang.

— Phuong phat phat trién cac ung dung mang theo md hinh Client/Server trén
mang Internet/Intranet trong cdc moi truong lap trinh mang thong dung nhu Unix,
Windows.

— Lap trinh web v61i DHTML, CGI, ASP, JSP....

— Thiét ké ing dung mang véi ngon ngit XML

— Céac phuong phat ma hoa va bao mat dir licu truyén trén mang.

11. Nhiém vu cua sinh vién:

— Tham dy gio hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cua giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Douglas E. Comer, Internetworking with TCP/IP, Prentice-Hall, 1993.

[2] Douglas E. Comer, Computer Networks and Internets with Internet
Applications, Prentice-Hall, 1993.

12.2. Tai liéu tham khao:
[1] W. Richard Stevens, Unix Network Programming — Networking APIs: Socket
and XTI, Pearson Education Asia, 1999.

[2] Anthony Jones and Jim Ohlund, Network Programming for Microsoft
Windows, Microsoft, 1999.

13. Thang diém danh gia: 10/10
14.Panh gia hoc phan:
— Pénh gid qua trinh:

+ Piém thai do hoc tap: 0%

+ Piém tiéu luan: 30% (Ty luan, chuong 1-4)

+ Piém thi két thac hoc phan: 70% (Tu luan, chuong 5-8)
15. Noi dung hoc phin:
15.1. Phén bd thoi gian cac chwong trong hoc phan:
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Téng | Phan bo thoi gian
5 ti&t | (tiét hodc gio)
TT | Tén chuong 50 Vle
hogac | g Bai | Thiao | TN/ | Tw
gl thuyét |tap |ludn |TH | hoc
1 Céc giao thirc mang 18 0 1 0 5 12
) C\huong- trinh chat client/server 18 0 1 0 5 12
dung Visual C++
3 C}lu:()’ng trinh chat client/server 18 0 1 0 5 12
dung Java
4 Ung dung web dung JSP 18 0 1 0 5 12
5 Chuong trinh web dung PHP 18 0 1 0 5 12
Tong 90 24 5 0 25 |60

15.2. Pé cwong chi tiét ciia hoc phén:

Bai 1: Thwe hanh véi cac giao thirc mang dung Telnet

1.4.
1.5.
1.6.
1.7.

HTTP
FTP
POP3
SMTP

Bai 2: Chuong trinh chat dung Visual C++
2.1. M0 hinh client/server

2.2. Giao tiép socket (Socket Interface)
2.3. Thiét ké giai thuat cho cac tmg dung v6i md hinh client/server
Bai 3: Chuong trinh chat dung Java

3.1. Gi6i thiéu ngoén ngtr Java

3.2. Mot 6 vi du vé 1ap trinh mang bé“mg Java

3.3. Khai niém Stream va Multithreading trong Java

3.4. Thu vién java.net.*, cac 16p dung cho 1ap trinh mang
Bai 4: Ung dung web ding JSP
4.1. Gi6i thigu vé JSP

4.2. Ung dung web tra ctru danh ba di¢n thoai don gian dung JSP
Chuong 5: Chuong trinh web dung PHP
5.1. Gi6i thiéu vé 1ap trinh web
5.2. HTML va FORMs

5.3. DHTML va lap trinh web & Client
5.4. Phuong phap lap trinh web vdi CGI

5.5. Gi6i thiéu cac cong nghé CGI mo rong.
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16. Co sé vt chat phuc vu hoc tip
- Phin, bang, micro, projector, laptop.
- Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17. Huéng din thye hién
- Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
- Trong phan danh gia sinh vién, giang vién can néu 16 quy dinh vé danh gia hoc
phan, diéu kién dé duoc dy thi két thuc hoc phan.
- Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 trudng Giang vién bién soan
PE CUONG HQC PHAN
1. Tén hoc phén: TRUYEN VA PHAN TiCH LUONG DU LIEU
2. Ma hoc phan:
3. S0 tin chi: 2(2,0,4)
4. Loai hoc phén: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét:
— Hoc phén trude:
— Hoc phan song hanh:
9. Chuin diu ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thikc:
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Pat duoc mot hé théng kién thuc truyén va phan tich lué)ng dir li€u, co ban va phu
hop voi nhitng quan diém hién dai, bao gdm:

+ Cac khai niém co ban vé k¥ thuat truyén dan, hé thong thong tin vo tuyén va
quang.

+ Céc co so k¥ thuat chuyén mach kénh va goi

+ Nim vimg Iy thuyét nén tang kién trac bo giao thirc TCP/IP.

+ Céc co ché connectionless, connection oriented, three handshake

— Vé ki ning:

+ Phén biét cac k§y thuat truyén din, hé théng thong tin v6 tuyén va quang

+ Van dung duogc cac kién thic dé moé ta va giai thich cac k¥ thudt chuyén
mach kénh va goi.

+ Phaén tich, so sanh dic diém cua ting giao thitc TCP, IP, ICMP

— V& thai d¢:

+ Lén 16p day du va chuan bi cho gid 1én 16p theo yéu cau cua gido.

+ Co thai 6 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tap, ciing nhu trong viéc ap dung cac hiéu biét da
dat duoc.

10. MO ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:
— Nhing kién thirc co ban vé ki thuat truyén dan
— Co so k¥ thuat chuyén mach kénh va goi
— Mang chuyén mach kénh va géi
— Cac kién thire chuyén sau vé bd giao thirc TCP/IP: qué trinh truyén thong giira
cac ung dung TCP/IP, phan tich cic gbi packet; chirc ning, dic diém cua giao
thirc TCP, giao thirc IP, giao thitc UDP; co ché phat hién 16i va xir Iy cac thong
diép 16i cua giao thirc ICMP, qua trinh dinh tuyén trén méi trudng mang, co
ché connection less va connection oriented, qua trinh bit tay ba budc trong khi
truyén dit liéu trén mang va co ché phat hién va xir 1y 18i bang giao thic ICMP,
tang network access
11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam céc bai tap, tiéu luan theo yeu clu cla giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai li¢u hoc tap:
12.1. Sach, giao trinh chinh:
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[1] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down Approach,
Pearson Education, 6th Edition, 2012.

[2] Moore M. S, Telecommunications: A Beginner’s Guide, McGraw-Hill, 2002
12.2. Tai liéu tham khao:

[1] Freeman R. L, Fundamentals of Telecommunications, John Wiley & Sons, 1999.
[2] Aattalainen T, Introduction to Telecommunications Network Engineering. Artech

House, 1999.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:
— DPanh gid qua trinh:
+ Piém thai do hoc tap: 10%
+ Piém tiéu luan: 20%

+ Piém kiém tra giira hoc phan: (Tu luan)

— Piém thi két thiic hoc phan: 70% (Tu luan)

15.Noi dung hoc phan:

15.1. Phan bé thoi gian cic chwong trong hoc phan:

T8 Phan bo thoi gian
ong !
so tiét (tiet hoic giov)
TT | Tén chwong 3
hode |1y | Baj | Thao | TN/ | Ty
g1 thuyét tap | ludn | TH | hoc
1 | Tong quan mang may tinh 12 4 8
2 | Application layer 18 6 12
3 | Transport layer 18 6 12
4 | Network layer 18 6 12
5 | Co so ky thuat truyén dan 12 4 8
6 | Co so ky thuat chuyén mach 12 4 8
Tong 90 30 | 0| 0 | 0| 60

15.2. Pé cwong chi tiét ciia hoc phan:
Chuong 1. Tong quan mang may tinh
1.1. Internet la gi?
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1.1.1. Gié6i thiéu vé Nut-and-Bolts
1.1.2. Gi6i thiéu vé Service
1.1.3. Protocol la gi?

1.2. Kién tric mang Network Edge

1.2.1. Kién tric mang Network Access
1.2.2. Phuong tién truyén thong

1.3.Kién trac mang Network Core
1.3.1. Packet Switching
1.3.2. Circuit Switching
1.3.3. Network of Network
1.4. Delay, Loss va Throughput trong mang Packet Switching
1.4.1. Giéi thiéu vé Delay trong mang Packet Switching
1.4.2. Queuing Delay va Packet Loss
1.4.3. End-to-End Delay
1.4.4. Throughput trong Mang may tinh
1.5. Protocol Layer va cac mo hinh dich vu
1.5.1. Kién trac phan lép
1.5.2. Encapsulation
1.5.3. A Network of Network
Chuong 2. Application Layer
2.1. Ngudn Géc Cua Cac Ung Dung Mang
2.1.1. Kién Trlc Cua Cac Ung Dung Mang
2.1.2. Qué& Trinh Giao Tiép
2.1.3. Dich Vu Truyén Van Sin C6 Trong Cac Ung Dung
2.1.4. Dich Vu Truyén Van Puogc Cung Cap Tur Internet
2.1.5. Giao Thuc Cua Lop Ung Dung
2.1.6. Téng Hop Cac Ung Dung Mang
2.2. Web VaHTTP
2.2.1.  Tong Quang Vé HTTP
2.2.2. Non-Persistent VVa Persistent
2.2.3. binh Dang HTTP Meassage
2.2.4. Tuong Tac Gitra User Va Server: Cookies
2.2.5. Web Caching
2.2.6. The Conditional GET
2.3. File Tranfer: FTP
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2.3.1. FTP Command Va Replies
2.4. Email Trong Internet
2.4.1. SMTP
2.4.2. S0 S&nh V6i HTTP
2.4.3. binh Dang Mail Message
2.4.4. Giao Thac Truy Cap mail
2.5. DNS — Dich Vu Directory cua Internet
2.5.1. Nhirng Dich Vu Cung Cap Boi DNS
2.5.2. Téng Quan Vé Qué Trinh Lam Viéc Caa DNS
2.5.3. DNS Record Va Messages
2.6. Peer-to-Peer Application
2.6.1. P2P File Distribution
2.6.2. Distributed Hash Tables (DHTS)
2.7. Lap Trinh Socket: Tao Ra Cac Ung Dung Mang
2.7.1. Lap Trinh Socket V&i UDP
2.7.2. Lap Trinh Socket Vi TCP
Chuwong 3. Transport Layer
3.1. Gigi Thiéu Va Cac Dich Vu Tang Van Chuyén
3.1.1. Méi Quan H¢ Giira Tang Transport va Tang Netowk
3.1.2. Tong Quan Vé Tang Transport Trong Internet
3.2. Co Ché Ghép Kénh Va Téach Kénh
3.3. Connectionless Transport: UDP
3.3.1.  Cau Tric Cia UDP Segment
3.3.2. UDP Checksum
3.4. Nguén Géc Cua Dich Vu Truyén Dir Liéu Tin Cay
3.4.1. Xay Dung Giao Thiic Van Chuyén Tin Cay
3.4.2. Pipelined Reliable Data Tranfer Protocols
3.4.3. Go-Back-Now (GBN)
3.4.4. Selective Repeat (SR)
3.5. Connection-Oriented Transport: TCP
3.5.1. Két Noi TCP
3.5.2. Cau Trdc TCP Segment

3.5.3. Round-Trip Time: Thoi Gian Quy Binh Va Thoi Gian Cho

3.5.4. Co Ché Truyén Dir Liéu Tin Cay
3.5.5. Flow Control
3.5.6. Quan Ly Két Néi TCP
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3.6. Nguon Géc Cua Diéu Khién Chong Tic Nghén
3.6.1. Nguyén Nhan Va Chi Phi Cua Tac Nghén
3.6.2. Phuong Phap Diéu Khién Tac Nghén

3.7.TCP Congestion Control

Chuwong 4. Network Layer

4.1. Gidi Thiéu
4.1.1. Forwarding Va Routing
4.1.2. M6 Hinh Dich Vu Mang

4.2. M6 hinh mang Virtual Circuit va Datagram
4.2.1. Mang Virtual Circuit
4.2.2. Mang Datagram
4.2.3. Ngudn Géc Cua VC Va mang Datagram

4.3. Cac Thanh Phan Xir Ly Trong Router
4.3.1. Xir Ly Dir Liéu Pau Vao
4.3.2. Switching
4.3.3. X Ly Dir Liéu Pau Ra
4.3.4. Hang Doi
4.3.5. Khéi Control Plane

4.4. The Internet Protocol (IP): Forwarding VVa Addressing Trén Internet
4.4.1. binh Dang Cua Datagram
4.4.2. IPv4
4.4.3. Internet Control message Protocol (ICMP)
4.4.4. IPv6
4.4.5. Budc Bot Pha Trong Anh Ninh Mang

4.5. Thuat Toan Pinh Tuyén
4.5.1. The Link-State (LS) Routing Algorithm
4.5.2. The Distance Vector (DV) Routing Algorithm
4.5.3. Hierarchical Routing

4.6. Binh Tuyén Trén Internet
4.6.1. Intra-AS Routing In The Internet: RIP
4.6.2. Intra-AS Routing In The Internet: OSPF
4.6.3. Inter-AS Routing: BGP

4.7. Broadcast Va Multicast Routing

4.7.1.  Broadcast Routing Algorithm

4.7.2.  Multicast

Chwong 5. Co sé ki thuat truyén din
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5.1. Ky thuat diéu ché va ghép kénh
5.1.1. Cac phuong phap ma hoa va diéu ché
5.1.2. Biéu ché xung ma PCM
5.2.3. K¥ thuat ghép kénh
5.2. Thong tin quang
5.2.1. M6 hinh hé théng théng tin quang
5.2.2. Céc loai sgi quang
5.2.3 May phat tin hi¢u quang
5.2.4 May thu tin hiéu quang
5.3. Thong tin vo tuyén
5.3.1. Cac phuong phap da truy nhap vo tuyén
5.3.2. Hé thdng truyén din viba sb
5.3.3. Hé thdng thong tin di dong
5.3.4. Hé thdng thong tin vé tinh
Chuwong 6. Chuyén mach kénh
6.1. Chuyén mach kénh
6.1.1. Toéng dai chuyén mach sb
6.1.2. Chuyén mach thoi gian k§ thuat sb
6.1.3. Chuyén mach khong gian ky thuat s6
6.1.4. Chuyén mach ghép
6.2. Chuyén mach goi
6.2.1. Nguyén ly chuyén mach goi
6.2.2. Chuyén giao huéng két ndi va phi két ndi
6.2.3. Cac dic diém cta chuyén mach goi
16.Co s& vat chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huéng din thuc hién
— Pé cuong nay duoc p dung cho sinh vién dai hoc An toan thong tin tir nim hoc
2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan:
+ Thi cubi hoc phan: Sau tuan thir 15
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18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang ndam 2017
Truéng Khoa T6 truong Giang vién bién soan
PE CUONG HOC PHAN
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1.Tén hoc phin: THUC HANH TRUYEN VA PHAN TiCH LUONG

DU LIEU

2.Ma hoc phin:
3.S0 tin chi: 1(0,1,2)
4. Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:

— Hoc trén 16p: 00 tiét

— Tu hoc: 60 tiét

— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: Mang may tinh: xxx(a)
— Hoc phén trudc: khong
— Hoc phan song hanh:
9. Chuin dau ra ciia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— Vé kién thic:
bat duoc mot hé théng kién thirc truyén va phan tich luéng dir li€u, co ban va phu
hop v6i nhitng quan diém hién dai, bao gdm:
+ Nam viing ly thuyét nén tang kién triic b giao thirc TCP/IP.
+ Céc co ché connectionless, connection oriented, three handshake
+ Céc bude can thiét dé trién khai hé thong tong dai
— V& ki ning:
+ Thuc hanh cu hinh kién trac bd giao thirc TCP/IP.
+ Phan tich, so sanh dic diém cta tung giao thuc TCP, IP, ICMP
+ Thuc hanh cac co ché connectionless, connection oriented, three handshake
thong qua céc dich vu mang
+ Xay dung duoc mot hé thong vién thong nhu: tong dai Voip
— Vé thai d¢:
+ Lén 16p day du va chuén bi cho gio 1én 16p theo yéu cau cia gido.
+ Co théi do khach quan, trung thyuc; c6 tdc phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tap, ciing nhu trong viée ap dung cac hiéu biét da
dat duoc.
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10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gdm cac ndi dung chinh sau:

— Cong cu wireshark
— Phan tich goi tin; DNS, DHCP, Web, E-mail, FTP,...
— Xay dung dugc mdt hé théng vién thong nhu: té)ng dai Voip
— Trién khai duogc cic chiic nang IVR, Follow me, Ring Group, Day/Night
Control, Music on hold
11. Nhiém vu cua sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu cu cta giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] James F. Kurose & Keith W. Ross, Computer Networking A Top-Down Approach,
Pearson Education, 6th Edition, 2012.
[2] O'Reilly, Asterisk The Future Of Telephony, 2005.
12.2. Tai liéu tham khao:
[1] Moore M. S, Telecommunications: A Beginner’s Guide. McGraw-Hill, 2002.
[2] Aattalainen T, Introduction to Telecommunications Network Engineering. Artech
House, 1999.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— DPanh gid qua trinh:
— Diém thi két thiic hoc phan: Trung binh cong cac bai kiém tra
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Téng Phin b6 théi gian
5 tidt (tiét hodc gio)
TT Tén chwong >0 :e -
hofc | |y | Bai | Thio TN/| Ty
g1 thuyét | tdp | ludn | TH | hoc
1 | Cong vu VMWare va wireshark 9 0 0 0 3 6
2 | Phan tich dich vu DHCP 18 0 0 6 12
3 | Phén tich dich vu DNS 18 0 0 0 6 | 12
4 | Phan tich dich vu FTP, HTTPva | 18 0 0 0 6 | 12
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Email
5 | Tong quan Voip-Trix box 9 0 0 0 3 6
6 Ciau hinh Follow me, Ring 9 0 0 0 3 6
Group, IVR
7 CAu hinh Music on hold, Black 9 0 0 0 3 6
list
Tong 90 0 0 0 30 | 60

15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Cong cu VMWare va wireshark
1.1.  Gioi thiéu
1.2.  Cac chirc nang va cach sir dung
1.3.  Sirdung cong cu VMWare trong mdt s6 vi du thuong gip
1.4.  Sir dung wireshark dé phan tich mét giao thuc
1.5.  Phén tich mot sé géi tin co ban
Chuwong 2. Phan tich dich vu DHCP
2.1. Cai dat
2.2. M6 hinh hoat dong
2.3. Cau hinh dich vy DHCP
2.4. Phan tich goi tin DHCP
2.5. Cau hinh DHCP Relay Agent
Chuwong 3. Phan tich dich vu DNS
3.1. Cai dat
3.2. Nguyén ly hoat dong
3.3. Cau hinh dich vu DNS
3.4. Phan tich gdi tin DNS
3.5. Cai dat va quan tri md hinh Primary NS, Secondary NS
Chuong 4. Phan tich dich vu Web, FTP, Email
4.1. Cai dat dich vu
4.2. Cai dat va cau hinh Web server
4.3. Cai dat va cau hinh FTP server
4.4 Cai d3t va cAu hinh Email server
4.5 Phan tich va danh gia cac goi tin.
Chuwong 5: Tong quan Voip-Trixbox
5.1. Khainiém
5.1.1. Khai niém
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5.1.2. VoIP lam viéc nhu thé nao
5.1.3. Vi du vé mét cudc goi IP
5.2.  Céc hinh thic truyén thoai qua mang IP
5.2.1. M6 hinh PC to PC
5.2.2. M6 hinh PC to Phone
5.2.3. M6 hinh Phone to Phone
5.3.  Ungdung
5.3.1. Thoai théng minh
5.3.2. Dich vu dién thoai web
5.3.3. Truy cap cac trung tam tra loi dién thoai
5.3.4. Dich vu fax qua IP
5.4. Trix box
5.4.1. Gidi thiéu Trixbox
5.4.2. Cai dat Trixbox
5.4.3. Cai dat va cau hinh Extension
Chuwong 6: Ciu hinh Follow me, Ring Group, IVR
6.1. Cau hinh Follow me
6.2. Cau hinh Ring Group
6.3. Cau hinh IVR
Chuwong 7: Cu hinh Music on hold, Black list
7.1. Cau hinh Music on hold
7.2. Cau hinh Black list
16.Co sé vat chat phuc vu hoc tip
— Phong thuc hanh, may tinh
— Phan, bang, micro, projector.
17.Huwéng din thwe hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phr;in danh gia sinh vién, giang vién can néu 1o quy dinh vé danh gia hoc
phan, diéu kién dé duogc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita cic budi hoc:

423



18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa T6 truong Giang vién bién soan
PE CUONG HQC PHAN
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1. Tén hoc phén: PHAN TICH VA XU LY MA BOC
2.Mai hoc phan:

3.S6 tin chi: 2(2,0,4)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan truée: khong
— Hoc phan song hanh: xxxxxx — Thyc hanh phan tich md doc
9. Chuin diu ra cia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
bat duoc mot hé théng kién thirc vé cac loai ma doc, phan tich ma doc va
phuong phap phat hién mi doc, bao gdm:
+ Hiéu biét v& cac loai md doc va cach phong chéng.
+ Canh bao vé tinh trang an toan thong tin va mirc d6 1y nhiém ma doc.
+ Hiéu biét vé cach phat hién ma doc dua vao phat hién xam nhap bat thuong
— V& Ki niing:
+ Biét cach phan biét cac loai ma doc, phat hién cling nhu phong chdng
+ Phan tich va danh gia cac hoat dong bat thuong khi bj ma doc tan cong
+ Biét cach phan tich cac loai ma doc dua vao cac thuat toan phat hién bat
thuong.
+ Biét cach phan biét cac cach thic 1ay nhiém ma doc trén cac hé diéu hanh.
+ Str dung dé thu thap bang chtng cho diéu tra va Gmg ciru su cd.
+ Biét mot s6 ki thuat vuot qua phan mém chdng ma doc.
— Vé thai d:
+ C6 hig tha hoc mén bao mat mang qua viéc phan tich ma doc dé phat hién
xam nhdp mang va Gng clru su ¢, yéu thich va tim toi khoa hoc;
+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tdp mon phan tich ma doc, ciing nhu trong viée ap
dung cac hiéu biét d3 dat duoc.
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+ C6 ¥ thirc van dung nhitng hiéu biét moén hoc vao trong cac khoa hoc khac,
vao an toan thong tin cho cac linh vuc trong doi sng khac.
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gdm céc ndi dung sau:
— Phan tich ma ddc: Dinh nghia, phan biét cac loai ma doc, cach thirc 1dy nhiém
ma ddc, cach thic hoat dong
— Phat hién, phong chdng: Céc ki thuat phat hién mi doc bang xam nhap bat
thuong dua vao tap luat, dua vao may hoc.
—  Cac ki thuat vuot qua phan mém chdng mi doc
11. Nhiém vu cua sinh vién:
— Tham du gio hoc 1y thuyét trén 16p.
— Lam céc bai tap, tiéu luan theo yéu cau cia giang vién.
— Dy kiém tra gitra hoc phﬁn va thi cudi hoc phﬁn.
12.Tai liéu hoc tap:
12.1. S&ch, gido trinh chinh:
[1] Peter Szor, The Art of Computer Virus Research and Defense, Symantec, 2005.
[2] Michael Sikorski and Andrew Honig, Praise for Practical Malware Analysis,
Richard Bejtlich, 2007.
12.2. Tai liéu tham khdo:
[1] Joshua Tully, An Anti-Reverse Engineering Guide, 11/2008
[2] Dr. Eric Cole, Dr. Ronald Krutz va James W. Coley, Nework Security Bible, Wiley
Publishing Inc, 2005.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:
— DPanh gid qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 20%
+ Piém kiém tra giira hoc phan: 30%
— Piém thi két thiic hoc phan: 50%
15.Noi dung hoc phan:
15.1. Phén bd thoi gian cic chwong trong hoc phan:

Téng Phan bo thoi gian
b tiét (tiét hogic gio)

TT | Tén chwong

hodc 1 1y | Bai | Thio | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 | Tong quan vé mi doc 20 5 0 0 0 15
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2 | Ky thuat phat hién ma ddc 23 10 13
3 PlAlan mém tao va phan tich ma 27 10 17
doc
4 Ky thuat \A’/u(_)'t qlla Phan mém 14 5 9
phong chong ma doc
Tong 135 45 90

15.2. Pé cwong chi tiét ciia hoc phan:
Chuong 1. Tong quan vé ma doc
1.1. Khai niém — Phan loai — Muc dich
1.1.1. Khai niém
1.1.2. Phan loai
1.1.3. Muc dich
1.2. Cach thirc lay nhiém ctia ma doc
1.2.1. Lay nhiém theo cach c6 dién
1.2.2. Ly nhiém qua thu dién tir
1.2.3. Lay nhiém qua truy cap trang web
1.2.4. Lay nhiém qua phan mém cai dat
1.2.5. Lay nhiém qua khai thac 15i bdo mat
1.3. Cac loai ma doc phé bién
1.4. Céc ki thuat sinh ma doc tu dong
Chuong 2. Ky thuat phat hién ma doc
3.1. Nguyén ly phat hién ma doc
3.1.1. Dwa vao diu hiéu dic trung
3.1.2. Dua vao dau hiéu bt thuong
3.2. Céc ki thuat phan tich
3.2.1. Phan tich tinh
3.2.2. Phan tich dong
3.2.3. Phan tich lai
3.3. Mot sb ki thuat phat hién ma doc
3.3.1. Checksummers
3.3.2. Fuzzy hashing
3.3.3. Scan string
3.3.4. Code emulation
3.3.5. Static huericstic
3.3.6. Behavior blocking
Chuwong 3. Phin mém tao va phan tich ma doc
3.1. Phan mém phén tich ma doc IDA PRO
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3.2. Phan mém phén tich ma doc Ollydbg
3.3. Phan mém tao ma doc Internet Worm Maker
3.4. Phan mém tao ma doc JPS Virus Maker Tool
Chuwong 4. Ky thuit virgt qua phan mém phong chdng mi déc
4.1. Chu tric tap tin thuc thi
4.1.1. PE File Format
4.1.2. PE Header
4.2. Cac ki thuat vuot qua phan mém chéng mi doc
4.2.1. Ky thuat ma hoa
4.2.2. Ky thuat chén ma rac
4.2.3. K¥ thuat ré nhanh
4.2 4. Sir dung Stub dé giai ma va thyc thi trén bo nhd
4.2.5. Cac ki thuat chéng phan tich ma doc
4.2.6. Ky thuat che gidu API
4.2.7. K§ thuat str dung chit ky sd
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huéng din thuc hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién cAn néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan th 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudng Khoa T trudng Giang vién bién soan
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PE CUONG HOC PHAN

1. Tén hoc phin: THUC HANH PHAN TiCH VA XU LY MA BOC
2. M3 hoc phan:
3.S6 tin chi: 1(0,1,2)
4.Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7.Phan bo thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan trudc: khong

— Hoc phan song hanh:
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9. Chuan diu ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
bat dugc mot hé théng kién thuc vé cac loai ma doc, phan tich ma doc va
phuong phap phat hién mi doc, bao gdom:

+ Hiéu biét vé cac loai md doc va cach phong chéng.

+ Canh bao vé tinh trang an toan thong tin va mtrc d6 1ay nhiém mi doc.

+ Hiéu biét vé cach phat hién ma ddc dua vao phat hién xam nhap bét thuong

— Vé Ki niing:

+ Biét cach phan biét cac loai ma doc, phat hién cling nhu phong chdng

+ Phén tich va danh gia cac hoat dong bat thuong khi bi mi doc tin cong

+ Biét cach phan tich cac loai ma doc dua vao cac thudt toan phat hién bat
thuong.

+ Biét cach phan biét cac cach thuc lay nhiém ma doc trén cac hé diéu hanh.

+ Str dung dé thu thap bang chimg cho diéu tra va Gmg ciru su c.

+ Biét mot so ki thuat vuot qua phan mém chdng ma doc.

— Vé thai d:

+ C6 himg thtt hoc mén bao mat mang qua viéc phan tich ma doc dé phat hién
xam nhap mang va tng ctru sy c¢d, yéu thich va tim toi khoa hoc;

+ Co6 thai do khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mon phén tich ma ddc, cling nhu trong viéc ap
dung cac hiéu biét da dat duoc.

+ Co6 y thic van dung nhitng hiéu biét moén hoc véao trong cac khoa hoc khac,
vao an toan thong tin cho cac linh vyc trong doi sdng khac.

10. M@ ta vin tit ndi dung hoc phan:
Hoc phan nay bao gdm céc ndi dung sau:

— Phan tich ma doc: Pinh nghia, phan biét cac loai ma doc, cach thirc 1dy nhiém
ma ddc, cach thic hoat dong

— Phat hién, phong chéng: Cac ki thuat phat hién ma doc bang xam nhdp bt
thuong dya vao tap luat, dua vao may hoc.

— Cac ki thuat vuot qua phan mém chdng mi doc
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo yéu clu cla giang vién.

— Du kiém tra gita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
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[1] Peter Szor, The Art of Computer Virus Research and Defense, Symantec, 2005.

[2] Michael Sikorski and Andrew Honig, Praise for Practical Malware Analysis,
Richard Bejtlich, 2007.
12.2. Tai liéu tham khao:
[1] Joshua Tully, An Anti-Reverse Engineering Guide, 11/2008
[2] Dr. Eric Cole, Dr. Ronald Krutz va James W. Coley, Nework Security Bible, Wiley
Publishing Inc, 2005.

13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Pénh gia qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Piém tiéu luan: 20%

+ Piém kiém tra giira hoc phan: 30%

— Diém thi két thiic hoc phan: 50%

15.Noi dung hoc phan:
15.1. Phan bd thoi gian cac chwong trong hoc phén:

Phéan bd thoi gian

T(R)ng ,
50 tict (tiét hodc gio)
TT | Tén chwong hos
oac Ly | Bai | Thao | TN/ | Tw
819 | thuyét | tap | luén | TH | hoc
1 | Ki thuat phan tich ma doc co ban 20 5 0 0 0 15
9 Ky tt{uat phan tich ma ddc trong 23 10 0 0 0 13
may 4o
3 Kﬂy thuat phan tich ma doc tu 27 10 0 0 0 17
dong
4 | K thuat yuot qua phan mém 14 5 o o | 0| 9
phong chong ma doc
Téong 135 45 0 0 0 | 90

15.2. P& cwong chi tiét ciia hoc phén:

Chuwong 1. Ki thuat phan tich ma dfc co ban
1.1. Str dung phan mém PEiD

1.1.1. Tinh dong goi
1.1.2. Ma hoa

1.1.3. Cac ham st dung trong 1 chuong trinh
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1.2. Sir dung phan mém dé phan tich chuong trinh
1.2.1. St dung PE Files va PEview
1.2.2. Str dung Resource Hacker
Chuong 2. Ky thuit phan tich ma dgc trong may ao
3.1. CAu trac clia may a0
3.2. Tao may 4o phan tich ma doc
3.2.1. Cau hinh may 40
3.2.2. Cach thuc lay lan ma doc ra internet
3.2.3. Céch thirc hoat dong ctia ma doc véi thiét bi
Chuwong 3. Ky thuit phan tich ma doc tw dong
3.1. Phan mém phén tich ma doc IDA PRO
3.2. Phan mém phén tich ma doc Ollydbg
3.3. Sir dung Sandboxes dé phan tich ma doc
3.3.1. St dung 1 mi doc cy thé dé phan tich
3.3.2. Kiém tra tién trinh ma doc xam nhap
3.4. Phan tich goi tin bang Wireshark
3.5. Str dung INetSim dé phan tich ludng dit liéu
Chuong 4. K¥ thuit virgt qua phin mém phong chong ma doc
4.1. Ki thuat vuot phan mém chéng ma doc dung Anti-Disassembly
4.1.1. Anti-Disassemly la gi
4.1.2. Mot sb thuat toan Anti-Disassemly
4.1.3. Dung IDA-Pro dé vuot phat hién bang NOP-ing
4.1.4. DUng IDA-Pro dé chinh sira cdu triic mi ngudn
4.2. K§ thuat vuot kha nang kiém 16i phan mém
4.3. Cach hoat dong ctia chuong trinh kiém 16i phan mém trén Windows
16.Co sé vat chat phuc vu hoc tip
— Phong thyc hanh chuyén nganh.
— Phén, bang, micro, projector, laptop.
17. Huwéng din thue hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thi 9
+ Thi cudi hoc phan: Sau tuan thir 15

432



18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang ndam 2017
Truéng Khoa T6 truong Giang vién bién soan
DPE CUONG HQC PHAN

1. Tén hoc phén: KY THUAT KHAI THAC VA TAN CONG
2.Mai hoc phan:
3. S0 tin chi: 2(2,0,4)
4. Loai hoc phan: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7.Phan bo thoi gian:

— Hoc trén 16p: 30 tiét

— Tu hoc: 60 tiét

— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trude: XXXXXXXX - Mang may tinh
— Hoc phéan song hanh: XXXXXXXX - An toan bao mat mang
9. Chuin diu ra cia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:
Dat duoc mot hé thdng kién thirc dai cuwong, co ban va phu hop voi nhitng quan
diém hién dai, bao gém:
+ Nam vitng phuong phap khao sat, danh gia an ninh mang mdy tinh.
1. + Cac kién thire ki nang Ethical Hacking.
+ Xac dinh dugc nguyén nhan, nhan dién doi tuong, dong co, cach thiuc ké tAn
cong, xam nhap dir liéu hé thng.
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+ Ung dung thiét ké hé thdng theo dinh huéng bao mat; phuong thirc ddi ph6
v6i su ¢b may tinh xay ra

+ Cac khai niém, kién thirc va phuong thirc hoat dong ctia cac trang thiét bi
bao mat nhu Firewall, IDS/IPS...

— V& Ki niing:

+ Van hanh hé thong may tinh va phat trién cac phan mém tng dung.

+ Van dung kién thire ¢6 duge su hiéu biét vé an ninh thong tin, tir d6 tim ra
cac phuong phap bao vé hé thong.

— Vé thai d:

+ Co6 hung tha hoc cong nghé thong tin, yéu thich va tim to1 khoa hoc; tran
trong v6i nhitmg déng gdp cia cong nghé thong tin cho sy tién bo cua xd hoi va doi
V61 cong lao cua cac nha khoa hoc.

+ C6 théi d6 khach quan, trung thuc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mon cong nghé thong tin, ciing nhu trong viée
ap dung cac hiéu biét da dat duoc.

+ C6 ¥ thirc van dung nhitng hiéu biét cong nghé thong tin vao trong céc khoa
hoc khéc, vao doi séng nham cai thién diéu kién sdng, hoc tap, ciing nhu giit gin bao
quan thiét bi, ¥ thtc tiét kiém.

10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay bao gom cac ndi dung sau:

— Scanning, footprinting, enumeration: Tim hiéu kién thirc co ban vé phuong
phap do tim 156 hdng, diém yéu va thong tin cia nan nhin trén moi trudng mang

— System Hacking: Tim hiéu vé cach thtc tin cong dua vao 16 hong cua hé thong
nhu mat khiu hé diéu hanh, mat khau céac dich vu co ban nhu remote desktop, share,
ftp.

— Trojans, backdoor: Tim hiéu vé cach thirc tao ra trojans, backdoor dé xAm nhap
va tan cong trong mdi truong mang Lan va Internet

— Sniffer: Tim hiéu vé cach thirc tdn cong bang cach nghe 1én trong mang hoic
gia mao dé danh cap thong tin

— DoS: Tim hiéu cac hinh thic tin cong DoS trong méi truong mang Lan va
Internet

— SQL Injection: Tim hiéu céc hinh thtc tn cong 16 hong tir co so dir liéu
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu cau cua giang vién.

— Duy kiém tra gita hoc phan va thi cudi hoc phan.
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12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1]. EC-Council, Certified Ethical Hacker (CEH) Courseware OCR, 8 Edition,
2015
[2]. William Stallings. Cryptography and Network Security: Principles and
Practice, Fourth Edition. Prentice Hall, 2005.
12.2. Tai liéu tham khao:
[1]. Alberto Leon-Garcia and Indra Widjaja, Communication Networks: Fundamental
Concepts and Key Architectures, McGraw-Hill, 2000.
[2] Larry L. Peterson and Bruce S. Davie Computer Networks: A Systems Approach
(2nd ed.), Mogran-Kaufmann, 1999.
13. Thang diém d4anh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
— Piém thi két thic hoc phan: 100% (Téng diém cac bai kiém tra)
15.Noi dung hoc phén:
15.1. Phén bd thoi gian ciac chwong trong hoc phan:

T8 Phén bd thoi gian
ong .
b tit (tiét hodc gio)
TT | Tén chuong hoi
02¢ | Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 | Footprinting, Scanning 12 0 0 0 4 8
2 | Enumeration 12 0 0 0 4 8
3 | System Hacking 12 0 0 0 4 8
4 | Trojans va Backdoors 12 0 0 0 4 8
5 | Sniffer 12 |0 o | o | 4| 8
6 | DoS 12 |0 o | o | 4| 8
7 | SQL Injection 14 0 0 0 6 8
Tong 920 30 0 0 30 | 60

15.2. P& cwong chi tiét ciia hoc phan:
Chwong 1. Footprinting, scanning

435




1.1. Footprinting

1.1.1. Footprinting la gi?

1.1.2. Muyc dich cua footprinting

1.1.3. Nhitng mdi de doa

1.1.4. Céc hinh thuc footprinting thong dung
1.2. Scanning

1.2.1. Pinh nghia va loai scanning

1.2.2. Kiém tra sy ton tai ctia hé thdng, nhimng port dang duoc mo
1.2.3. Str dung Nmap

Chuong 2. Enumeration
2.1. Khai niém
2.2. Netbios Enumeration
2.3. SNMP Enumeration
2.4. Unix/Linux Enumeration
Chuong 3. System Hacking
3.1. Password cracking
3.2. Mot s6 ki thuat craking password
3.3. Cac loai cracking password
3.4. Cac thuat toan tu dong cracking password
Chuwong 4. Trojans va backdoors
4.1. Trojans
4.1.1. Pinh nghi trojans
4.1.2. Muc dich str dung trojans
4.1.3. Céc loai trojans
4.1.4. C4c cach st dung trojans va phong chng
4.2. Backdoors
4.2.1. Pinh nghia backdoor
4.2.2 CAc céch sir dung trojans va phong chdng
Chuong 5. Sniffers
5.1. Nhitng mbi de doa tir sniffer
5.2. Céc thurc hoat dong cua sniffer
5.3. Cac loai sniffer thong dung
5.4. Str dung Cain va Abel
Chuong 6. DoS
6.1. Khai niém vé DoS va DDoS
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6.2. Céach thuc DDoS hoat dong

6.3. Botnet va cach hoat dong

6.4. Cac cong cu DoS

6.5. Mot s ki thuat va cong cu phat hién tAn cong DoS
Chuwong 7. SQL Injection

7.1. Gi6i thiéu vé SQL Injection

7.2. Nhitng mbi de doa

7.3. Cac loai SQL Injection

7.4. Gi6i thiu vé Blind SQL Injection

16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17.Huéng din thue hién

— Pé cuong nay duogc ap dung cho sinh vién dai hoc khdi nganh cong nghé tir nim
hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thic hoc phan.

— Thoi gian kiém tra va thi:

+ Thi cudi hoc phan: Sau tuan thir 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudong Khoa TO trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: THUC HANH KY THUAT KHAI THAC VA TAN
CONG

2. Ma hoc phan:

3.S0 tin chi: 1(0,1,2)

4. Loai hoc phan: Bit budc

5. Poi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién gidng day: Giang vién khoa cong ngh¢ thong tin
7. Phén bd thoi gian:

— Hoc trén 16p: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trude:
— Hoc phan song hanh:
9. Chuin dau ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thikc:
Dat duoc mot hé thdng kién thic dai cuwong, co ban va phu hop voi nhitng quan
diém hién dai, bao gém:
+ Nam vitng phuong phap khao sat, danh gia an ninh mang may tinh.
+ Céc kién thic ki nang Ethical Hacking.
+ Xac dinh dugc nguyén nhan, nhan dién ddi tuong, dong co, cach thiuc ké tAn
cong, xam nhap dir liéu hé thng.
+ Ung dung thiét ké hé thdng theo dinh huéng bao mat; phuong thirc ddi phod
v6i su cd may tinh xay ra
+ Cac khai niém, kién thic va phuong thirc hoat dong cua céc trang thiét bi
bao mat nhu Firewall, IDS/IPS. ..
— V& Ki niing:
+ Van hanh hé thong may tinh va phat trién cac phan mém tng dung.
+ Van dung kién thirc c6 duge sy hiéu biét vé an ninh thong tin, tir d6 tim ra
cac phuong phap bao vé hé thong.
— Veé thai d¢:
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+ Co6 hung tha hoc cong nghé thong tin, yéu thich va tim to1 khoa hoc; tran
trong véi nhimg déng gdp cia cong nghé thong tin cho sy tién bo cua xd hoi va doi
v6i cong lao cua cac nha khoa hoc.

+ C6 théi d6 khach quan, trung thyc; c6 tac phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mon cong nghé thong tin, ciing nhu trong viée
ap dung céac hiéu biét da dat duoc.

+ C6 ¥ thtrc van dung nhitng hiéu biét cong nghé thong tin vao trong céc khoa
hoc khac, vao doi séng nham cai thién diéu kién sdng, hoc tap, ciing nhu giir gin bao
quan thiét bi, ¥ thtc tiét kiém.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gdm céc ndi dung sau:

— Scanning, footprinting, enumeration: Tim hiéu kién thirc co ban vé phuong
phap do tim 156 hdng, diém yéu va thong tin cia nan nhin trén méi trudng mang

— System Hacking: Tim hiéu vé cach thtc tin cong dua vao 16 hong cua hé thong
nhu mét khau hé diéu hanh, mat khau cac dich vu co ban nhu remote desktop, share,
ftp.

— Trojans, backdoor: Tim hiéu vé cach thirc tao ra trojans, backdoor dé xAm nhap
va tan cong trong mdi trudng mang Lan va Internet

— Sniffer: Tim hiéu vé cach thirc tdn cong bang cach nghe 1én trong mang hoic
gia mao dé danh cap thong tin

— DoS: Tim hiéu cac hinh thic tin cong DoS trong méi truong mang Lan va
Internet

— SQL Injection: Tim hiéu céc hinh thtc tn cong 16 hong tir co so dir liéu
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam cac bai tap, tiéu luan theo yéu clu cla giang vién.

— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1]. EC-Council, Certified Ethical Hacker (CEH) Courseware OCR, 8 Edition, 2015.
[2]. William Stallings. Cryptography and Network Security: Principles and Practice,
Fourth Edition. Prentice Hall, 2005.
12.2. Tai liéu tham khao:
[1]. Alberto Leon-Garcia and Indra Widjaja, Communication Networks: Fundamental
Concepts and Key Architectures, McGraw-Hill, 2000.
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[2] Larry L. Peterson and Bruce S. Davie Computer Networks: A Systems Approach

(2nd ed.), Mogran-Kaufmann, 1999.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Panh gid qua trinh:

+ Piém thai d hoc tap: 0%

— Piém thi két thiic hoc phan: 100% (Tdng diém céac bai kiém tra)
15.Noi dung hoc phan:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Té Phén bd thoi gian
ong .
s0 tiét (tiet hoac gio)
TT | Tén chwong <
hoac |1y | Bai | Thao | TN/ | Tu
819 | thuyét | tip | ludn | TH | hoc
1 | Footprinting, Scanning 12 0 0 0 4 8
2 | Enumeration 12 0 0 0 4 8
3 | System Hacking 12 |0 0 0 4 8
4 | Trojans va Backdoors 12 |0 0 0 4 8
5 | Sniffer 12 |9 0| 0o | 4 | 8
6 | DoS 12 |9 0| 0o | 4 | 8
7 | SQL Injection 14 0 0 0 6 8
Tong 90 30 0 0 30 60

15.2. P& cwong chi tiét ciia hoc phén:
Chwong 1. Footprinting, scanning
1.1. Footprinting
1.1.1. Tim kiém thong tin qua cong cy NSLOOKUP
1.1.2. Tim kiém thong tin vi tri dia 1y qua tién ich PING
1.1.3. Tim kiém thong tin ngudi dung qua céng cu Spokeo Online
1.1.4. Tim kiém théng tin domain va dia chi IP qua SmartWhois
1.1.5. Tim kiém thong tin dudng di mang qua cong cu Analyzer Pro
1.2. Scanning

440




1.2.1. Str dung cong cu Nmap

1.2.2. Sir dung cong cu Advanced IP Scanner dé do tim hé thong

1.2.3. Sir dung cong cu emailTrackerPro dé thu thap email ngudi ding

1.2.4. Thu thap thong tin nguoi dung qua cong cu Firebug

1.2.5. Download ndi dung va ciu triic website bang cong cu HT Track WebSite
Copier

1.2.6. Thu thap théng tin trang web bing cong cu Web Data Extractor

Chuong 2. Enumeration

2.1. Khai niém

2.2. Netbios Enumeration

2.3. SNMP Enumeration

2.4. Unix/Linux Enumeration

2.5. Do tim hé thdng bang cong cu Nessus

2.6. Giam sét qua trinh do tim bang Global network Inventory
2.7. Sir dung trinh duyét an danh bang Proxy Switcher
Chuong 3. System Hacking

3.1. Do tim password Windows bing LOphtCrack

3.2. Do tim password Windows bang LCT

3.2. Giai nén file SAM bing cong cu PWDump?

3.3. Tao tir dién crack bang RainbowCrack

3.4. Céc thuat toan tu dong cracking password

Chuwong 4. Trojans va backdoors

4.1. Tao server trojans, Backdoor bang cong cu ProRat
4.2. Binh kém trojans, Backdoor vao phan mém One File EXE Maker
4.3. Tao Proxy Server Trojans, Backdoor

4.4, Tao HTTP Trojans, Backdoor

4.5. Piéu khién Trojans, Backdoor

4.6. Phat hi¢n Trojans, Backdoor

Chuwong 5. Sniffers

5.1. Sniffer hé thong bang Colasoft Packet Builder

5.2. Sniffer hé thong bang OmniPeck Network Analyzer
5.3. Gid mao dia chi MAC

5.4. Sniffer hé thong bang Cain & Abel

5.5. Ngan chin tan cong ARP bang XArp

5.6. Ngin chin tan cong bang PromqgryUl
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Chuwong 6. DoS
6.1. Tan cong SYN flooding bang hping3
6.2. Tan cong HTTP flooding bang DoSHTTP
6.3. T4n cong bang DoS bing tip 1énh trén Perl
Chuwong 7. SQL Injection
7.1. T4n cong SQL Injection qua phwong thirc Blind SQL Injection
7.2. Tan cong SQL Injection théng qua vi du cu thé
7.3. Phat hién 16 hong SQL Injection bang Acunetix
7.4. Phat hién 16 hong SQL Injection bang IBM Security AppScan
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muyc cac chuyén dé va bai tap lon.
17.Hwéng din thye hién

— Pé cuong nay duoc 4p dung cho sinh vién dai hoc khéi nganh céng nghé tir nim
hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Thi cubi hoc phan: Sau tuan thir 15

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 trudng Giang vién bién soan
PE CUONG HQC PHAN
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1. Tén hoc phén: AN TOAN HE PIEU HANH
2.Mai hoc phan:

3.S6 tin chi: 2(2,0,4)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét:

— Hoc phan trude:

— Hoc phan song hanh:
9. Chuin diu ra cia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thirc:

bat dugc mot hé théng kién thuc dai cuong, co ban va phu hop vdi nhitng quan

diém hién dai, bao gém:

+ Hiéu duogc cac nguyén 1y vé an toan hé thdng va hé diéu hanh

+ Tiép can duogc cac cong nghé an toan hé thong.

+ Phén tich va giai thich dugc cac nguyén nhan gy 16i cho hé diéu hanh va hé
thong may tinh

— V& ki ning:

+ Van dung kién thuc vé bao mat dé duy tri va khic phuc cac van dé vé hé
thong.

+ Thiét 1ap duogc cac chinh sach bao mat dé bao vé hé diéu hanh va hé théng.

— V& thai d:

+ C6 htng thu hoc moén hoc, yéu thich va tim toi1 khoa hoc; tran trong véi
nhiing déng gop clia moén hoc cho sy tién bo ciia xa hoi va ddi véi cong lao cta cac
nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mén hoc, ciing nhu trong viée 4p dung cac hiéu
biét da dat duoc.

+ C6 ¥ thirc van dung nhitng hiéu biét mén hoc vao trong cac khoa hoc khéc,
vao doi song nham cai thién diéu kién song, hoc tip, ciing nhu giit gin bao quan thiét
bi, ¥ thirc tiét kiém.
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10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay bao gom cac ndi dung sau:
Céc khai niém chung vé hé diéu hanh va hé thong.
Nguyén Iy bdo mat may tinh
Céc cong nghé bao mat
Céc nguyén tic an toan hé diéu hanh

Quan tri hé théng an toan.

11. Nhiém vu cua sinh vién:

Tham du gid hoc Iy thuyét trén 16p.
Lam céc bai tap, ticu luan theo yéu ciu cta giang vién.

Duy kiém tra giita hoc phan va thi cubi hoc phan.

12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1]. William Stallings, Lawrie Brown, Computer Security: Principles and Practice,

Pearson, 2015.

[2] Andrews Tanenbaum, Herbertbos, Modern operating systems, Pearson

Education, Inc., 2015.
12.2. Tai liéu tham khao:

[1] William Stallings, Cryptography And Network Security Principles Andpractice,

Prentice Hall, 2006.

[2] Abraham Silberschatz, Peter Baer Galvin, Greg Gagne, Operating system

concepts, John Wiley & Sons, Inc., 2013.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:

Danh gia qua trinh:

+ Piém thai do hoc tap: 0%

+ Piém tiéu luan: 30%

+ Diém kiém tra giira hoc phan: 0%
Diém thi két thuc hoc phan: 70%

15.Ndi dung hoc phan:

15.1. Phan b thoi gian cac chwong trong hoc phén:

TT

Téng Phén bd thoi gian
s6 tidt (tiét hogic gio)

Tén chwong .
hoac |1y | Bai | Thao | TN/ | Tu
819 | thuyét | tap | ludn | TH | hoc
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1 | Gi6i thiéu 9 3 0 6
2 | Moi truong an toan 36 12 0 24
3 | An toan hé thong Linux/Unix 15 5 0 10
4 | An toan h¢ thong Windows 15 5 0 10
5 | Antoan ao hoa 15 5 0 10

Tong 90 30 0 60

15.2. Pé cwong chi tiét ciia hoc phan:
Chuong 1. Giéi thi¢u
1.1. Khai niém h¢ diéu hanh
1.2. Lich st hé diéu hanh
1.3. Téng quan vé phan cirng may tinh
1.4. Cac khai ni¢ém lién quan
1.5. Loi goi hé théng
1.6. Cu tric hé diéu hanh
Chuong 2. Méi trueong an toan
2.1. Méi truong bao mat
2.1.1. Cac mdi nguy co
2.1.2. Bdi tuong tan cong
2.2. An toan h¢ diéu hanh
2.2.1. Xay dung hé¢ théng bao mat
2.2.2. Hé thong tin cay
2.3. biéu khién truy cép tai nguyén
2.3.1. Mién bao v¢
2.3.2. Danh sach diéu khién truy cap
2.4. M0 hinh cua hé thong an toan
2.5. Co ban vé mat ma
2.6. Chung thuc
2.7. Khai thac phan mém
2.8. Cac tan cong bén trong
2.9. Phan mém doc hai
2.10. Van dé phong thu
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Chuwong 3. An toan h¢ thong Linux/Unix
3.1. Quan ly ban va 16i
3.2. Céu hinh ung dung va dich vu
3.3. Tai khoan nguoi dung, nhom va quyén truy cap
3.4. Piéu khién truy cap tir xa
3.5. Kiém tra an toan hé thong
Chuong 4. An toan hé thong Windows
4.1. Quan ly ban va 16i
4.2. Quéan tri ngudi dung va diéu khién truy cap
4.3. Cau hinh tmg dung va dich vu
4.4. Mot s6 diéu khién khéc
4.5. Kiém tra an toan hé thong
Chuong 5. An toan a0 hoa
5.1. Céc giai phap 4o hoa
5.2. Cac van dé an toan 4o hoa
5.3. H¢ théng 40 hoa bao mat
16.Co sé vat chat phuc vu hoc tip

— Phén, bang, micro, projector, laptop.

— Gi&o trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huéng din thue hién

— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan: Tuan thi 9
+ Thi cubi hoc phan: Sau tuan thr 15

18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 truong Giang vién bién soan
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PE CUONG HOC PHAN

1. Tén hoc phan: THUC HANH AN TOAN HE DPIEU HANH
2. M3 hoc phin:
3.S6 tin chi: 1(0,1,2)
4. Loai hoc phin: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giiang day: Giang vién khoa Cong nghé thong tin
7. Phén bo thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
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8. Piéu ki¢n tham gia hoc tip hoc phan:

— Hoc phan tién quyét:

— Hoc phan trudc:

— Hoc phén song hanh:
9. Chuan dau ra ciia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thirc:

Pat dugc mot hé thong kién thirc dai cuong, co ban va phi hop véi nhitng quan

diém hién dai, bao gom:

+ Hiéu dugc cac nguyén 1y vé an toan hé thdng va hé diéu hanh

+ Tiép can duoc cac cong nghé an toan hé thong.

+ Phén tich va giai thich dugc cac nguyén nhan gy 16i cho hé diéu hanh va hé
thong may tinh

— Vé Ki niing:

+ Van dung kién thitc vé& bao mat dé duy tri va khic phuc cac van dé vé hé
théng.

+ Thiét 1ap duogc cac chinh sach bao mat dé bao vé hé diéu hanh va hé théng.

— V& thai d¢:

+ Co6 hung tht hoc moén hoc, yé€u thich va tim toi khoa hoc; tran trong véi
nhitng dong gop ciia mon hoc cho sy tién bo cta xa hoi va d6i véi cong lao ciia cac
nha khoa hoc.

+ C6 thai 6 khach quan, trung thuc; ¢6 tac phong ti mi, cn than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip moén hoc, ciling nhu trong viée ap dung cac hiéu
biét da dat duoc.

+ C6 y thirc van dung nhitng hiéu biét mén hoc vao trong cac khoa hoc khéc,
vao doi sdng nham cai thién diéu kién séng, hoc tip, ciing nhu giir gin bao quan thiét
bi, ¥ thuec tiét kiém.

10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:
— Céc khai niém chung vé hé diéu hanh va hé thong.
— Nguyén ly bdo mat may tinh
— Céc cong nghé bao mat
— Céc nguyén tic an toan hé diéu hanh
— Quan tri h¢ théng an toan.
11. Nhiém vu cua sinh vién:
— Tham dy gio hoc 1y thuyét trén 16p.

— Lam cac bai tap, ti€u luan theo yéu cau cua giang vién.
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— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1]. William Stallings, Lawrie Brown, Computer Security: Principles and Practice,

Pearson, 2015.

[2] Andrews. Tanenbaum, Herbertbos, Modern operating systems, Pearson
Education, Inc., 2015.
12.2. Tai liéu tham khao:

[1] William Stallings, Cryptography And Network Security Principles Andpractice,

Prentice Hall, 2006.
[2] Abraham Silberschatz, Peter Baer Galvin, Greg Gagne, Operating system
concepts, John Wiley & Sons, Inc., 2013.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Piém tiéu luan: 30%
+ Piém kiém tra giita hoc phan: 0%
— Diém thi két thic hoc phan: 70%
15.Noi dung hoc phin:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Té Phin bd thoi gian
ong .
s0 tiét (tiet hodc gio)
TT | Tén chuwong hod
02¢ | Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 | Thyc hanh méi truong an toan 21 0 0 0 7 14
9 Thu’c hanl_l an toan hé thong 24 0 0 0 8 16
Linux/Unix
3 Th.uc hanh an toan hé thong 24 0 0 0 8 16
Windows
4 | Thuc hanh an toan ao hoa 21 0 0 0 7 14
Tong 20 0 0 0 30 | 60

15.2. Pé cuwong chi tiét ciia hoc phan:
Chuong 1. Thuwe hanh moi trwomg an toan
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1.1. Xay dung hé théng bao mat
1.2. Hé théng tin cay
1.3. Diéu khién truy cip tai nguyén
1.3.1. Mién bédo v¢
1.3.2. Danh sach diéu khién truy cap

1.4. Mat ma
1.5. Chung thuc
1.6. Khai thac phan mém
1.7. Cac tan cong bén trong
1.8. Phan mém doc hai
1.9. Phong thu
Chuwong 2. Thuc hanh an toan hé thf')ng Linux/Unix
2.1. Quan ly ban va 16i
2.2. Céu hinh tng dung va dich vu
2.3. Tai khoan ngudi dung, nhém va quyén truy cap
2.4. Diéu khién truy cap tir xa
2.5. Kiém tra an toan hé thong
Chuwong 3. Thuc hanh an toan hé thong Windows
3.1. Quan ly ban va 15i
3.2. Quan trji nguoi dung va diéu khién truy cap
3.3. C4u hinh ung dung va dich vu
3.4. Mot so dicu khién khac
3.5. Kiém tra an toan hé thong
Chuong 4. Thuc hanh an toan 40 hoa
4.1. Céc giai phap 4o hoa
4.2. An toan 4o hoa
4.3. Hé théng a0 hoa bao mat
16.Co sé vat chat phuc vu hoc tip

— Phong may thuc hanh chuyén nganh.

— Phén, bang, micro.
17. Huwéng din thue hién

— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cubi hoc phan: Sau tuan thr 15
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18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang ndam 2017
Truéng Khoa T6 truong Giang vién bién soan
PE CUONG HQC PHAN

1. Tén hoc phan: AN TOAN CO SO DU LIEU
2.Mai hoc phan:
3.S6 tin chi: 2(2,0,4)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:

— Hoc trén 16p: 30 tiét

— Tu hoc: 60 tiét

— Ly thuyét: 30 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan trude: Co sé dit liéu, Mang may tinh
— Hoc phan song hanh: XxxxxxX —Thyc hanh an toan co s¢ dir li¢u
9. Chuin diu ra cia hoc phén:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:
+ Hiéu duoc nhitng hiém hoa tiém an c6 thé xay ra d6i véi co so dit liéu. Pong
thot trinh bay nhiing giai phap bdo v¢ co s¢ dir licu.
+ Ap dung cic cai tién d6i v6i co ché an toan co ban danh cho hé diéu hanh.

+ Ap dung chuan an toan DoD
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Dé ra giai phap thiét ké co s& dit liéu an toan.
banh gid dugc mdt $6 k¥ thuat bao vé co ban nhu trén co so dir li¢u théng ké:
k¥ thuat dua vao khai ni¢m, dua vao han ché va dya vao gay nhiéu.
+ Dé ra giai phap phong chéng mot s6 kiéu tan cong vao co so dit licu.
— V& ki niing:
+ Nhan biét mot s6 kiéu tan cong co ban vao co so dit licu.
+ Dé ra giai phap phong chdng thich hop
— Vé thai d:
+ Co6 hung tht hoc tap, yéu thich va tim toi khoa hoc.
+ Co thai d6 khach quan, trung thyuc; c6 tac phong ti mi, can than, chinh x4c.
+ Ap dung cac hiéu biét da dat duoc vao céc linh vuc khac trong cudc séng.
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:
— M0t s6 khai niém co ban va vin dé kiém soat an toan thong tin trong co so dit
li¢u.
— Céc co ché an toan co ban
— Phuong phép thiét ké co sd dit liéu an toan
— An toan co so dir liéu thong ké
— Phat hién xam nhéap trai phép
11. Nhiém vu cua sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luin theo yéu ciu cia giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] S.Castano, M.G.Fugini, G.Martella, P.Samarati “Database security” Addison-
Wesley Publishing Company
[2] Teresa F. Lunt, “Research Directions in DataBase Security”, Springer-Verlag
12.2. Tai li€u tham khao:
[1] Alex Davies, “High Availability MySQL Cookbook”
[2] Ron Ben Natan, “Implementing Database Security and Auditing”
[3] Bhavani Thuraisingham, Reind van de Riet, Klaus R. Dittrich, Zahir Tari, “Data
and Applications Security Developments and Directions”
13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:
— Panh gid qua trinh:
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+ Piém thai d6 hoc tap: 0%
+ Piém tiéu luan: 30%
— Piém thi két thiic hoc phan: 70%
15.Noi dung hoc phin:

15.1. Phan b thoi gian cac chwong trong hoc phén:

Téng Phﬁl} b6 thoi gian
s6 tiét (tiét hoac gio)
TT | Tén chwong hos
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | ludn | TH | hoc
1 Tong quar{ Ve~apAtoan thong tin 9 3 0 0 0 6
trong co s¢ dir liéu
2 | Céc co ché an toan co ban 21 5 2 0 0 | 14
3 | Thiét ké an toan co so dir liéu 21 5 2 0 0 14
4 | An toan co s¢ dir liéu thong ké 15 4 1 0 0 10
5 | Phat hi¢n xam nhap trai phép 24 6 2 0 0 16
Téong 90 23 7 0 0 | 60

15.2. Pé cwong chi tiét ciia hoc phén:

Chuwong 1. Tong quan vé an toan thong tin trong co sé dir liéu

1.1 Gidi thiéu
1.2 Mot s6 khai niém trong CSDL
1.3 Cac van dé an toan trong CSDL
1.3.1 Céc hiém hoa d6i véi an toan CSDL
1.3.2 Cac yéu cau bao vé CSDL
1.4 Kiém soat an toan
1.4.1 Kiém soat ludng
1.4.2 Kiém soat suy dién
1.4.3 Kiém soat truy nhap
1.5 Thiét ké CSDL an toan
Chuwong 2. Cac co ché an toan co ban
2.1 Gidi thiéu
2.2 Nhén dang/xac thuc nguoi dung
2.3 Bao v¢ b nh¢é
2.3.1 Dia chi rao (Fence address)
2.3.2 Téi dinh vi (relocation)
2.3.3 Bdo v¢ dua vao thanh ghi (bound register)
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2.3.4 Phan trang (paging)
2.3.5 Phan doan (segmentation)
2.4 Kiém soat truy nhdp tai nguyén
2.5 Cac co ché kiém soat ludng
2.6 Sy cach ly
2.7 Cac chuan an toan
2.8 Thiét ké c4c hé diéu hanh an toan
Chuong 3. Thiét ké an toan co sé dir liéu
3.1 Giéi thiéu
3.2 Thiét ké DBMS an toan
3.2.1 Cac co ché an toan trong cic DBMS
3.2.2 Mo hinh cap quyén System R
3.2.3 Céc kién triic cia DBMS an toan
3.2.4 Thiét ké cac co sé dir liéu an toan
Chuwong 4. An toan co sé dir liéu thong ké
4.1 Gidi thiéu
4.2 Cac khai niém co ban va gia dinh
4.3 Mot sd kiéu tn cong suy dién
4.4 Cac ky thuat chdng suy dién
4.4.1 Céc k¥ thuat khai niém
4.4.2 Cac k¥ thuat dya vao han ché
4.4.3 Cac k¥ thuat dya vao giy nhiéu
4.5 Khung lam viéc chung danh cho viéc so sanh cac k¥ thuat chéng suy dién
Chuong 5. Phat hién xam nhap trai phép
5.1. Tai sao phai bao mat CSDL?
5.2. Cac tan cong vao CSDL
5.2.1 Tan cong tinh bi mat
5.2.2 Tén cong tinh toan ven
5.3. Mo hinh de doa
5.4. Dam bao an toan CSDL bang mat mi
16.Co sé vat chat phuc vu hoc tip
— Phan, bang, micro, projector, laptop.
— Gido trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huéng din thue hién
— Pé cuong nay dugc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
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— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thir 9
+ Thi cudi hoc phan: Sau tuan thir 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa To trudng Giang vién bién soan
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PE CUONG HQOC PHAN

1. Tén hoc phin: THUC HANH AN TOAN CO SO DU LIEU

2. Mi hoc phan:

3.S6 tin chi: 1(0,1,2)

4. Loai hoc phin: Bit budc

5. Pdi twong hoc: Sinh vién dai hoc chinh quy nganh An toan thong tin

6. Gidng vién gidng day:
7. Phén b6 thoi gian:

Hoc trén 16p: 30 tiét
Ty hoc: 60 tiét
Ly thuyét: 00 tiét

Thi nghiém/Thuc hanh (TN/TH): 30 tiét

8. Piéu kién tham gia hoc tip hoc phin:

Hoc phan tién quyét: khong
Hoc phén trude: XXXXXXXX - Co s& dir ligu, XXXXXXXX - Mang may tinh
Hoc phan song hanh: XXXXXXXX - An toan co sé dit liéu

9. Chuéan dau ra cta hoc phan:

10.

Sau khi hoc xong hoc phan nay, sinh vién c6 kha nang:

Dé ra nhiing giai phap bao vé co so dir lidu.

Cai dit c4c cdi tien doi véi co ché an toan co ban danh cho hé diéu hanh.
Ap dung chuan an toan DoD

Pé ra giai phap thiét ké co so dir lidu an toan.

Ap dung mdt s6 k¥ thuat bao v€ co ban trén co s¢ dir licu théng ké: k¥ thuat

dya vao khai niém, dua vao han ché va dua vao gy nhiéu.

Pé ra giai phap phong chdng mot s6 kiéu tin cong vao co so dit lidu.
M ta van tit ndi dung hoc phin:
Hoc phan nay gom cac ndi dung sau:
Nhiing giai phap bao v€ co s& dir li¢u
Nhitng cai tién ddi v6i co ché an toan co ban danh cho hé diéu hanh
Mot sb k¥ thuat bao v€ co ban trén co s¢ dir licu théng ké: k¥ thuat dua vao

khai niém, dua vao han ché va dua vao gay nhic¢u

11.

K§ thuat phat hién xdm nhap va giai phap phong chéng
Nhiém vu cia sinh vién:

— Sinh vién phai chuén bi 1y thuyét ctia bai thuc hanh méi dugc du 16p.

Dy 16p day da 100%.

— Lam day du cac bai thuc hanh.
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12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] Bai giang Thuc hanh An toan co s¢ dit liéu, Khoa Cong nghé thong tin, 2016

12.2. Tai liéu tham khao:

[1] Alex Davies, “High Availability MySQL Cookbook”
[2] Ron Ben Natan, “Implementing Database Security and Auditing”
[3] Bhavani Thuraisingham, Reind van de Riet, Klaus R. Dittrich, Zahir Tari, “Data
and Applications Security Developments and Directions”

13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:

Diém hoc phan 14 trung binh cong diém cac bai kiém tra.

15.Noi dung hoc phan:

15.1. Phén bd thoi gian cac chwong (bai) trong hoc phin:

z X Phan bé thoi gian
Tong so h
tidt (tiet hoac gio)
TT Tén bai (chwong) B

hoac Ly | Bai | Thao | TN/ | Tu
B0 | thuyét | tap | lugn | TH | hoc
1 Céc co ché an toan co ban 15 0 0 0 5 10
2 | Thiét ké an toan co sd dit liéu 45 0 0 0 15 | 30
3 Phat hién xam nhéap trai phép 30 0 0 0 10 | 20
Tong 90 0 0 0 30 | 60

15.2. Pé cwong chi tiét ciia hoc phén:
Bai 1. Cac co ché an toan co ban
1.1. Nhan dang/xéac thuc nguoi dung
1.2. Bao v¢ bd nhd

1.2.1. bia chi rao (Fence address)
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1.2.2. Téai dinh vi (relocation)
1.2.3. Bao vé dya vao thanh ghi (bound register)
1.2.4. Phan trang (paging)
1.2.5. Phan doan (segmentation)
1.3. Kiém so4t truy nhap tai nguyén
1.4. Cac co ché kiém soat luéng
1.5. Su céach ly
1.6. Cac chuan an toan
1.7. Thiét ké cac hé dicu hanh an toan
Bai 2. Thiét ké an toan co s& dir liéu
2.1 Cac co ché an toan trong cic DBMS
2.2 M6 hinh cép quyén System R
2.3 Cac kién triic cia DBMS an toan
2.4 Thiét ké cac co so dit liéu an toan
Bai 3. Phat hién xam nhip trai phép
3.1. Céc tan cong vao CSDL
3.1.1 T4n cong tinh bi mat
3.1.2 Tan cong tinh toan ven
3.2. M6 hinh de doa

3.3. Pam bao an toan CSDL bang mat mi
16.Co sé vat chat phuc vu hoc tip

— Phong thyc hanh trang bi bang, but long, may tinh

— May tinh cai dat phan mém Microsoft SQL Server 2008.
17.Hwéng din thue hi¢n

— Dé cuong nay duogc ap dung cho sinh vién dai hoc chinh quy tir nim hoc 2017-
2018.

— Trong phan d4nh gia sinh vién, gidng vién can néu rd quy dinh vé danh gia hoc
phan.

— Hoc phén dugce bd tri hoc trong 6 tuan, mdi tuan 5 tiét.
18.Phé duyét

Ngay thang nam 20 Ngay thdang nam 20 Ngay thang nam 20
Trudong Khoa T6 trudng Giang vién bién soan
PE CUONG HOC PHAN
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1. Tén hoc phén: KHAI THAC DU LIEU
2.Mai hoc phan:

3.S6 tin chi: 3(3,0,6)
4.Loai hoc phan: Tu chon
5. Pdi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day:
7. Phén bo thoi gian:

— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phan truée: khong
— Hoc phan song hanh: Khéng
9. Chuin diu ra cia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:
bat duoc mot hé théng kién thirc khai pha dit li¢u bao gém:
+ Cac khai niém co ban vé khai pha dit liéu, nha kho dir liéu, luat két hop, gom
nhém, phan 16p
+ Qui trinh x1r Iy dit ligu: tién xir ly, xur 1y dit lidu
+ Phén biét hoc ¢6 giam sat, hoc khong giam sat,...
+ Khai pha duoc cac luat két hop theo cac tiéu chi vé do support va confident
cho trudc
+ Khai thac dugc dir li¢u dang van ban
— V& Ki ning:
+ Cai dat dugc qui trinh hoc c6 giam sat va hoc khong giam sat
+ Phan 16p dugc dir liéu
+ Tim duoc cac luat két hop tir co s dit liéu cho trude.
+ Sir dung dung céc thuat ngit trong khai pha dir liéu.
— Vé thai d:
+ Co6 hung thu hoc tin hoc, yéu thich va tim toi khoa hoc; tran trong véi nhitng
dong gop khoa hoc cua nganh khai phé dir licu.
+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc hoc tip mon vat 1y, cling nhu trong viéc ap dung céc
hiéu biét da dat duoc.
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+ Co y thuc van dung cac kién thuc khai pha dit li¢u vao thuc té cude séng dé
cai thién chat lugng 1am viéc.
10. MB® ta vin tit ndi dung hoc phén:
Hoc phan nay bao gém cac ndi dung sau:
— CAc thuat ngir va khai niém co ban vé khai thac dir ligu.
— Qua trinh khai thac dit li¢u, tién xtt 1y,
— Cac k¥ thuat phan loai: cay quyét dinh, luat, xac suit.
— Cac k¥ thuat gom nhom: phan ving, phan cip, uwéc tinh mat do.
— Luat két hop, khai thac dit liéu vin ban, tng dung.
11. Nhiém vu cta sinh vién:
— Tham dy gi¢ hoc 1y thuyét trén 16p.
— Lam cac bai tap, tiéu luan theo yéu clu cua giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Pd Phuc, Gido trinh khai théac dit liéu, Nha xuat ban Pai hoc Quéc gia Tp.
HCM, 2005.
12.2. Tai liéu tham khao:
[1] J. Han, M. Kamber, Data Mining: Concepts and Techniques, Morgan
Kaufmann Publishers, Second Editor, 2006.
[2] ZhaoHui Tang, Jamie MacLennan, Data Mining with SQL Server 2005, Willy
Publishing Inc, 2005.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 20%
+ Piém kiém tra giira hoc phan: 30% (Tu luan chuong 1-3)
— Diém thi két thiic hoc phan: 50% (Tu luin chuong 4-6)
15.Noi dung hoc phén:
15.1. Phan b thoi gian cic chwong trong hoc phén:

Phan b6 thoi gian

Tong .
s0 tiét (tiet hodc gio)
TT | Tén chwong .
hodc | 1y | Bai | Thao | TN/ | Ty
glo thuyét | tdp | ludn | TH | hoc
1 | Chuong 1: Gidi thiéu 9 3 0 0 0 5
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2 (.?Pu:(mg 2: Qua trinh khai thac dir 21 7 14
liéu
3 | Chuong 3: Céc k¥ thuat phan 16p 22 6 16
4 Ch}):(mg 4: Céc ky thuat gom 29 6 16
nhom
5 Chuong 5: Cac ky thuat luat két 30 7 20
hop
6 C}lucng 6: Khai thac dir liéu van 30 7 5
ban
Tong 145 36 90

15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Gi6i thiéu
1.1. May hoc va Khai thac dir liéu
1.2.  Cac thuat ngtr va khai niém co ban
1.3.  Moi truong thir nghiém
Chuong 2. Qua trinh khai thac dir liéu
2.1. Quéa trinh
2.2. Hoc c6 giam sat va hoc khong c6 gidm sat
2.2.1. Hoc c6 giam sat
2.2.2. Hoc khong c6 gidm sat
2.3. Cac k¥ thuat tién xir Iy dir liéu

2.3.1. Giai doan chon loc dir liéu
2.3.2. Giai doan lam sach dir liéu
2.3.3. Giai doan ma hoa dir licu

2.4. Cac bai toan chinh.
Chuwong 3. Cac ky thuat phan lép
3.1. DPinh nghia bai toan Phan 16p
3.2. Cac k¥ thuét phan 16p dit lidu
3.2.1. Phan 16p Bayes
3.2.2. Phan 16p dua trén luat két hop
3.2.3. Phan 16p quy nap trén ciy quyét dinh
3.3. Phuong phép danh gia hi¢u nang
3.4. Luat quyét dinh
3.5. Cay quyét dinh
Chuong 4. Cac ky thuit gom nhém
4.1. Gidi thi¢u
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4.2. Phan loai nhiing phuong phép gom nhém
4.3. Panh gia két qua phan nhém
4.4. Phuong phap Phan hoach
4.5. Phuong phap Phén cép
Chwong 5. Ciac Ky thuit luat két hop
5.1. Giéi thi¢u
5.2. Cac thuat toan tim tap pho bién
5.3. Cac thuat toan Khai thac luat két hop
Chuong 6. Khai thac dir li€éu van ban
6.1. Khai thac dir li€u van ban
6.2. Khai thac dir liéu web
6.3. Tiép thi
6.4. Su dung web
16.Co sé vat chat phuc vu hoc tap

— Phén, bang, micro, projector, laptop.

— Gi&o trinh, tai liéu tham khao, danh muc cac chuyén dé va bai tap 16n.
17.Huwéng din thue hién

— Pé cuong nay duogc ap dung cho sinh vién dai hoc khéi nganh An toan thong tin
nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.

— Thoi gian kiém tra va thi:

+ Kiém tra giita hoc phan: Tuan thi 9
+ Thi cudi hoc phan: Sau tuan thir 15

18. Phé duyét

Ngay thang nam 2017 Ngay thang  nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
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PE CUONG HQOC PHAN
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1.Tén hoc phin: CHUYEN BE GIAM SAT VA UNG CUU SU CO
AN TOAN THONG TIN
2.Ma hoc phin:

3.S6 tin chi: 3(3,0,6)
4. Loai hoc phén: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day: Giang vién khoa Cong ngh¢ thong tin
7. Phén bd thoi gian:
— Hoc trén lop: 45 tiét
— Tu hoc: 90 tiét
— Ly thuyét: 45 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phén truée: khong

— Hoc phan song hanh:

9. Chuin diu ra ciia hoc phan:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— Vé kién thic:
+ Nhan biét dugc céc loai su cd.
+ Giai thich duoc ban chit cua su ¢b va dam bao hoat dong cua doanh nghiép.
+ Trinh bay dugc cac hoat dong khoi phuc su cd.
+ Trinh bay dugc viéc quan tri tap trung voi SNMP

— V& ki niing:
+ Xay dung duogc ké hoach khic phuc su cd.
+ Lap duoc tai liéu dung dé quan tri ha tAng cap mang.
+ Lap duoc ho so quan 1y 15i ha ting cap va cach khic phuyc.
+ Lap duoc tai liéu quan tri ha tAing mang.
+ Lap duogc ho so quan 1y 18i ha ting mang va cach khic phuc su cd.
+ Trién khai dugc cac tién ich giam sat thiét bi mang tap trung véi SMTP.
+ Lap duoc tai liéu quan tri hé théng mang.
+ Lap duogc ho so quan 1y 18i hé thong va cach khic phuc.
+ Trién khai dugc céc tién ich giam sat va quan 1y tap trung hé théng mang.
+ Lap duogc tai liéu quan tri bdo mat mang.
+ Lap duogc ho so quan Iy 18i bao mat va cach khac phuc.

— Veé thai d:

+ Lén 16p day du va chuan bi cho gid 1én 1p theo yéu cau cua gido.
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+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mon hoc, cling nhu trong viée ap dung céac hiéu
biét da dat dugc.

10. MBO ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:

— Tong quan vé sy cd va khac phuc sy ¢6/Lap ké hoach khac phuc su cd

— Lép tai li€u quan tri ha tang cap/Céc tién ich hd tro tao tai liéu quan trj ha ting

cap/Ho so quan 1y 16i ha tAng cap va cach khic phuc

— Lép tai liéu quan tri ha tapg mang/Giam sat t,hICt bi mang tdp trung voi

SNMP/Ho6 so quan 1y 161 ha tang mang va cach khac phuc

— Lap tai liéu he théng mang/Tién ich giam sat va quan ly tap trung/H6 so quan

ly 161 h¢ thong va céach khac phuc

— Lap tai liéu bao mat mang/Ho so quan 1y 16i bio mat va cach khic phuc.

11. Nhiém vu cua sinh vién:

— Tham du gid hoc 1y thuyét trén 16p.

— Lam céc bai tap, tiéu luan theo yéu cau cua giang vién.

— Duy kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:

12.1. S&ch, gido trinh chinh:

[1] Paperback, Disaster Recovery (EC-Council Disaster Recovery Professional
(Edrp), Cengage Learning; 1St Edition edition (July 8, 2010).

[2] William Stallings, SNMP, SNMPv2, SNMPv3, and RMON 1 and 2 (3rd
Edition), Addison-Wesley Professional; 3 edition (January 1, 1999)

12.2. Tai li€u tham khao:

[1] ISO/IEC/JTC 1/SC 27, Information technology - Security techniques -
Information security management systems — Requirements, Multiple. Distributed
through American National Standards Institute (ANSI), August 23, 2007.

[2] Mr. Muhammad Nauman Khan, Dr. Tauseef Jamal, Design and Architecture of
SNMP Monitoring System, CreateSpace Independent Publishing Platform, October 30,
2015.

13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Panh gia qua trinh:
+ Piém thai d6 hoc tap: 20%
+ Diém tiéu luan: 0%
+ Piém kiém tra giira hoc phan: 30% (Tric nghiém khach quan, chuong 1-3)
— Piém thi két thiic hoc phan: 50% (Tric nghiém khach quan, chuong 4-7)
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15.Ndi dung hoc phén:
15.1. Phén bd thoi gian cic chwong trong hoc phan:

Téng Phin b6 thoi gian
s0 tiét (tiet hoac gio)
TT Tén chuwong .
hodc | 1y | Bai | Thio | TN/ | Tu
g0 thuyét | tdp | ludn | TH | hoc
1 Tong quan vé sy ¢d va khoi 27 8 1 18
phuc su co
5 Qqén tri va khac phuc su cohé |27 8 1 18
thong cap
3 Quén tri va khac phuc su coha |27 8 1 18
tang mang
4 Qqén tri va khic phuc su cohé |27 8 1 18
thong mang
. Quan tri va khac phuc su ¢o bao | 27 8 1 18
mat mang
Téng 135 40 5 90

15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Téng quan vé sw ¢é va khdi phuc s cd
1.1. Tong quan vé sy coO va khoi phuc su co
1.2. Lap ké hoach khic phuc su )
Chwong 2. Quan tri va khic phuc sy c6 hé thong cap
2.1.  Lap tai liéu quan tri ha ting cap
2.1.1. So dd tong quat
2.1.2. So dd chi tiét
2.1.3. Bang danh sach thiét b
2.1.4. Tai li€u quan ly nhan
2.1.5. Pac ta k¥ thuat
2.2.  Céc tién ich ho tro tao tai liéu quan tri ha tﬁng cap
2.3.  HO6 so quan ly 16i ha tang cap va cach khac phuc

Chuwong 3. Quan tri va khic phuc sy ¢6 ha ting mang
3.1. Lap tai li€u quan tri ha tang mang

3.1.1. So d6 luan Iy ha tAng mang: tong quat va chi tiét

3.1.2. So dd bd tri chi tiét thiét bj mang
3.1.3. Bang danh sach thiét bi
3.1.4. Pic ta k¥ thuat thiét bi st dung
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3.1.5. Ho so trién khai cau hinh thiét bi
3.2. Giam sat thiét bj mang tp trung v6i SNMP
3.3.  HOo so quan ly 15i ha tAng mang va cach khic phuc
Chuwong 4. Quan trj va khic phuc sy c6 hé thong mang
4.1. Lap tai li¢u quan tri hé th6ng mang
4.1.1. So db luan ly mang: tong quat va chi tiét
4.1.2. Danh sach thiét bi hé théng
4.1.3. Dac ta ky thuat:
4.1.4. Hb so trién khai dich vu trén may chu va may tram
4.2. Tién ich gidm sat va quan 1y tap trung
4.3. Hb so quan ly 16i hé thong va cach khac phuc
Chwong 5. Quan tri va khic phuc sy ¢6 biao mat mang
5.3. Lap tai liéu quan tri bAo mat mang
5.1.1 So dd luan ly mang: tong quét va chi tiét
5.1.2 Céc chinh sach bao mat cua doanh nghiép
5.1.3 Danh sach thiét bi bio mat
5.1.4 Dac ta ky thuat:Firewall, IDS/IPS,...
5.1.5 HO so trién khai hé théng firewall, IDS/IPS
5.4.  Ho so quan ly 16i bao mat va cach khac phuc
16.Co sé vat chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17.Huéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé duoc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra giita hoc phan: Tuan thr 9
+ Thi cudi hoc phan: Sau tuan thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: THUC HANH CHUYEN BE GIAM SAT VA UNG
CUU SU CO AN TOAN THONG TIN
2. M3 hoc phin:

3.S6 tin chi: 1(0,1,2)
4. Loai hoc phin: Bit budc
5. Poi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day: Giang vién khoa Cong nghé thong tin
7. Phén bo thoi gian:
— Hoc trén lop: 30 tiét
— Tu hoc: 60 tiet
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 30 tiét
8. Piéu kién tham gia hoc tip hoc phan:
— Hoc phan tién quyét: 012xx- Mang may tinh
— Hoc phan trudc: 012xx - An toan bao mat thong tin
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— Hoc phan song hanh:

9. Chuin diu ra cia hoc phén:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thirc:

+ Nhan biét duoc cac loai su cd.

+ Giai thich duoc ban chit cia su cb va dam bao hoat dong cua doanh nghiép.

+ Trinh bay dugc céc hoat dong khdi phuc su cd.

+ Trinh bay dugc viéc quan tri tap trung voi SNMP

— V& Ki niing:

+ Xay dung dugc ké hoach khic phuc su cd.

+ Lap duoc tai liéu dung dé quan tri ha ting cap mang.

+ Lap duogc hd so quan 1y 18i ha ting cap va cach khac phuc.

+ Lap duoc tai li¢u quan tri ha tﬁng mang.

+ Lap duoc ho so quan 1y 16i ha tﬁng mang va cach khic phuc su cd.

+ Trién khai dugc céc tién ich giam sat thiét bi mang tap trung véi SMTP.

+ Lap duogc tai liéu quan tri hé théng mang.

+ Lap duoc ho so quan 1y 16i hé thong va cach khac phyc.

+ Trién khai dugc céc tién ich giam sat va quan 1y tap trung hé théng mang.

+ Lap duogc tai li¢u quan tri bdo mat mang.

+ Lap duoc ho so quan 1y 16i bao mat va cach khic phuc.

— Veé thai d¢:

+ Lén 16p day du va chuan bi cho gio 1én 16p theo yéu cau cia gido.

+ C6 thai do khach quan, trung thuc; ¢ tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viéc hoc tip mén hoc, cling nhu trong viée 4p dung cac hiéu
biét da dat duoc.

10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay gom cac ndi dung sau:

Lap ké hoach khic phuc su cd

Lap tai li¢u quan tri ha téng cap/Céc tién ich ho tro tao tai liéu quan tri ha tﬁng
cap/Ho so quan 1y 16i ha ting cap va cach khic phuc

Lap tai li€u quan tri ha tﬁng mang/Gidm sat thiét bi mang tap trung voi

SNMP/Hb so quan 1y 15i ha ting mang va cach khic phuc

Lap tai liéu hé théng mang/Tién ich gidm sat va quan 1y tap trung/Ho so quan 1y
16i hé thdng va cach khic phuc

Lap tai liéu bao mat mang/H6 so quan 1y 16i bao mat va cach khéc phuc.

11. Nhiém vu cua sinh vién:
— Sinh vién phai chuan bi Iy thuyét ciia bai thi nghiém méi dugc duy 16p.
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— Du 16p day di 100%.

— Lam day du cac bai thi nghiém va cac bai bao cao thi nghiém.
12.Tai liéu hoc tap:

12.1. Sach, giao trinh chinh:

[1] Paperback, Disaster Recovery (EC-Council Disaster Recovery Professional
(Edrp), Cengage Learning; 1St Edition edition (July 8, 2010).

[2] William Stallings, SNMP, SNMPv2, SNMPv3, and RMON 1 and 2 (3rd
Edition), Addison-Wesley Professional; 3 edition (January 1, 1999)

12.2. Tai liéu tham khao:

[1] ISO/IEC/JTC 1/SC 27, Information technology - Security techniques -
Information security management systems — Requirements, Multiple. Distributed
through American National Standards Institute (ANSI), August 23, 2007.

[2] Mr. Muhammad Nauman Khan, Dr. Tauseef Jamal, Design and Architecture of
SNMP Monitoring System, CreateSpace Independent Publishing Platform, October 30,
2015.

13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
Diém hoc phan 14 trung binh cong diém cac bai bao céo thi nghiém.
15.N¢i dung hoc phan:
15.1. Phan b thoi gian cac chwong (bai) trong hoc phan:

T8 £ Phin bd thoi gian
ong so ,
tiét (tiet hoac gio)
TT | Tén bai (chwong) ok
03¢ | Ly | Bai | Thiao | TN/ | Tu
g1 thuyét | tdp | ludn | TH | hoc
Tong quan vé su cd va khoi
1 phuc sy c¢b 15 0 0 0 5 10
5 Qlién tri’ va khic phuc su cd hé 15 0 0 0 5 10
thong cap
3 (guén tri va khic phuc su cd ha 15 0 0 0 5 10
tang mang
4 Qlién tri va khac phuc su cd hé 15 0 0 0 5 10
thong mang
5 Q}lén tAri va khéc phuc su ) 30 0 0 0 10 20
bdo mat mang
Tong 90 0 0 0 30 | 60
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15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Tong quan vé sw ¢d va khoi phuc s cd
1.1. Tong quan vé su cO va khoéi phuc su co
1.2.  Trién khai ké hoach khic phuc su )
Chuwong 2. Quan tri va khic phuc sw c6 hé thong cap
2.1.  Trién khai tai liéu quan tri ha ting cap

2.1.1. V& so d6 tong quat

2.1.2. V&so dd chi tiét

2.1.3. Bang danh sach thiét bi

2.1.4. Tai li€u quan ly nhan

2.1.5. DPac ta k¥ thuat
2.2.  Sirdung céc tién ich hd tro gidm sat ha tng cap
2.3.  Trién khai hd so quan 1y 15i ha ting cap va cach khic phuc

Chuwong 3. Quan tri va khic phuc su ¢6 ha ting mang
3.1. Trién khai tai liéu quan tri ha tang mang

3.1.1. V& so dd luan Iy ha ting mang
3.1.2. V& so dd bd tri chi tiét thiét bi mang
3.1.3. Bang danh sach thiét bi
3.1.4. Pic ta ki thuat thiét bi st dung
3.1.5. Trién khai ho so trién khai cAu hinh thiét bi
3.2.  Trién khai str dung cac tién ich giam sat tap trung
3.3.  Trién khai ho so quan 1y 15i ha ting mang va cach khic phuc
Chuwong 4. Quin tri va khic phuc su ¢6 h¢ thong mang
4.1. Lap tai li€u quan tri hé théng mang
4.1.1. V&so dd luan Iy mang
4.1.2. Danh sach thiét bi hé thong
4.1.3. bac ta ky thuat
4.1.4. HO so trién khai dich vu trén may chi va may tram
4.2.  Lap ho so quan ly 15i va cach khic phuc.
4.3. Trién khai céc tién ich giam sat va quan 1y tap trung hé théng trén Windows va
Linux.
Chwong 5. Quan tri va khic phuc sw ¢6 biao mit mang
5.1. Lap tai liu quan tri bdo mat mang
5.1.1 V& so dd luan Iy mang
5.1.2 Xay dung cac chinh sach bao mat ciia doanh nghié¢p
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5.1.3 Danh sach thiét bi bao mat
5.1.4 Dac ta k¥ thuat
5.1.5 HO so trién khai hé théng firewall, IDS/IPS
5.2.  Trién khai st dung cac tién ich gidm sat kiém tra mirc d6 an toan
5.3.  Lap ho so quan Iy 16i bao mat va cach khic phuc
16.Co sé vat chat phuc vu hoc tip
Phong thi nghiém An Ninh Mang véi cac thiét bi, dung cu du phuc vu cho céc
bai thi nghiém.
17.Hwéng din thye hién
— Dé cuong nay duogc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan d4nh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan.
— Hoc phén dugce bd tri hoc trong 6 tuan, mdi tuan 5 tiét.
18.Phé duyét

Ngay thding nam Ngay thang nam Ngay thang nam
Trudéng Khoa T6 truong Giang vién bién soan
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PE CUONG HOC PHAN

1. Tén hoc phan: THUC TAP NGHE NGHIEP
2. M3 hoc phin: XXXXXX

3.S6 tin chi: 4(0,0,8)

4. Loai hoc phin: Bit budc

5. Pdi twong hoc: Sinh vién dai hoc chinh quy

6. Giang vién giang day:

Trinh d¢

STT | Ho va tén N R
: chuyén mon

Pon vi cong tac

Giang vién khoa CNTT, cong ty va | Pai hoc, Thac sy | Khoa CNTT

doanh nghiép CNTT Doanh nghiép, cong
ty
7. Phén bo thoi gian:
— Hoc trén 16p: 00 tiét
— Tu hoc: 120 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phén tién quyét: khong
— Hoc phan trudc: khong
— Hoc phan song hanh: khong
9. Chuin diu ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& Kién thikc:
bat duoc mot hé théng kién thuc, co ban va phu hop voi nhitng quan diém hién
dai, bao gom:
+ Khdo sat dugc hién trang cho ing dung thuc té.
+ Xay dung dugc md hinh ER, m6 hinh co s¢ dit li€u phu hop véi hién
trang va yéu cau ctia phan mém, hé thong mang, bao mat

+ Cai dat duoc thiét ké dir lidu trén hé quan tri co s dif liéu, hé thong
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Xac dinh va cai dat duogc cac rang budc toan ven cua ung dung.

X4y dyng m6 hinh dit liéu cta tng dung, hé théng, ha ting

+ + o+

X4y dyng duoc mé hinh chirc ning cta hé thong.
+ Cai dat duoc hé thong phan mém véi cac chirc nang da xac dinh
— Vé ki ning:

+ Quan sat dugc quy trinh 1am viéc tai cac doanh nghiép, cong ty hoat dong
trong linh vuc cong ngh¢ thong tin

+ Phan tich, téng hop va xtr Iy duogc cac thong tin thu dugce dé rat ra két luan,
dé ra cac quy trinh xay dung hé thdng, ha ting, phan mém, bao mat.

+ Van dung dugc cac kién thirc dé mo ta va giai thich cac quy trinh thuc hién
van hanh, bao tri, xay dung, thiét ké, quan tri mot hé théng phﬁn mém, phﬁn cung, bao
mat thong tin.

+ Str dung dugc cac thuat ngir dé trinh bay rd rang, chinh xac nhimmg hiéu biét,
cling nhu két qua thu dugc qua thu thap va xtr Iy théng tin.

— Veé thai d:

+ Co6 htng thl hoc vat ly, yéu thich va tim to1 khoa hoc; tran trong voi nhitng
dong gop ctia KHMT cho su tién bo ctia x3 hoi va ddi voi cong lao cua cac nha khoa
hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc thyc tap, cling nhu trong viée ap dung cac hiéu biét da
dat duoc.

+ C6 y thirc van dung nhitng hiéu biét vao trong cac khoa hoc khac, vao doi
séng nham cai thién diéu kién séng, hoc tap, cling nhu gilr gin bdo quan thiét bi, v
thue tiét kigm,

10. MBO ta vin tit ndi dung hoc phén:
Hoc phan nay bao gom cac ndi dung sau:
— Phuong phap khao sat hién trang thuc té noi can xay dung h¢ théng tin hoc.
— Phuong phap xac dinh yéu ciu cua bai toan.
— Thiét ké dit liéu: mo hinh ER, DFD, m6 hinh dit liéu, x4c dinh rang budc toan
ven, cac mo hinh kién trac ha tﬁng hé théng.
— Céch thiét ké mo hinh chtic ning, xay dung giao dién cho hé théng.
— Céch lya chon ngon ngit, hé quan tri va loai tng dung phu hop.
— Phuong phép, cach thirc cai dat phan mém, trién khai giai phap cho hé théng
11. Nhiém vu cua sinh vién:
— Tham du gid hoc 1y thuyét/thyc hanh/thuc tap tai cac doanh nghiép, cong ty.

— Lam céc bai tap, tiéu luan theo y€u cau cta giang vién.
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— Bdo cdo cudi dot thuc tap.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Tai liéu, quy trinh, cac van ban lién quan ndi bo cong ty, doanh nghiép
12.2. Tai liéu tham khao:
[1] Presman, Roger. S; Software Engineering, 2011
[2] http://cisco.com, http://www.microsoft.com, http://tailieu.vn .
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Pénh gia qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Piém tiéu luan: 00%
+ Diém kiém tra giira hoc phan: 0%
— Diém thi két thiic hoc phan: 100%
15.Noi dung hoc phan:
15.1. Phéin bo thoi gian cac chwong trong hoc phin:

Té Phin bd thoi gian
ong .
s6 tiét (tiét hoac gio)
TT | Tén chwong hos
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | ludn | TH | hoc
1 | Khao sat hé thong 15 0 0 0 0 15
2 | Phén tich hé thong 25 0 0 0 0 | 25
3 | Thiét ké h¢ thong 30 0 0 0 0 | 30
4 | Xay dung giai phap, img dung 50 0 0 0 0 50
Tong 120 0 0 0 0 | 120
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15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Khao sat hé thong
1.1. Muyc ti€u hoat dong cta h¢ théng thong tin
1.2.  Khdo sat hién trang
1.2.1. Hién trang td chirc
1.2.2. Quy trinh nghiép vu
1.2.3. Danh sach céac cong viéc
1.2.4. Hién trang tin hoc hoa
1.3.  Giai phap d¢ xuat
1.3.1. Dé xuét vé phan mém
1.3.2. Dé xuét phan cing
1.3.3. Pé xuit mang
1.3.4. Dé xuit nhan sy
Chuwong 2. Phén tich hé thong
2.1. Phan tich nghiép vu
2.1.1. Céac thanh phan dit liéu trong hé thong
2.1.2. Cac cong thirc s dung
2.1.3. Céc xir Iy chinh cta hé théng
2.2.  Thiét ké mo hinh thuc thé két hop (ERD)
2.3. Xay dung suu liéu cho mé hinh ERD
2.4, Xay dung md hinh xtr ly DFD
2.5. Xay dung suu liéu cho mo hinh xtr Iy DFD
Chuong 3. Thiét ké h¢ thong
3.1. Thiétké dit lidu
3.1.1. Thiét 1ap md hinh quan hé
3.1.2. Thiét 1ap céc rang budc cho dir liéu
3.2. Thiétké xuly
3.2.1. Thiét 1ap mo hinh chtrc ning
3.2.2. Pactaxuly
3.3.  Thiét ké hé thong menu
3.4. Thiét ké giao dién dé nhap va cap nhat thong tin
3.5. Thiét ké giao dién tim kiém thong tin
3.6. Thiét ké giao dién dé bao cao, két xuat thong tin
3.7.  Thiét ké giao dién phan quyén
Chuong 4. Xay dung ung dung
4.1. Xay dung céac 16p két ndi, thu vién chuan dé sir dung
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4.1.1. Xay dung céc 16p két nbi

4.1.2. Xay dung cac ham chuan dé str dung

4.1.3. Xay dung kién tric cho phan hé tim kiém

4.2,
4.3.
44,
4.5.
4.6.

X4y dung hé théng menu

Xay dung cac tinh nang cho giao dién nhap liéu
Xay dung giao dién tim kiém

Xay dung céc tinh nang cho théng ké — béo co
Xay dung giao dién cho tinh ning phan quyén

16.Co sé vat chat phuc vu hoc tap

— Phén, bang, micro, projector, laptop.

— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.

17.Huéng din thue hién

— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir

nam hoc 2017-2018.

— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc

phan, diéu kién dé duoc du thi két thuc hoc phan.

— Thoi gian kiém tra va thi:
+ B40 c4o giita hoc phan: Tuan thir 9
+ B40 c40 cudi hoc phan: Sau tuan thi 15

18. Phé duyét

Ngay thang nam 2017 Ngay thé}ng nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
PE CUONG HQC PHAN
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1. Tén hoc phén: PO AN MON HQC

2.Mai hoc phan: XXXXXX
3.S6 tin chi: 1(0,0,2)
4.Loai hoc phan: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day:
STT | Ho va tén gf:’:)l/gr?%ﬁn Don vi cong tac
1 | Giang vién khoa CNTT Thac sy Khoa CNTT
7. Phén bo thoi gian:
— Hoc trén lop: 00 tiét
— Tu hoc: 60 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu ki¢n tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phén trudc: khong
— Hoc phan song hanh: khéng
9. Chuin dau ra cia hoc phan:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:
Dbat duoc nhiing kién thurc can thiét cho sinh vién:
— Tiép can cong nghé méi
—  Xay dung duoc Gmg dung dap tng nhu cau thuc té.
— Vé ki ning:
+ Phén tich, tong hop va xtt Iy duoc quy trinh xdy dung mét do an

+ Van dung dugc cac kién thirc dé mo ta va giai thich va thiét ké dugc mot hé

thdng phan mém, ha tang, img dung.

+ Sir dung duoc cac thuat nglr cac biéu, bang, dd thi dé trinh bay r0 rang, chinh

xac nhiing hiéu biét, ciing nhu két qua thu duoc qua thu thap va xur 1y thong tin.
— Veé thai d:

+ Co6 hung tha hoc va lam viéc, yéu thich va tim toi khoa hoc; tran trong véi

nhting dong gép ctia CNTT cho su tién bo cuia xa hoi va doi voi cong lao cua cac nha

khoa hoc.

+ Co thai do khach quan, trung thyc; c6 tac phong ti mi, can than, chinh x4c va

c6 tinh than hop tac trong viéc hoc tdp mon vat 1y, ciing nhu trong viéc ap dung céc

hiéu biét d3 dat duoc.
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+ C6 y thirc van dung nhirng hiéu biét CNTT vao trong cac khoa hoc khéc, vao
doi séng nham cai thién diéu kién séng, hoc tap, ciing nhu gitt gin bao quan thiét bi, y
thirc tiét ki¢m.
10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay bao gom cic ndi dung sau: Tim hiéu va nghién cru cong nghé
moi, dua trén cong nghé tim hiéu xay dung mét mg dung minh hoa. Ung dung minh
hoa c6 thé tich hop voéi cac hé théng khac hodc dugc phat trién doc 1ap. Ung dung
minh hoa phai dam bao duoc cac ndi dung cia cong nghé. Pinh hudng phat trién va
st dung cua cong nghé.

11. Nhiém vu cia sinh vién:
— Tham du gid hoc 1y thuyét trén 16p.
— Lam céc bai tap, tiéu luan theo yéu clu cla giang vién.
— Du kiém tra giita hoc phan va thi cudi hoc phan.
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:

[1] Pham Htru Khang, Lap trinh Lap trinh Windows Forms, Nha xuét ban lao dong
xa hoi, 2006.

[2] Wallace B.McClure, Gregory A.Beamer, John J.Croft IV, J.Ambrose Little, Bill
Ryan, Phil Winstanley, David Yack, Jeremy Zongker. ADO.NET 2 Programming with
SQL Server 2005, Oracle, and MySQL. Wiley Publishing. 2006
12.2. Tai liéu tham khao:

[1] Pham Hitru Khang, Ldp trinh co sé diF liéu, Nha xut ban Lao dong x4 hoi, 2016.
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:

— Dénh gi4 qua trinh:

+ Piém thai d6 hoc tap: 0%

+ Diém tiéu luan: 0%

+ Piém kiém tra giita hoc phan: 0%

— Piém thi két thiic hoc phan: 100% (bao céo)
15.Noi dung hoc phén:
15.1. Phén bd thoi gian ciac chwong trong hoc phan:

T8 Phan bo thoi gian
ong !
A s0 tiét (tiét hodc gio)
TT | Tén chuwong o
03¢ | Ly | Bai | Thio | TN/ | Ty
g0 thuyét | tdp | ludn | TH | hoc
1 | Khao sat h¢ thong 15 0 0 0 0 15
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2 | Phan tich h¢ thong 25 0 25
3 | Thiét ké h¢ thong 30 0 30
4 | Xay dung giai phap, img dung 50 0 50

Tong 120 0 120

15.2. P& cwong chi tiét ciia hoc phén:
Chuwong 1. Khao sat hé thong
1.1. Muc tiéu hoat dong ctuia hé théng thong tin
1.2.  Khdo sat hién trang
1.2.1 Hién trang t6 chirc
1.2.2  Quy trinh nghiép vu
1.2.3 Danh séach cac cong vi¢c
1.2.4 Hién trang tin hoc hoa
1.3. Giai phap dé xuit
1.2.5 Pé xuat vé phan mém
1.2.6  DPé xuit phan ctng
1.2.7  Dé xuat mang
1.2.8  Dé xuit nhan su
Chuwong 2. Phin tich hé thong
2.1. Phan tich nghiép vu
2.1.1  Céc thanh phan dit liéu trong hé thong
2.1.2  Céc cong thuc st dung
2.1.3  Céac xu Iy chinh ciia h¢ thong
2.2.  Thiét ké mo hinh thyc thé két hop (ERD)
2.3. Xay dung suu liéu cho m6 hinh ERD
2.4. Xay dung mo6 hinh xt ly DFD
2.5.  Xay dung suu li€u cho mé hinh xtr ly DFD
Chuwong 3. Thiét ké hé théng
3.1. Thiét ké dit ligu
3.1.1  Thiét Iap mo hinh quan hé
3.1.2 Thiét 1ap cac rang budc cho dir liéu
3.2. Thiétkéxuly
3.2.1  Thiét lap mo hinh chirc ning
322 Dactaxuly
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3.3.  Thiét ké hé thong menu
3.4. Thiét ké giao dién dé nhap va cap nhat thong tin
3.5.  Thiét ké giao dién tim kiém thong tin
3.6. Thiét ké giao dién dé bao cdo, két xut thong tin
3.7. Thiét ké giao dién phan quyén
Chuwong 4. Lua chon cong nghé
4.1. Gié6i thiéu vé cong nghé
4.2. Cac tinh nang co ban ctuia cong nghé
4.3. Chtmg minh tinh dap Uing cua cong nghé véi yéu cau
Chwong 5. Xay dung hé thong
5.1. Xay dung cac 16p két ndi, thu vién chuin dé sir dung
5.1.1 Xay dung céac 16p két nbi
5.1.2 Xay dung cdc ham chuan dé sir dung
5.1.3  Xay dung kién tric cho phan hé tim kiém
5.2.  Xay dung hé thong menu
5.3.  Xay dung cac tinh nang cho giao dién nhap li€u
5.4. Xay dung giao dién tim kiém
5.5. Xay dung cac tinh ning cho thong ké — béo céo
5.6. Xay dung giao dién cho tinh nang phan
16.Co sé vat chat phuc vu hoc tap
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17.Huéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc duy thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ Kiém tra/bdo céo giita hoc phan: Tuan thi 9
+ Thi/bao c&o cudi hoc phan: Sau tudn thir 15
18. Phé duyét

Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truong Khoa To trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: PO AN CHUYEN NGANH
2. M3 hoc phin: XXXXXX

3. S0 tin chi: 4(0,0,8)

4. Loai hoc phén: Bit budc

5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Giang vién giang day:

STT | Ho va tén gﬁ‘;‘;r?fnon

Pon vi cong tac

1 Giang vién khoa CNTT, cong ty va | Pai hoc, Thac sy
doanh nghiép CNTT

Khoa CNTT

Doanh nghiép, cong
ty

7. Phén bd thoi gian:
— Hoc trén 16p: 00 tiét
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— Ty hoc: 150 tiét
— Ly thuyét: 00 tiét
— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:
— Hoc phan tién quyét: khong
— Hoc phén truée: khong
— Hoc phan song hanh: khong
9. Chuin diu ra ciia hoc phin:
Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:
— V& kién thikc:
Dat duoc mot hé thdng kién thic, co ban va phu hop v6i nhitg quan diém hién
dai, bao gém:
— Gifip sinh vién hoan chinh céc kién thtc dd hoc
— Hoan thién cac k¥ niang thyc hanh tir nhitng phan 1y thuyét da hoc
— Cung cap cho sinh vién nhiing kién thirc vé hinh thanh ¥ tudng, xay dung mo
hinh, cai dit, trién khai va van hanh cac hé théng mang dap ung duoc cic yéu
ciu vé an ninh mang va an toan thong tin. Cip nhat va tng dung duogc cac cong
ngh¢ bao mat mdi trong hé théng dé xuét. Xac dinh va cai dat duoc cac rang
budc toan ven cua CAC tng dung.
Vé Ki niing:

+ Quan sat dugc quy trinh lam viéc tai cac doanh nghiép, cong ty hoat dong
trong linh vuc cong nghé thong tin

+ Phén tich, tong hop va xur Iy duoc cac thong tin thu duoc dé rat ra két ludn,
dé ra cac quy trinh x4y dung hé thong, ha ting, phan mém, bao mat.

+ Van dung dugc cac kién thirc dé mo ta, giai thich va thiét ké cac quy trinh
thuc hién van hanh, bao tri, xay dung, thiét ké, quan tri mdt hé thén g phﬁn mém, phén
cung, bao mat thong tin.

+ Str dung dugc cac thuat ngir dé trinh bay rd rang, chinh xac nhimg hiéu biét,
cling nhu két qua thu dugc qua thu thap va xtr Iy thong tin.

— Veé thai d¢:

+ Co6 htng thl hoc vat ly, yéu thich va tim toi khoa hoc; tran trong véi nhitng
dong gop cia KHMT cho su tién bo ctia x3 hoi va ddi voi cong lao cua cac nha khoa
hoc.

+ C6 thai do khach quan, trung thic; co tic phong ti mi, can than, chinh xac va
c6 tinh than hop tac trong viée thyc tip, cling nhu trong viée ap dung cac hiéu biét da
dat duogc.
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+ C6 y thirc van dung nhitng hiéu biét vao trong cac khoa hoc khac, vao doi
song nham cai thién didu kién séng, hoc tap, cling nhu gitr gin bao quan thiét bi, y
thirc tiét ki¢m.
10. MB® ta vin tit ndi dung hoc phén:

Hoc phan nay bao gom cac ndi dung sau:

— Phuong phép khéo sat hi¢n trang thuc té noi can xay dung hé théng tin hoc.

— Tim hiéu va nghién ctru cong nghé méi, dua trén cong nghé tim hiéu xay dung
mot ing dung minh hoa, xdy dung hé thong mang backbone cho doanh nghiép
v6i quy mo vira va 16n, xay dung cac giai phap mang tong thé, cAu hinh va
quan tri mang trén nén hé diéu hanh Windows/Unix/Linux; xdy dung cic co
ché bao mat va chtng thuc (CA, PKI) cho mot hé théng mang, cac kién thuc vé
1ap trinh mang.

— Phuong phép xéac dinh yéu cau ciia bai toan.
— Thiét k€ dit liéu: md hinh dit liu, xac dinh rang budc toan ven, cac mé hinh
kién trc ha tang hé thong.
— Céch thiét ké md hinh chirc nang, xdy dung giao dién cho hé thong.
— Céch lya chon ngon ngit, hé quan tri va loai tng dung phu hop.
— Phuong phap, cach thirc cai dat phan mém, trién khai giai phap cho hé thong
11. Nhiém vu cia sinh vién:

— Tham du gid hoc 1y thuyét/thyc hanh/thuc tap tai cac doanh nghiép, cong ty.

— Lam céc bai tap, tiéu luan theo yeu clu cla giang vién.

— Béo céo cudi dot thuc tap, khoa luan tot nghi¢p

12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Tai liéu, quy trinh, cac van ban lién quan ndi bo cong ty, doanh nghiép
[2] Oreille, Network Programming, 2006
12.2. Tai liéu tham khao:
[1] Michael Duck, Peter Bishop, Richard Read. Data communication,
Addisonwesley
[2] http://cisco.com http://www.microsoft.com http://tailieu.vn
13. Thang diém danh gia: 10/10
14. Panh gia hoc phan:
— Dénh gi4 qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 00%
+ Piém kiém tra giita hoc phan: 0%
— Diém thi két thiic hoc phan: 100%
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15.Ndi dung hoc phén:
15.1. Phén bd thoi gian cac chwong trong hoc phan:

Té Phan b6 thoi gian
ong ,
b tict (tiét hogc giv)
TT | Tén chuong ho
oac Ly | Bai | Thao | TN/ | Tu
819 | thuyét | tap | luén | TH | hoc
1 I\{huflg van dé co ban vé thét ké 30 0 0 0 0 30
va xay dung ha tang mang.
2 Quan tri mang va h¢ thong may 30 0 0 0 0 30
tinh
Cac phuong phap dam bao an
3 | ninh, an toan ha tang mang va h¢ 30 0 0 0 0 30
thong
4 Ca‘c phuo;pg phap canh ‘bao va 30 0 0 0 0 30
phong chong nguy co tur xa.
5 | Cdc phuong phap khic phuc sy | 45 o | o | o | 0| 30
cd an toan thong tin.
Tong 150 0 0 0 0 | 150

15.2. Pé cwong chi tiét ciia hoc phan:
Chuong 1. Nhirng vin dé co ban vé thét ké va xay dung ha ting mang.
Tuan 1:
1.1. Gi6i thiéu vé routing va packet forwarding
1.2. Quan ly traffic voi acess list
1.3.C4u hinh tinh ning ning cao cho ha ting mang
1.4. Trién khai HA cho ha ting mang
Chuwong 2. Quan tri mang va hé thong may tinh
Tuén 2
2.1. Gi6i thiéu chung vé cac thanh phan hé thong
2.2. Quan tri may chu
2.3. Quan tri nguoi dung
2.3. Cac mo hinh quan tri mang va hé thong
Tuan 3
2.4. Cau hinh va duy tri hé théng
2.5. Cac dich vu mirc mang
Chuwong 3. Cac phwrong phap dam bao an ninh, an toan ha ting mang va hé
thong
Tuén 4
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3.1. Gi6i thiéu chung vé nguyén 1y bao vé va bao mat mang va hé thong
3.2. Cac giai phap an ninh ha tang mang
Tuan 5
3.3. Céc giai phéap an toan hé diéu hanh
3.4. Céc giai phép an toan co s¢ dir liéu
Chuong 4. Cac phuwong phap canh bao va phong chong nguy co tir xa.
Tuén 6
4.1. Tong quan vé hé thong phong chéng xam nhap IDS/IPS
4.2. Cac phuong thirc phat hién xam nhap
4.3. Cac hé thong phat hién va phong chéng xAm nhap
Chuwong 5. Cac phwong phap khic phuc sw ¢6 an toan thong tin (tuin 7, 8)
Tuén 7
5.1. Mot s6 van dé vé ly thuyét mat ma
5.2. Cac phuong phép phan tich va xtr Iy ma doc
5.3. Khic phuc su cd hé théng cap
Tuan 8
5.4. Khic phuc su ¢ ha tﬁng mang
5.5. Khic phuc su cd hé théng mang
5.6. Khic phuc su ¢ bao mat mang
16.Co sé vat chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muyc cac chuyén dé va bai tap lon.
17.Hwéng din thye hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gi4 sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phﬁn, diéu kién dé duoc du thi két thuc hoc phﬁn.
— Thoi gian kiém tra va thi:
+ Béo c4o0 giita hoc phan: Tuan th 9
+ Béo c40 cudi hoc phan: Sau tuan thir 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Trudéng Khoa T6 trudng Giang vién bién soan
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PE CUONG HQC PHAN

1. Tén hoc phan: KHOA LUAN TOT NGHIEP
2.M3i hoc phan: XXXXXX
3.S6 tin chi: 8(0,0,16)
4. Loai hoc phin: Bit budc
5. Pdi twong hoc: Sinh vién dai hoc chinh quy
6. Gidng vién gidng day:
STT | Ho va tén Trinl} do o Pon vi cong tac
chuyén mon
1. Giang vién khoa CNTT, cong ty va | Pai hoc, Thac sy | Khoa CNTT
doanh nghiép CNTT Doanh nghiép, cong
ty
7. Phén bo thoi gian:
— Hoc trén lop: 00 tiét
— Tu hoc: 300 tiét
— Ly thuyét: 00 tiét

— Thi nghiém/Thuc hanh (TN/TH): 00 tiét
8. Piéu kién tham gia hoc tip hoc phin:

— Hoc phan tién quyét: khong

— Hoc phan trudc: khong

— Hoc phan song hanh: khong
9. Chuin diu ra ciia hoc phin:

Sau khi hoc xong hoc phan nay, sinh vién c6 kha ning:

— V& Kién thirc:

bat dugc mot hé théng kién thuc, co ban va phu hop voi nhitng quan diém hién

dai, bao gém:

— Gilip sinh vién hoan chinh céc kién thuc da hoc

— Hoan thién cac k¥ nang thuc hanh tir nhitng phan ly thuyét di hoc

— Cung cép cho sinh vién nhiing kién thtrc vé 1ap trinh mang bao goém cac ky

thuat 1ap trinh dua trén Socket, RMI, Protocol va mot s6 ky thuat 1ap trinh phan
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tan dé tng dung no trong nhitng tng dung mangXac dinh va cai dit duoc cac
rang budc toan ven cua tng dung.
— Vé ki niing:

+ Quan sat dugc quy trinh 1am viéc tai cdc doanh nghi¢p, cong ty hoat dong
trong linh vuc cong ngh¢ thong tin

+ Phan tich, téng hop va xtr ly duoc céac thong tin thu dugc dé rut ra két luan,
dé ra cac quy trinh xay dung hé thdng, ha ting, phan mém, bao mat.

+ Van dung duoc cac kién thirc dé mo ta, giai thich va thiét ké cac quy trinh
thuc hién van hanh, bao tri, xay dung, thiét ké, quan tri mdt hé théng phﬁn mém, phén
ciing, bdo mat thong tin.

+ Str dung duogc cac thuat ngir dé trinh bay rd rang, chinh x4c nhitng hiéu biét,
cling nhu két qua thu dugc qua thu thap va xtr Iy thong tin.

— V& thai d:

+ C6 htng tht véi khoa hoc may tinh, yéu thich va tim toi khoa hoc; tran trong
v6i nhitng dong gop cua khoa hoc may tinh cho su tién b cia xa hoi va dbi véi cong
lao ctia cac nha khoa hoc.

+ Co thai do khach quan, trung thuc; c6 tdc phong ti mi, can than, chinh x4c va
c6 tinh than hop tac trong viéc thyc tap, cling nhu trong viée ap dung cac hiéu biét da
dat duoc.

+ C6 y thirc van dung nhitng hiéu biét vao trong cac khoa hoc khac, vao doi
séng nham cai thién diéu kién séng, hoc tap, cling nhu gilr gin bdo quan thiét bi, v
thuee tiét kiém,

10. MBO ta vin tit ndi dung hoc phén:

Hoc phan nay bao gom cac ndi dung sau:
- Phuong phap khao sat hién trang thyc té noi can xay dung hé thong tin hoc.
- Tim hiéu va nghién ctru cong nghé méi, dua trén cong nghé tim hiéu xay dung
mot ing dung minh hoa, xay dung h¢ théng mang backbone cho doanh nghi¢p véi
quy md vira va 1én, xdy dung cac giai phap mang tong thé, ciu hinh va quan tri
mang trén nén hé diéu hanh Windows/Unix/Linux; xay dung cac co ché bio mait va
chtng thuc (CA, PKI) cho mét hé théng mang, cac kién thirc vé 1ap trinh mang
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— Phuong phap xac dinh yéu cdu cua bai toan.
— Thiét ké dit liéu: md hinh dit liéu, x4c dinh rang budc toan ven, cac mo hinh kién
trac ha tang hé thong.
—  Céach thiét ké m6 hinh chirc ning, xdy dung giao dién cho hé thong.
— Cach lya chon ngon ngir, hé quan tri va loai ing dung phu hop.
— Phuong phép, cach thirc cai dit phan mém, trién khai giai phap cho hé thong
11. Nhiém vu cua sinh vién:
— Tham dy gio hoc 1y thuyét/thuc hanh/thuc tap tai cac doanh nghiép, cong ty.
— Lam cac bai tap, tiéu luin theo yéu ciu cia giang vién.
— Bao céo cubi dot thuc tap, khoa luan tot nghi¢p
12.Tai liéu hoc tap:
12.1. Sach, giao trinh chinh:
[1] Tai liéu, quy trinh, cac van ban lién quan ndi bo cong ty, doanh nghiép
[2] Oreille, Network Programming, 2006
12.2. Tai liéu tham khao:
[1] Michael Duck, Peter Bishop, Richard Read. Data communication,
Addisonwesley
[2] http://cisco.com http://www.microsoft.com http://tailieu.vn
13. Thang diém danh gia: 10/10
14. Panh gia hoc phin:

— Panh gié qua trinh:
+ Piém thai d6 hoc tap: 0%
+ Diém tiéu luan: 0%
+ Piém kiém tra giita hoc phan: 0%
— Piém thi két thiic hoc phan: 100%
15.Noi dung hoc phan:
15.1. Phén b6 thoi gian cac chwong trong hoc phan:

Té Phian bd thoi gian
ong .
56 tiét (tiét hogic gio)
TT | Tén chwong hoi
04¢ | Ly | Bai | Thao | TN/ | Ty
819 | thuyét | tap | luén | TH | hoc
1 N‘hung van dé€ co ban cua lap 60 0 0 0 0 60
trinh mang
2 | Lap trinh mang dua trén socket 60 0 0 0 0 60
3 | Phan tdn ma 1énh (RMI) 60 0 0 0 0 60
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Lap trinh dya trén ki thuat JDBC
4 Vi ODBC 60 0 0 60
5 | Cac bién phap bao v¢ 60 0 0 60
Tong 300 0 0 300

15.2. Pé cwong chi tiét ciia hoc phan:
Chuwong 1. Nhirng vin dé co ban ciia lap trinh mang
Tuan 1:

1.1. Tong quan v& lap trinh mang

1.1.1. K¥ thuat lap trinh tap trung

1.1.2. K¥ thuat 1ap trinh Client Server
1.1.3. K¥ thuat 1ap trinh phan tan

1.2. Phan b tai nguyén & Xir 1y cac qué trinh song song

1.3. Vai trd cta qua trinh 1ap lich
Tuin 2:

1.4. Quan ly bd nh&

1.5. Quan ly bd nhé phuy

1.6. Hé thong quan 1y File

1.7. Hé théng quan 1y thiét bi

1.8. Cac bién phap an toan
Chuong 2. Lap trinh mang dua trén Socket
Tuén 3

2.1. Gi6i thi¢u chung

2.2. Lap trinh cho Server
Tuan 4

2.3. Lap trinh cho Client
Tuén 5

2.4. Lap trinh giao dién véi cac Protocol
Tuén 6

2.5. Ung dung lap trinh mang dua trén Socket

Chuwong 3. Lap trinh dua trén ky thuat phan tdn ma Iénh ( RMI)

Tuén 7

3.1. Giéi thiéu chung

3.2. Lap trinh cho Server
Tuan 8

3.3. Lap trinh cho Client

3.4. Lap trinh cho Protocol
Chuong 4. JDBC & ODBC
Tuén 9
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4.1. Téng quan vé ODBC & JDBC
Tuén 10
4.2. Tao lap JDBC trén JAVA
Tuén 11
4.3. Cach thirc truy nhap va diéu khién JDBC
Tuén 12
4.4. Thiét lap tmg dung
Chuong 5. Cac bién phap béo vé (tuin 13, 14, 15)
5.1. Mot s6 van dé vé ly thuyét mat ma
5.2. St dung cac thuat todn mat ma trén JAVA
5.3 Lya chon k¥ thuat ma hoa
16.Co sé vét chat phuc vu hoc tip
— Phén, bang, micro, projector, laptop.
— Gido trinh, tai li¢u tham khdo, danh muc cac chuyén dé va bai tap lon.
17. Huwéng din thue hién
— Pé cuong nay duoc ap dung cho sinh vién dai hoc nganh An toan thong tin tir
nam hoc 2017-2018.
— Trong phan danh gia sinh vién, giang vién can néu rd quy dinh vé danh gia hoc
phan, diéu kién dé dugc du thi két thuc hoc phan.
— Thoi gian kiém tra va thi:
+ B40 céo giita hoc phan: Tuan thir 9
+ B4o c4o cubi hoc phan: Sau tuan thir 15
18. Phé duyét
Ngay thang nam 2017 Ngay thang nam 2017 Ngay thang nam 2017
Truéng Khoa To trudng Giang vién bién soan
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16. Hwéng din thue hi¢n chwong trinh
Khi thyc hién chuong trinh dio tao can chil y dén mot s6 van dé nhu sau:
16.1. DP6i véi cac don vi dao tao

- Phai nghién ctru chwong trinh dao tao dé t6 chuc thuc hién dang yéu cau vé nodi dung
cua chuong trinh.

- Phan cong giang vién phu trach timg hoc phan va cung cap chuong trinh chi tiét cho
giang vién dé dam bao 6n dinh ké hoach giang day.

- Chuan bi that ky doi ngii ¢b van hoc tap, yéu cu ¢b van hoc tap phai hiéu can ké&
toan bo chuong trinh dao tao theo hoc ché tin chi dé huéng dan sinh vién dang ky céc
hoc phan.

- Chuén bj diy du gido trinh, tai liéu tham khéo, co s vat chat, dé dam bao thuc hién
t6t churong trinh.

- Can cha y dén tinh logic ciia viéc truyén dat va tiép thu cic mang kién thirc, quy
dinh céc hoc phan tién quyét ciia cac hoc phan bit budc va chuin bi giang vién dé
dap tmg yéu cau giang day cac hoc phan ty chon.

16.2. Poi véi giang vién

- Khi giang vién dugc phan cong giang day mot hodc nhiéu don vi hoc phan can phai
nghién ctru k¥ ndi dung dé cuong chi tiét timg hoc phan dé chuan bi bai giang va céc
phuong tién d6 dung day hoc phu hop.

- Giang vién phai chuan bi day du gido trinh, tai li¢u hoc tdp cung cap cho sinh vién
trudc mot tuan deé sinh vién chuan bi trude khi 1én 16p.

- T6 chirc cho sinh vién cac budi seminar, chu trong dén viéc t6 chic hoc nhém va
huéng dan sinh vién 1am tiéu lun, d6 4n, giang vién xac dinh cac phuong phéap truyén
thy; thuyét trinh tai 16p, huéng din thao luan, gidi quyét nhig van dé tai 16p, tai
xuong, tai phong thi nghiém va hudng dan sinh vién viét thu hoach.

16.3. Kiém tra, danh gia

- Giang vién va cb van hoc tap phai kiém soat dugc sudt qua trinh hoc tap cta sinh
vién, ké ca o trén 16p va o nha.

- Viéc kiém tra, ddnh gia hoc phan 1 mot cong cu quan trong can phai duoc t6 chirc
thuong xuyén dé gop phan nang cao chat lugng dao tao, nén giang vién phai thuc hién
theo dung theo quy ché cua hoc ché tin chi.

- Giang vién phai kién quyét ngan chin va chéng gian lan trong to chtc thi cir, kiém
tra va danh gia.
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16.4. P6i voi sinh vién

- Phai tham khao y kién tu van cua cb van hoc tap dé lya chon hoc phan cho phu hop
véi tién do.

- Phai nghién ctru chuong trinh hoc tap trude khi 1én 16p dé dé tiép thu bai giang.

- Phai dam bao day du thoi gian 1én 16p dé nghe hudng din bai giang ciia giang vién.

- Ty giac trong khau ty hoc va ty nghién ctu, d@)ng thoi tich cuc tham gia hoc tap theo
nhom, tham du ddy di cac budi Seminar.

- Tich cuc khai thac cac tai nguyén trén mang va trong thu vién cua trudng dé phuc vu
cho vi¢c ty hoc, ty nghién ctru va lam dd 4n tot nghiép.

- Thyc hién nghiém tic quy ché thi ctr, kiém tra, danh gia.
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TP.HCM, ngay  thang nam 2017
CHU TICH HQOI PONG THAM PINH TRUONG KHOA CNTT

THU KY HQI PONG KH&DPT TRUONG PHONG PAO TAO

TP. HCM, ngay  thang nam 2017
HIEU TRUONG
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