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- Tim hiéu cong nghé gidm s&t an ninh mang.
Trién khai h¢ théng giam sat | - Tim hiéu chi tiét c4c san phdm ma ngudn mo.
1 an ninh mang cho doanh - Lya chon phuong 4n phii hop dé trién khai Trin Pic Tét tottd@huit.edu.vn MMT-ATTT
nghiép - Trién khai cho doanh nghiép.
- Yéu cdu: sinh vién chiu kh6. C6 trach nhiém.
Nghién ciru thuat toan hoc ) ’?m }}lll.iu ca'c llf?l }tlarl COEAg m'a :Qf h. phén tich do 5 db
2 mdy ing dung trong phat ) fm fu c%c s p_ a{‘ SR ARRL PRARHICH G S 630 Tran Déc Tét tottd@huit.edu.vn MMT-ATTT
hién ma doc iot - Tim hiéu by Dataset ma doc
: : - Thir nghiém thuat toan trén bd dataset trén
Nghién ciru thudt todn hoc Ti‘m hi.é:u cic loaiAtz"m f:(‘)ng tir c,h(")i dich vu ‘
méy thit nghiém phat hién - Tim hiéu cac thu'{it toan hoc may nhu Random Forest va o .
3 tn By elidi dichou Extremel): Randomized Trees, Tran Dac Tot tottd@huit.edu.vn MMT-ATTT
) j - Tim hiéu by Dataset CICIDS 2017, CSE-CIC-IDS 2018
trong IoT ) . i n A
- Thur nghiém thuat toan trén bo dataset trén
Tim hiéu va trién khai Tim hiéu giao thirc giam sat mang, c4c tiéu chudn va yéu ciu véi
4 SolarWinds cho mang doanh |hé théng giam sat mang, Tim hiéu vé& SolarWinds va cach trién  [Nguyén Qubc Sir sung@huit.edu.vn MMT-ATTT
nghiép khai.
Tim hiéu cac ky thuat gay nguy co cao v6i Web Apps nhu
Tim hiéu cac k¥ thuat tAn Footprint, spidering, detect load balancers, thim do web server
5 cdng Web Applications va  |dir., web app vulnerability scanning, CSRF, XSS, 15 héng Nguyén Québc St sung@huit.edu.vn MMT-ATTT
c4c giai phap phong chéng  |Wordpress Plugin, RCE, File Upload, backdoor... va cac giai
phép ra quét 15 hdng, phong chdng.
Tim hiéu vé ky thuat phan
::;l:)}l:;? tlltréznrg]gc:; :fltlr};:lz Tim hiéu vé& ky thuét phén tich luu lugng cac nguy co va phat i ) .
6 : hién nguy co trong ma, tim hiéu vé nguyén ly cia IDS, Firewall [Nguyén Québc Str sunq@huit.edu.vn MMT-ATTT

mang, va tim hiéu trién khai
giai phép IDS, Firewalls va

Honeyspots

va Honeyspots va trién khai giai phap twong img.




Nghién ciru va phat trién

« Tim hiéu cac cong cu kiém thir bao mat web phd bién (Burp
Suite, OWASP ZAP).
* Xay dung cong cu kiém thir tr dong dua trén Python

7 cdng cu kiém thir bao mat tu |(Selenium, Scapy). Nguyén Thi Hong Thao |thaonth@huit.edu.vn MMT-ATTT
dong cho tmg dung web « Kiém tra cc 15 hdng bao mat trén ung dung web that.
* Dénh gia hiéu suit va do chinh x4c cua cong cu so voi cac giai
phép hién cb.
Nhan dién giao dich bét thuong trong hé théng Blockchain nhu
A BT n'xatién, gian lan.
NAghxen‘ CL;u, :ﬁ A’phat g Ap dung Graph Neural Networks (GNN) dé phén tich ludng
8 (];(;ngkvio. ¢b° on% giao dich. Nguyén Thi Hong Thao |thaonth@huit.edu.vn MMT-ATTT
i c Pl gale Ledp Huén luyén mo hinh trén Elliptic Dataset, Ethereum Transaction
Learning
Data.
Danh gi4 higu suét
- Tim hiéu c4c ky thuat tin cong Web
Nihién cirn kv thudt dido tra |~ T hidu didu tra s va diéu tra tAn cong Web
9 gen oty Ky thuat AU 1) higu vé ky thudt didu tra va phan tich phia ngudi dung, | Trdn Thi Bich Van vanttb@huiteduvn  [MMT-ATTT
phan tich tan cong Web iy b
- Xay dung cong cu phan tich dé phat hién tn cong
ILTIE;EU b Eﬁl:i)l;cen;cn; - Tim hiéu vé& Reinforcement Learning,
: & 8 3 © . UVEXEY ! Tim hidu Q - Learning, Deep Learning, cic mé hinh huén N St A .
10 ung dung thuét toan Deep Q- o N AU z . . Tran Thi Bich Véan vanttb@huit.edu.vn MMT-ATTT
; , * |luyén. Ung dung thuat ton, xir ly tinh hudng trong trd choi tu
Learning trong tng dung trd Shoir
choi :
- Tim hiéu céng nghé xay dung (g dung nhu Web, Windows
2 e ey Form Application.
E‘Emshv',e“ fh“(‘;t e miih"a - Tim hiéu chi tiét thut toan ma héa DES.
1 > Vaxdy Qe UM CUNE |y a0 dung va trién khai ig dung/web minh hoa bai todn trong |Pham Tun Khiém khiempt@huiteduvn |MMT-ATTT
minh hoa chi tiét qua trinh e
O Roa g ial it - Yéu cu: sinh vién hiéu biét vé mang may tinh, cong nghé
Front-End hodc 1ap trinh C#. C6 trach nhiém.
- Tim hiéu céng nghé xdy dung img dung nhu Web, Windows
T Sl s Form Application.
EE“‘Shl‘;‘; th‘“aﬁ“’jﬁnmaﬁh"a - Tim hiéu chi tiét thuat toan ma hoa AES-128.
12 e ] N ,g ng, - Xay dung va trién khai tmg dung/web minh hoa bai toan trong |Pham Tuén Khiém khiempt@huit.edu.vn  |MMT-ATTT
dung minh hoa chi tiét qua & i
trinh mé ha va gidi ma. - Yéu céu: sinh vién hiéu biét vé mang may tinh, cong nghé
Front-End hodc 14p trinh C#. C6 trach nhiém.
Téng quan v& Kién tric SDN, céc thanh phan chinh (Controller,
switches, applications), uu diém va nhuoc diém cua SDN.
Nehiéa cify cée phuon Céc phuong phép tin cdng SDN: Cac 15 héng bao mat trong
hga tn cb cac p he ng tha SDN, cic phwong phap tin cong phd bién
13 phap tan cong vaphong tht | py, ) tich rii ro: Panh gia rii ro bao mat trong mang SDN. Dinh Huy Hoang hoangdhuy@huit.edu.vn [MMT-ATTT

trong mang Software-
Defined Networking (SDN)

Cac phuong phap phong thu SDN: Céc giai phap bao mét cho
SDN

Xay dung moi truong SDN thir nghiém va danh gia hiéu qua cua
céc phuong phéap phong thu.
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Phan tich va phét hién ma
doc bang ky thuat Static va
Dynamic Analysis

Téng quan vé cac loai ma doc phé bién (vi du: virus, worm,
trojan, ransomware), k¥ thuét che giéu ma doc.

Static Analysis: Phan tich ma ngudn hodc ma nhi phan ctia ma
doc ma khong thyc thi nd

Dynamic Analysis: Thuc thi md ddc trong mdt moi trudng an
toan (sandbox, virtual machine) va quan sat hanh vi cta né ( thay
dbi registry, tao file, két ndi mang).

Két hop ca hai phwong phap dé phat hién va phan tich ma doc
mot cach hiéu qua.

X4y dung mot hé théng tu dong phat hién ma doc dwa trén két
qué phan tich.
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