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TriiSn khai h9 th6ng gi6m s6t

an ninh mAng cho doanh

nghiQp

- Tim hiOu c6ng nghe gi6m s6t an ninh mang.
- Tim hi€u chi ti6t c6c san phAm mI ngu6n mo.

- LUa chgn phucrng 6n phu hqp dC trien khai
- Trii5n khai cho doanh nghiQp.

- YCu cAu: sinh vi6n chiu kh6. Co trhch nhi6m.

TrAn Dic TOt tottd@huit.edu.vn MMT-ATTT
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Nghi6n cfu thupt to6n hqc

miry fng dUng trong ph6t
hipn md dQc iot

"- Tim hi€u c6c 1o4i t6n c6ng m6 dQc

- Tim hiiSu c6c k! thupt phdn tfch tinh, phdn tich dQng mi dQc

- Tim hi6u b0 Dataset m6 dQc

- Thu nghiQm thuflt to6n tr6n bQ daraset tr6n

Tran Dic Tot tottd@huit.edu.vn MMT-ATTT
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Nghien cr?u thupt to6n hqc

mdy thu nghiEm ph6t hign
t6n cdng tu ch6i dich vU

trong IoT

"- Tim hi6u c5c lo4i t6n c6ng tu ch6i dich vu
- Tim hi6u c5c thupt toan hgc miry nhu Random Forest vd

Extremely Randomized Trees,

- Tim hi0u bQ Dataset CICIDS 2017, CSE-CIC-IDS 2018
- Tht nghiQm thuflt to6n tr6n b0 dataset tr6n

TrAn Dac TOt tottd@huit.edu.vn MMT-ATTT
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Tim hiOu vd tri6n khai
SolarWinds cho m4ng doanh

nghi6p

Tim hi€u giao thric gi6m s6t m4n g, citc ti€u chuAn vd y6u cAu vdi
hE thdng gi6m s5t m4ng, Tim hi6u uA SolarWinds vi c6ch trii5n

khai.
Nguy6n Qu6c Su sunq@huit.edu.vn MMT.ATTT
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Tim hiOu c5c k! thuft t6n

c6ng Web Applications vd

c6c giai ph6p phong ch6ng

Tim hiOu c6c k! thuflt gdy nguy co cao vdi Web Apps nhu
Footprint, spidering, detect load balancers, th[m dd web server

dir., web app vulnerability scanning, CSRF, XSS, 16 hOng

Wordpress Plugin, RCE, File Upload, backdoor... vi c6c giai
ph6p rd qu6t t6 hOne. phdns chdns.

Nguy6n Qudc Su sunq@huit.edu.vn MMT.ATTT
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Tim hi6u ve ky thuflt phan

tich luu lugn g citc nguy co
vi ph6t hiEn nguy co trong
mang, vi tim hi6u triiSn khai
gi6i ph6p IDS, Firewalls vi
Honeyspots

Tim hiiSu v6 ky thupt phan tich luu lugng cac nguy co vi ph6t
hiQn nguy co trong mA tim hiiSu ve nguy6n ly cta IDS, Firewall
vi Honeyspots vd triiSn khai gini ph6p tucrng tmg.

Nguy6n Qudc Su suno@.huit.edu.vn

-

MMT-ATTT
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Nghi6n criu vd ph6t tri6n
^ t .i

cdng cq ki0m thu bao mat tU

dQng cho rlmg dung web

. Tim hi€u c6c c6ng cU ki0m thu beo mat web ph6 bi6n (Burp
suite, owASP zAP).
. Xdy dpg c6ng cu kiiSm thu tU dQng dUa tr0n Python
(Selenium, Scapy).
. Ki6m ta cdc 16 hOng bio mflt tr6n rlmg dung web that.
. DSnh gi5 hiQu su6t vd d0 chinh x6c cta c6ng cu so vdi c6c gi6i

ph6p hiQn c6.

Nguy6n Thi HOng Thio thaonth@huit.edu.vn MMT.ATTT
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Nghi€n cftu vd ph6t hien t6n

c6ng vio h0 th6ng
Blockchain bing Deep

Learning

Nhfln diEn giao dich b6t thucrng trong hE th6ng Blockchain nhu
, ..1 .

rua ti0n, gian lfl.n.

Ap dpng Graph Neural Networks (GNN) d6 phdn tich lu6ng
giao dich.
HuAn luyQn m6 hinh trOn Elliptic Dataset, Ethereum Transaction

Data.
D6nh ei6 hiOu su6t

Nguy6n Thi HOng Th6o thaonth@huit.edu.vn MMT-ATTT
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Nghi0n cr?u k! thu4t di6u tra
phdn tich t6n c6ng Web

- Tim hi0u c6c k! thu4t tdn c6ng Web

- Tim hi6u diAu tra sO va di6u tra t6n c6ng Web
- Tim hi6u v0 ky thuflt di6u tra vd phdn tich phfa nguoi dtrng,

m6y chu, ...
- Xdy dUng cOns cu phdn tich d6 ph6t hiOn t6n c6ne

TrAn Thi Bich Vdn vanttb(dhuit.edu.vn MMT-ATTT
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Tim hi6u vC Reinforcement
Learning, nghiOn cfu vd xdy
ung dUng thuflt to6n Deep Q-
Learning trong ung dpng trd
choi

- Tim hi6u vA Reinforcement Learning,
- Tim hi6u Q - Learnirg, Deep Learnin g, ctrc m6 hinh hu6n

luyQn. Urg dUng thuflt todn,xu lf tinh hu6ng trong trd choi ty
chgn

TrAn Thi Bich Van vanttb(d.huit.edu.vn MMT-ATTT
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Tim hi6u thuBt toSn m5 h6a

DES va x6y dUng tmg dung

minh hqa chi ti6t qu6 trinh
md h6a vd giii m6.

- Tim hiOu c6ng nghe xdy dpg ung dUng nhu Web, Windows
Form Application.

- Tim hi6u chi tii5t thuft to6n m5 h6a DES.
- Xdy dUng vd tri6n khai r?ng dqng/web minh hga bdi to6n trong

-). r.

oe tat.

- YCu cAu: sinh vi6n hi6u bii5t v6 mpngmily tinh, c6ng nghe

Front-End hoflc l4p trinh C#. C6 trSch nhiEm.

Pham Tu6n Khi0m kh i emot(D.hu it. edu. vn MMT-ATTT
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Tim hi6u thupt to6n m6 h6a

AES-128 vd xdy dpg fng
dung minh hga chi ti6t que

trinh m5 h6a va giii m5.

- Tim hi6u c6ng nghe xdy dpg ung dUng nhu Web, Windows
Form Application.

- Tim hi6u chi ti6t thu0t toan m5 h6a AES- 128.
- Xdy dUng vd triiSn khai fng dgng/web minh hga bdi toan trong

-L ,..
oe ml.

- YOu cAu: sinh vi6n hi6u bitit vA m4ng m6y tinh, cdng nghe
Front-End hodc l6p trinh C#. C6 tr6ch nhiOm.

Pham Tu6n Khi0m khiemot@.huit.edu.vn MMT-ATTT
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Nghien cfu c6c phucrng

ph6p t6n c6ng ve phdng thu
trong mAng Software-

Defined Networking (SDN)

TOng quan ve rci6n trfic SDN, c6c thanh phAn chinh (Controller,
switches, applications), uu di6m vd nhugc dii5m cria SDN.
C6c phucrng ph6p t6n c6ng SDN: Chc l5 hOng b6o mflt trong

SDN, c6c phucrng ph6p t6n c6ng ph6 bi6n
Phdn tich rui ro: D6nh gi6 rui ro bio mat ffong mang SDN.
Cdc phucrng ph6p phdng thu SDN: Circ gi6i phSp bao mQt cho

SDN
Xdy dUng m6i trulng SDN thu nghiEm vd d6nh gi6 hiQu qui cua

c6c phuong ph6p phdng thfi.

Dinh Huy Hodng hoansdhuv@.huit. edu.vn MMT-ATTT
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Ph6n tfch va ph6t hiQn md

\
dQc blng k! thuAt Static vi
Dynamic Analysis

ransomware), k! thuat che gi6u md dQc.

Analysis: Phdn tich md ngu6n ho6c md nhi phdn cua mE

dQc mi kh6ng thgc thi no

Dynamic Analysis: Thgc thi m5 dQc trong mQt m6i trudng an

(sandbox, virtual machine) vir quan s5t hdnh vi cua n6 ( thay
d6i regiStry, t4o file, tet nOi mang).

fiSt hqrp ci hai phuong ph6p ile ph5t hiEn va phdn tich m6 dQc

mQt c6ch hieu qua.

Xdy dUng mQt hE th6ng tU dQng ph6t hiEn m6 dQc dga tr0n ki5t

quan c6c lo4i md dQc

Static

(vf dg: virus, worrn,

tich.

Einh Huy Hoang ho angdhuy@huit. edu. vn MMT.ATTT
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