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Tim hiéu v& HA va trién khai |"- Nghién ctru cac giai phap HA

3 hé théng HA dich vu Active | - Nghién ctru cac co ché hoat dong cua cac dich vu HA Tran Déc Tt tottd@huit.edu.vn MMT-ATTT
Directory - Trién khai hé théng HA cho céc dich vu Active Directory
Tim hiéu vé& HA va trién khai |"- Nghién ctru cc giai phap HA

4 hé théng HA dich vu File - Nghién ctru cac co ché hoat dong cia cac dich vu HA Trin Dic Tbt tottd@huit.edu.vn MMT-ATTT
Server - Trién khai hé théng HA cho céc dich vu Active Directory
Nghién ctru va trién khai cic |"- Nghién ctru cac giai phap HA

5 giai phép bao mat cho - Nghién ctru cac co ché hoat dong ciia cac dich vu HA Trin Dic Tbt tottd@huit.edu.vn MMT-ATTT
webserver - Trién khai hé théng HA cho céc dich vu Active Directory
Tim hiéu tiéu chuén cac h¢
théng giam sat mang hién Tim hiéu vé giao thirc giam sat mang, c4c thach thirc yéu ciu x g .

6 3 1rid a2 G e R YN, sung@huit.edu.vn MMT-ATTI
nay va trién khai hé thong V@i gidm sat mang, trién khai hé thong PRTG gy Quoetiu subghiiadisyn
PRTG
Tim hiéu v& nguy co mit an |Tim hiéu vé c4c 15 hdng trén thiét bj Android, cac nguy co méat
toan thong tin trén Mobile  |an toan théng tin, cac k¥ thuat khai thac, tAn cong thiét bi AN A an . TTT

7 P 3\ . A , , ~ : P __q@_~__~_ =
Platforms va cach phong android thdng qua g dung chira ma doc, DoS, ADB va céc Meuyta/ Qube Six sung e huit.edibvn ANAESE:
chéng giai phap phat hién, phong chéng
Tim hidu v& cac k¥ thuét tAn |Tim hiéu v& c4c nguy co méit an toan véi méay chu web, thuc

8 cong may chu Web va cac hién mot sb ky thuat tn cdng may chu web, cac tiéu chudn an  |Nguyén Québc Sir sung@huit.edu.vn MMT-ATT1

giai phap phong chéng

toan voi may chi web va cac giai phap phong chéng .




Tim hiéu v& ky thuat tin

Tim hiéu vé& cac nguy co va hau qué trude ky thuat Social

9 cdng Social Engineering va  |Engineering, cling nhu cac phuong phép tin cong Sniffing Nguyén Québc Sir sunq@huit.edu.vn MMT-ATTT
cach phong chéng Credentials, Phising,...va cac giai phap phong chdng hiéu qua.
« Nghién citu cach thirc tin cong SQL Injection va cac bién thé
phd bién (Error-based, Blind, Union-based).
Nghién ctru va mg dung :Thl;l thap va phan tich céc truy van SQL hop 1€ va doc hai tir
thuét toan C4.5 Decision japong yey
10 TR v A A + Sir dung thujt todn C4.5 Decision Tree dé phén loai truy vn |Nguyén Thi Héng Thao |thaonth@huit.edu.vn MMT-TT
Tree d¢€ phat hién tan cong R .2
SQL Injection SQL an toan va nguy hiém.
J « Kiém thir mé hinh trén img dung web thir nghiém (bWAPP
hoac DVWA).
+ Danh gia higu suft phét hién tin cong
« Phén tich cac dac diém ciia ma doc phd bién (Trojan,
T Ransomware, Keylogger).
h .
Eﬁaﬁ’;:;gi d‘:)“[ﬁ s‘;‘:i . 4é |+ Thu thap di ligu tir hé théng Windows.
11 ine i . « Ap dung thuat toan Random Forest dé phan loai tién trinh an |Nguy&n Thi Hong Thao |thaonth@huit.edu.vn MMT-TT
phat hién ma doc trong hé S i iz
théng Windows toan va nguy hiém.
Thur nghiém trén tap dir liéu: Ember Dataset, BIG 2015
« Danh gia higu suit mé hinh.
« Phan tich céc dac trung cua email lira ddo (Domain gia mao,
Nghién ciru va tmg dyng tr khéa ({angA ng(r: l.lfn két c.i(,)c 1’32.11)‘. ' .
thuat todn Random Forest dé * Thu thép tép dir liéu email thét tir cdc ngudn nhu
12 A e aa SpamAssassin, Enron Dataset. Nguyén Thi Hong Thao |thaonth@huit.edu.vn MMT-TT
phat hién email lira dao J . i g 2 gk . ]
L. . » Huan luyén thudt toan Random Forest d€ phén loai email an
(Phishing Email) N sainat
toan va email lira dao.
* Danh gia d9 chinh x4c cia md hinh trén tap dir liéu thuc té.
* Phan tich cac dac trung cua email lira ddo (Domain gia mao,
Nghién cliwva-ting dung tir khoa dAangA ngo:, l}?n két <.i(_)c l}al)‘. : :
thuit todn Naive Bayes d& * Thu thép tdp dir liéu email that tir cac ngudn nhu
13 S it y7 SpamAssassin, Enron Dataset. Nguyén Thj Hong Thao thaonth@huit.edu.vn MMT-TT
phét hién email lira dao £ A A . 3 2 :
. . * Huan luyén thuat toan Naive Bayes dé€ phan loai email an
(Phishing Email) iy RN
toan va email lira dao.
» Déanh gia d§ chinh xac ctia md hinh trén tap dir liéu thuc té.
Tim hiéu c4c ky thuat t4 o . ; e
ey ?iza?iitnt?vla Tim hiéu mot s ky thuat tan cong: CSRF, XSS, 1 héng
14 Ig Wb APpIICations Wordpress Plugin, RCE, File Upload, backdoor... va thuc thi  |Trin Thi Bich Van vanttb@huit.edu.vn MMT-ATTT
trién khai giai phép phong 4 phép phone chén
chéng giai phap phong g
I(“;Irl: h:llll (:Sa:cll(li‘,ithu'?‘i'itgs Tim hiéu, phan tich mot sb co ché tén cong API Security, trién
15 g AT Security, frien i hé théng minh hoa va thyc hién phuong an phong tha Trén Thi Bich Vén vanttb@huit.edu.vn MMT-ATTT
khai hé thong tan cong va ..
phong thu g tne.
Tim hiéu vé co ché xd thye Tim hiéu mot s6 co ché xac thur, xé4c thuc c6 ma hod, xéac thuc
16 dang nhap, trién khai hé ’ Y ) > " |Tran Thi Bich Van vanttb@huit.edu.vn MMT-ATTT

théng minh hoa

dang nhap 1 14n, trién khai hé théng minh hoa




S o - Tim hiéu cong nghé¢ Jamstack, bao g{‘)m: Javascript, APIs,
Tim hiéu cong nghé o s N L =
e ; Markup va cac ngdn ngir ho tro xay dung front-end Web.
Jamstack va xay dung Ung | 13 hisy o tiét thuat todn DES :
17 dung Web minh hoa bai toan . i E e i e S i Pham Tuan Khiém khiempt@huit.edu.vn MMT-ATTT
T AN g - Xay dyng va trién khai web minh hoa bai toan trong d¢ tai.
tim tat ca cac khoa con (16 NEE D R N R e 2
khéa) trong thudt todn DES. - Yéu cau: 51'nh ,vnen hfu biét vé ma hoa cdng khai, cong nghé
Front-End. C6 trach nhiém.
Tim hiéu cong nghé - Tim hiéu cong nghé Jamstack, bao gdm: Javascript, APIs,
Jamstack va xdy dung tng  |Markup va cac ngdn ngit hd trg xay dung front-end Web.
18 d‘ung;Wefb r,ninh ¥1oa l?z‘iiAtoén ) Tifn hiéu Ch,i tiéﬁ thuat'toén Al:f‘s’ e A Pham Tuén Khiém khiempt@huit.edu.vn MMT-ATTT
tim tat ca cac khéa mo rong | - X4y dung va trién khai web minh hoa bai toan trong d¢ tai.
(10 khoa) trong thuat toan - Yéu cAu: sinh vién hiéu biét v& ma hoa cong khai, cong nghé
AES. Front-End. C6 trach nhiém.
- Tim hiéu cong nghé Jamstack, bao gdm: Javascript, APIs,
Tim hiéu cong nghé Markup va cac ngon ngit h trg xay dung front-end Web.
Jamstack va xdy dung tng - Tim hiéu chi tiét thuat toan Hill. P ” . :
19 dung Web minh hoa thuét - Xay dung va trién khai web minh hoa bai toan trong dé tai. Phigm. S K o Khiemptahuitedu s MNEEATETE
todn ma héa va giai ma Hill. | - Yéu cAu: sinh vién hidu biét vé ma héa cong khai, cong nghé
Front-End. C6 trach nhiém.
- Tim hiéu cong nghé Jamstack, bao gdm: Javascript, APIs,
Tim hiu cong nghé Markup va cac ngon ngir hd trg xay dung front-end Web.
Jamstack va xdy dung trng - Tim hiéu chi tiét vé phén tir sinh, nhém nhéan, ham Euler,
20 dung Web minh hoa bai toan |Modulo. Pham Tuén Khiém khiempt@huit.edu.vn MMT-ATTT
tim tAt ca cac phan tir sinh - X4y dung va trién khai web minh hoa bai to4n trong dé tai.
ctiia nhom nhén Zp*. - Yéu cdu: sinh vién hiéu biét vé ma héa cong khai, cong nghé
Front-End. Cé trach nhiém.
o Thu thép nhét ky tir nhiéu ngudn khac nhau.
X4y dung va Quan tri Hé o Xitr Iy va chuén hoa nhit ky.
21 théng Quan 1y Nhat ky (Log | o Tim kiém va phén tich nhat ky. Dinh Huy Hoang hoangdhuy@huit.edu.vn  [MMT-ATTT
Management System) o Phat hién cac su kién bét thuong.
0 Tao béo cao va canh bao.
o Phan tich luu lugng mang dé phat hién cac hanh vi dang ngd.
o Str dung rule va signature dé phat hién tan cong da biét.
Xay dung va Quan tri Hé o Phat hién c4c tn cong zero-day bing k¥ thudt anomaly
22 théng Phat hién va Ngan detection. binh Huy Hoang hoangdhuy@huit.edu.vn [MMT-ATTT
chan Xam nhap (IDPS) o Ngin chan tin cong bing cach chin luu luong hogc reset két
nbi.
o0 Tao bao co v& cac su kién bao mat.
o Dong goi ung dung vao container.
Xay dung vA Quin trj He o Trién khai va quan ly container. .
23 P LT o Ty dong héa quy trinh build va deploy container. Dinh Huy Hoang hoangdhuy@huit.edu.vn  [MMT-ATTT
thong Containerization R 3 .
o Scaling ing dung bang container.
o Quan ly tai nguyén container.
o Xéac thyc nguoi dung.
Xay dung va Quan tri Hé o Uy quyén truy cip tai nguyén.
24 théng Quéan Iy Xac thuc v | o Quan ly vai trd va quyén. Dinh Huy Hoang hoangdhuy@huit.edu.vn |MMT-ATTT
Uy quyén (IAM) o Multi-factor authentication (MFA).
o Single sign-on (SSO)




25

Xay dung va Quan tri Hé

o Phan phéi luu lugng dén nhiéu server.

o Cai thién hi¢u nang va kha ning chiu 13i.

théng Cén bang Tai (Load
Balancing System)

o Sir dung céc thuét toan cin bang tai.
o Health check server.

Dinh Huy Hoang

hoangdhuy@huit.edu.vn  |[MMT-ATTT
o SSL termination.
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