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Nghi6n ct?u c6c k! thuQt

phan tich tinh tmg dung

trong ph6t hiEn m5 dQc iot

"- Tim hi6u c6c lo4i t6n cdng ma dQc

- Tim hi6u c5c k! thuflt phdn tich tinh
- Tim hi6u bQ Dataset m6 dQc

- Thft nghiQm thupt to6n tr6n bQ dataset tr6n

Tr6n DAc TOt tottd@.huit.edu.vn MMT-ATTT
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Nghi0n criu c6c k! thupt
ph6n tich dQng ring dung

trong ph6t hiEn m5 d6c iot

"- Tim hi0u c6c lo4i t6n c6ng m5 dQc

- Tim hi0u c6c k! thuflt phdn tich dQng m5 dQc

- Tim hi6u bQ Dataset md dQc

- Thu nghiQm thu4t to6n tr6n b0 dataset tr6n

Trdn Dac T6t tottd@huit.edu.vn MMT-ATTT

J

Tim hiOu vC Ha vd trii5n khai
h0 th6ng HA dich vu Active
Directory

"- Nghi6n criu c6c gi6i ph6p HA
- Nghi0n cfu c6c co ch6 ho4t dQng cua c5c dich vp HA
- Trii5n khai hE th6ng HA cho c6c dich vg Active Directory

Trdn D[c Tot tottd@huit.edu.vn MMT-ATTT
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Tim hi6u vC ga va tri6n khai
hq th6ng HA dich vu File
Server

"- Nghi6n cr?u citc gitti ph6p HA
- Nghi6n cttu c6c co ch6 hoat dQng cria c6c dich vp HA
- Tri6n khai hQ th6ng HA cho c6c dich vg Active Directory

Trdn Dac T6t tottd@.huit.edu.vn

-

MMT-ATTT
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Nghi6n cfu va tri6n khai c6c

gi6i ph6p bdo mft cho

webserver

"- Nghi0n cfu c6c giai ph6p HA
- Nghi0n cftu c6c co ch6 hoat dQng cta c5c dich vU HA
- Trii5n khai he thdng HA cho c6c dich vu Active Directory

TrAn Dac TOt tottd(D.huit.edu.vn MMT-ATTT
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Tim hi6u ti6u chudn c6c hE

thdng gi6m s6t m4ng hiQn

nay vd triiSn khai hQ th6ng
PRTG

Tim hiiSu vA giao thfc giam s6t m4ng, c6c th6ch thric y6u cAu

vdi gi6m s6t m4ng, triOn khai hE th6ng PRTG
Nguy6n Qu6c Su suno(Dhuit.edu.vn MMT-ATTT
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Tim hi6u vA nguy co m6t an

toan th6ng tin tr6n Mobile
Platforms vir c6ch phdng

chdng

Tim hi6u vd c6c 15 hOng tr€n thi6t bi Android, c5c nguy co m6t

an toin th6ng tin, c6c k! thu4t khai th6c, t6n c6ng thiiSt bi
android th6ng qua tmg dUng chfa mI dQc, DoS, ADB vir c6c

gi6i ph6p phat hiQn, phdng chOng

Nguy6n QuOc Su suno(D.huit.edu.vn

-

MMT.ATTT

Tim hi6u vC c6c k! thufi t6n

c6ng mhy chu Web vi c6c

gini ph6p phdng chdng

Tim hi6u v€ c6c nguy co m6t an todn vdi m6y chu web, thgc
hien mQt sO ky thuflt t6n cdng m6y cht web, c6c ti6u chuAn an

toan vdi m6y chri web vd c6c gi6i ph6p phong chdng .

Nguy6n QuOc Su suno(D.huit.edu.vn MMT-ATTT
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Tim hi6u uA ky thupt t6n

c6ng Social Engineering vd

c6ch phong ch6ng
QuOc Su sunq@huit.edu.vn MMT-ATTT

l0

Nghi6n cr?u va img dUng

thuflt to6n C4.5 Decision
Tree dC ph6t hiQn t6n c6ng

SQL Injection

. Nghi0n ct?u c6ch thuc t6n c6ng SQL Injection vi c6c bi6n th€
ph6 bi6n (Error-based, Blind, Union-based).
. Thu thap vi phdn tich c6c truy v6n SQL hqp lE vd dQc hai tu

hE th6ng web
. Su dung thuflt toan C4.5 Decision Tree d0 phdn loai truy v6n

SQL an toiur vd nguy hiOm.
. Ki6m thu md hinh tr6n ung dung web thu nghiem (bWAPP

hoflc DVWA).
. DSnh ei6 hi6u su6t ph6t hiOn t6n c6ne

Nguy6n Thi Hdng Thio thaonth@huit.edu.vn MMT-TT

ll

Nghi€n criu vd ring dUng

thuflt to6n Random Forest d6

ph6t hiEn md dQc trong hQ

th6ng Windows

. Phdn tfch c6c dflc <ti6m cua m5 dQc ph6 bi6n (Trojan,
Ransomware, Keylogger).
. Thu thAp dir liEu fi h9 th6ng Windows.
. Ap dUng thuQt to6n Random Forest dC phdn loai ti6n trinh an

todn vd nguy hiOm.

Thu nghiCm tr6n tAp df liQu: Ember Dataset, BIG 2015
. DSnh ei6 hiOu su6t md hinh.

Nguy6n Thi H6ng Thao thaonth@huit.edu.vn MMT-TT

t2

Nghi6n cr?u va img dUng

thuQt to6n Random Forest di3

ph6t hien email lira dao

(Phishing Email)

. Phdn tich c6c dflc trung cta email lira dio (Domain gi6 mpo,

tt kh6a d6ng ngd, 1i6n ttit eQc hai).
. Thu thap tap dt liQu email that tir c6c ngu6n nhu
SpamAssassin, Enron Dataset.
. Hu6n luyQn thupt to6n Random Forest tl6 phdn lopi email an

todn vd email lua d6o.
. E6nh gi6 d0 chinh x6c cua m6 hinh tr6n tflp dtr liEu thUc t6.

Thi H6ng Thao thaonth@huit.edu.vn MMT-TT
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Nghi0n criu vd fng dUng

thuflt to6n Naive Bayes d6

ph6t hiEn email lua d6o

(Phishing Email)

. Phdn tich c6c dflc trung cua email lira dao (Domain gi6 mBo,

tir kh6a d6ng ngd, li6n tet eoc hai).
. Thu thap tap dfr lieu email that tir c6c ngu6n nhu
SpamAssassin, Enron Dataset.
. Hu6n luyQn thuQt to6n Naive Bayes d0 phdn loai email an

todn vd email lta d6o.
. D6nh gi5 d0 chinh x6c cria mO hinh tr0n tOp dt liEu thuc ti5.

Thi Hdng Thao thaonth@.huit.edu.vn MMT-TT
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Tim hiOu c6c k! thufi t,5n

c6ng Web Applications vir
trii5n khai gi6i ph6p phdng
chdne

Tim hi6u mQt sO ky thuflt t6n c6ng: CSRF, XSS, 16 h6ng
Wordpress Plugin, RCE, File Upload, backdoor... vd thUc thi
gitiph6p phdng ch6ng.

lrr* rhi Bich v6n

I

vanttb(d.huit.edu.vn MMT-ATTT

l5

Tim hi6u c6c k! thuflt t6n

c6ng API Security, Tri6n
khai hq th6n gt6'n c6ng vd

phdng thu

Tim hii5u, phen tich mQt s6 co chi5 t6n cOng API Security, tri6n
khai hQ th6ng minh hoa vi thuc hiEn phucrng an phdng tht
tucrng img.

Trdn Th! Bich Van vanttb@.huit.edu.vn MMT.ATTT

l6
Tim hi6u vd co ch6 x6c thuc
clang nhQp, trii5n khai hE

th6ng minh hoa

Tim hi6u mQt sO co ch6 x6c thyc, x6c thuc c6 m5 hoa, x6c thgc
dang nhflp 1 lAn, tri6n khai hQ th6ng minh hoa

TrAn Thi Bich Vdn vanttb@huit.edu.vn MMT.ATTT

alr,rn hi6u vd c6c nguy co vir hQu qua tru6c kI thu6t Social 
I

lEngineering, cfrng nhu c6c phuong ph6p t6n c6ng Sniffing lNguy6n
f 
Credentials, Phising,...va cdc giitiph5p ph6ng ch6ng hiEu que. 

II



t7

Tim hi6u c6ng nghe

Jamstack va xdy dpg ring
dung Web minh hga bai toSn

tim t6t ch cdc kh6a con ( 16

kh6a) trong thuflt to6n DE,S.

Tim cdng nghe Jamstach bao Javascript, APIs,

vd c6c ng6n ngir h6 trq xdy dgng front-end Web.

- Tim hiOu chi ti6t thu0t toan DES.

- Xdy dUng vd trii5n khai web minh hga bdi to6n trong OC tai.

- YCu cdu: sinh vi6n hi6u biiSt v6 m6 h6a cdng khai, cOng nghe

Pham Tu6n Khi6m

C6 tr6ch

-ATTT
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Tim hi6u cOng nghe

Jamstack vd xdy dpg rmg

dUng Web minh hga bdi toan

tim t6t ca chc kh6a m& rQng

( l0 kh6a) trong thuflt to6n
AES.

Tim c6ng nghe Jamstack, bao Javascript, APIs,

Markup vd c6c ngdn ngir h5 trq xdy dpg front-end Web.

- Tim hi6u chi tiiSt thu0t to6n AES.
- Xdy dUng vi triiSn khai web minh hea bii toan trong Oe tai.

- YQu cAu: sinh vi0n hi€u biiSt v6 m5 h6a c6ng khai, c6ng nghe

TuAn Khi6m

C6 tr6ch

MMT.ATTT
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Tim hi0u c6ng nghe

Jamstack va xdy dgng ring

dUng Web minh hga thuflt
todn md h6a va giai m5 Hill.

- Tim hiOu c6ng nghe Jamstack, bao g6m: Javascript, APIs,

Markup vh c6c ng6n ngff h6 trq x6y dpg front-end Web.

- Tim hiOu chi ti6t thu0t to6n Hill.
- Xdy dung va tri6n khai web minh hqa bai to6n trong OA tai.

- YCu cAu: sinh vi6n hiiSu bi6t v€ md h6a c6ng khai, c6ng nghe

Front-End. C6 tr6ch nhi6m.

Pham Tu6n Khi6m khiemot@.huit.edu.vn MMT-ATTT
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Tim hiOu c6ng nghe

Jamstack vd xdy dgng ring
dUng Web minh hqa bii toan

tim t6t cit cdc phan tu sinh

cria nh6m nhdn Zp*.

- Tim hieu c6ng nghe Jamstack, bao g6m: Javascript, APIs,

Markup vh c6c ng6n ngfi h5 trq xdy dgng front-end Web.

- Tim hi6u chi tiOt v0 phdn tri sinh, nh6m nhdn, hdm Euler,

Modulo.
- Xdy d1mg vd triiSn khai web minh hga bai to6n trong Oe tai.

- YCu cAu: sinh vi6n hi6u bitit vC md h6a c6ng khai, c6ng nghe

Front-End. C6 tr6ch nhi6m.

Tu6n Khi6m khiemnt@.huit.edu.vn MMT-ATTT
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Xdy dUng vd Quin tri He

th6ng Quan ly Nhat ky (Log
Management System)

o Thu thOp nh0t k)? tt nhi€u ngu6n kh6c nhau.

o Xu lf vn chuAn h6a nhat ky.

o Tim ki6m va phdn tfch nhpt lcj.

o Ph6t hiEn c6c sU kien b6t thucrng.

o Tao b6o c6o vd cdnh b6o.

Dinh Huy Hoang ho an sdhuv@,h uit. edu. vn MMT-ATTT
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Xdy dUng vd Qutn tr! HQ

th6ng Ph6t hien vi Ngln
chan Xdm nhflp GDPS)

o Phdn tich luu lugng m?ng d0 ph6t hiEn c6c hirnh vi ding ngd.

o Su dung rule vd signature d0 ph6t hiEn t6n c6ng da bi€t.

o Ph6t hiQn c6c t'5n c6ng zero-day bang kI thuQt anomaly

detection.

o NgIn chan r5n c6ng bang c6ch chfln luu lugng hoflc reset k6t
K.

nor.

o Tpo b6o c5o vC c6c sg kiQn b6o m0t.

Dinh Huy Hoang hoan sdhuv@huit. edu. vn+ MMT-ATTT
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Xdy dpg vi Quan tri HE

th6ng Co ntain erization

o D6ng g6i tmg dUng viro container.

o Trii5n khai vir quin ly container.

o TU dQng h6a quy trinh build vi deploy container.

o Scaling ung dUng bAng container.

o Quan lf tai nguy6n container.

Dinh Huy Hoang ho an sdhuv@huit. edu. vn

-

MMT-ATTT
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Xdy dUng vd Quan tri HE

th6ng Quan ly Xdc thuc vi
Uy quyAn QAM)

o X6c thyc ngubi dirng.

o Uy quyAn truy cap tii nguy6n.

o Quan lf vai trd vir quy0n.

o Multi-factor authentication (MFA).
o Single sisn-on (SSO)

Dinh Huy Hoing ho an edhuv@huit. edu. vn MMT.ATTT



l*t duns vd euin tri He I

ItfrOng 
Cdn bang Tai (Load 

I

lBalancing 

System) 
|

o Phdn ph6i luu lugng d6n nhi6u server.

o Cii thiQn hiEu n[ng va khd nlng chiu l6i.
o Su dUng c6c thuflt to6n cdn bin g tti.
o Health check server.

o SSL termination.

25 Dinh Huy Hodng MMT-ATTT
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