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BO CONG THUONG CONG HOA XA HQI CHU NGHIA VIET NAM

TRUONG PAI HQC CONG THUONG Péc 1ap - Tw do - Hanh phiic
THANH PHO HO CHI MINH
CHUONG TRINH PAO TAO

(Ban hanh theo Quyét dinh s6: 2551 /QP-DCT ngay 19 thang 8 nam 2024
cua Hiéu truong Truwong Pai hoc Cong Thuong Thanh pho Ho Chi Minh)

Tén chwong trinh dao tao (tiéng Viét): AN TOAN THONG TIN
Tén chwong trinh dao tao (tiéng Anh): Information Security
Trinh d¢ dao tao: Pai hoc
Nganh dao tao: An toan thong tin
Ma nganh: 7480202
Linh vue: May tinh va cong ngh¢ thong tin
Hinh thirc dao tao: Chinh quy
Théng tin vé kiém dinh chét lwong chwong trinh dao tao:

Chuong trinh ddo tao nganh An fodn théng tin trinh d6 dai hoc Truong dat tiéu chuin
chat lugng gido duc do Bo truéng Bé Gido duc va Bao tao ban hanh (MOET), tit nam 2023.
1. Muc tiéu dao tao
1.1. Muc tiéu chung

Dao tao ngudn nhdn luc nganh an toan thoéng tin c6 trinh d6 chuyén mén cao, kién thirc

khoa hoc co ban va kién thirc co sé viing chac, k¥ nang nghé nghiép gioéi, co6 pham chat dao
durc, chinh tri viing vang, co6 stic khoe tot dap ung yéu cau phat trién kinh té - xa hoi trong linh

vuc an toan thong tin; ¢6 trach nhi€ém va dao duac nghé nghiép, y thuc phuc vu cong déng; bao
dam qudc phong - an ninh va hoi nhap qudc té.

1.2. Muc tiéu cu thé

Cir nhan nganh an toan thong tin cé hiéu biét sau rong vé kién thic co s& nganh, kién
thirc chuyén nganh an toan thong tin ciing nhu nén tang khoa hoc co ban vimng chac dé van
dung kién thtrc chuyén mon giai quyét nhitng van dé thuc tién, dap Gmg yéu cau cong viée trong
linh vuc an toan thong tin. Ngoai ra, cir nhan nganh an toan thong tin con duogc trang bi nhiing
k¥ nang thuyc hanh nghé nghiép mot cach thuan thuc nhu ki ning phan tich va giai quyét cac
van dé vé ky thuat thudc an toan thong tin, co tu duy hé théng, 1am viéc doc lap, theo nhom,
k¥ ning va thai d6 1am viéc chuyén nghiép, k¥ ning giao tiép twong tac, str dung ngoai ngi
hiéu qua trong hoat dong nghé nghiép. Bén canh d6, ctr nhan nganh an toan thong tin c6 kha



ning hoc tip sudt doi, thich nghi v6i méi trudng 1am viée da dang trong bdi canh thay doi vé
cong nghé va sy phat trién ctia x3 hoi.

K¥ su nganh an toan thong tin c6 du cac nang luc cua ctr nhan nganh an toan thong tin.
Ngoai ra, k¥ su nganh an toan thong tin con dugc trang bi thém kién thirc chuyén mon chuyén
sdu, ndm virng nguyén ly chuyén nganh, 1am cha duoc kién thirc trong linh vuc an toan théng
tin, c6 k¥ ning thuc hanh nghé nghiép mét cach thanh thao trong quan 1y, xay dung va trién
khai dy an thudc linh vyuc an toan thong tin.

2. Chuin diu ra chwong trinh dao tao

Sau khi hoan thanh khéa hoc, ngudi hoc c6 kién thirc, k§ ning, ning luc thyc hanh nghé
nghi¢p nhu sau:

2.1. Chuén dau ra

Ky R . S MDNL | MPNL
hidu Chuan dau ra cua chwong trinh dao tao

Cirnhan| KV sw

a Kién thue

PLO1 | Ap dung kién thirc co ban vé khoa hoc va x3 hoi (bao gdbm
toan, CNTT, ly luan chinh tri, phép luat, quan ly) vao trong C3 C3
hoat dong cua nganh An toan thong tin

PLO1.1 Ap dung duogc céac kién thic co ban vé toan, khoa hoc co ban
lam nén tang cho viéc tiép thu, van dung céac kién thuc cot 161 C3 C3
cua nganh An toan thong tin.

PLO1.2 Ap dung dugc cac kién thirc vé khoa hoc xi hoi (Iy luan chinh

tri) va gido duc qudc phong - an ninh trong hoat dong thyc tién. €3 €3

PLO1.3 | Ap dung dugc cac kién thirc co ban vé cong nghé thong tin
lam nén tang cho vi¢c tiép thu, van dung cac kién thuc cot 161 C3 C3
cua nganh an toan thong tin

Phéan tich va t6 chuc duoc cac kién thue 1y thuyét nganh,
chuyén nganh sau rong va klen thire thuc té viing chic dé lya
chon hudng giai quyét cac van dé trong linh virc an toan thong
tin

C4

PLO2 ; :
Tong hop dugc cac kién thirc, nguyén 1y cua nganh, chuyén

nganh sau rong va kién thic thyc t€ viing chiac dé dua ra C5
phuong an gidi quyét cac van dé trong linh vyc an toan thong
tin

Phan tich va t6 chirc dugc cac kién thirc co s¢ nganh dé nhan
biét va lya chon hudng gidi quyét cac van dé trong linh vuc an C4

PLO2.1 toan thong tin

Tong hop duoc cac klen thire, nguyén ly co' s¢ nganh dé dua
ra phuong 4n giai quyét cac van dé trong linh vuc an toan thong C5
tin




Ky
hiéu

Chuéin diu ra ciia chwong trinh dao tao

MDNL
Cw nhan

MDNL
Ky sw

PLO2.2

Phan tich va t6 chtrc dugc cac kién chuyén nganh va kién thire
thuc té vitng chac dé lya chon phuong an giai quyét cac van dé
trong linh vyc an toan thong tin

C4

Téng hop duoc cac kién thtrc, nguyén 1y chuyén nganh va klen
thire thue té vitng chic dé dua ra phuong an giai quyét cac van
dé trong linh vyc an toan thong tin

G5

K§¥ ning, phim chit c4 nhan

PLO3

Thuc hién thuan thuc k¥ ning nghé nghiép bao gom ky nang
tu duy hé thong dé dwa ra giai phap xu 1y cac van dé trong linh
vuc an toan thong tin

P3

Thuc hién thanh thao k¥ nang nghé nghiép bao gém k¥ nang
tu duy hé thong, phan tich, tong hop, danh gia thong tin d€ dua
ra giai phap xu ly cac van dé trong linh vuc an toan thong tin

P4

PLO3.1

Thuc hién thuan thuc k§ ning phén tich, thiét ké giai phap cho
cac van dé trong linh vyc an toan thong tin

P3

Thuc hién thanh thao k¥ ning phan tich, thiét ké va danh gia
giai phap cho cac van dé trong linh an toan thong tin.

P4

PLO3.2

Thuc hién thuan thuc k¥ ning xay dung va trién khai giai phap
de xu 1y cac van dé trong linh vuc an toan thong tin

P3

Thuc hién thanh thao k¥ ning xay dung va trién khai giai phap
de xu 1y cac van dé trong linh vyuc an toan thong tin

P4

PLO4

Thuc hién thuan thuc k¥ nang tu hoc, nghién ctru va kham pha
tri thuc trong linh vuc an toan thong tin

P3

P3

PLOS

Tuan tha dao duc va trach nhiém nghé nghiép (trung thyc,
chinh truc, y thuc k¥ luat)

A3

A3

K¥ ning twong tac

PLO6

Thuc hién chinh x4c k§ ning hop tac, to chirc va 1am viéc theo
nhom (nhom hoc tap, nhém nghién ctru, nhom cau lac bd & to
chtrc sinh vién, ... )

P3

P3

PLO7

Thuc hién thanh thao k¥ ning truyén dat va trao d6i théng tin
bao gom k¥ nang st dung ngoai ngir phuc vu cong vi¢c chuyén
mon

P4

P4

PLO7.1

St dung thanh thao k¥ ning truyén dat va trao doi thong tin
trong linh vyc an toan thong tin

P4

P4

PLO7.2

Str dung thanh thao k¥ nang sir dung ngoai nglt phuc vu cong
viéc trong linh vyc an toan thong tin

P4

P4




MDNL | MDNL
Cirnhan | K¥ sw

Ky

hiéu Chuin diu ra ciia chwong trinh dao tao

d N:ing lwe thwe hanh nghé nghiép (Ning lwc tw chi)

PLO8 | Phén tich duoc bdi canh xa hoi va doanh nghiép, tu dinh
huéng, ap dung kién thirc dé dua ra két luan chuyén mén, ¥
tudng, giai phap dap tng nhu cau doanh nghiép va xa hoi hoic
khoi nghiép trong linh vuc an toan thong tin

PLO9 | Thyc hién thuan thyc viéc 1ap ké hoach, diéu phéi, danh giava | P3
cai thién hiéu qua cac hoat dong trong linh vuc an toan thong
tin

R4 R4

Thuyc hién thanh thao viéc t6 chic, quan ly, cai tién cac hoat P4
dong chuyén mon trong linh vuc an toan thong tin

Ghi_chii: MPNL (Mitc d¢ ndng lwc) trong bing ndy dwoc do theo cdc thang: Kién thike
(Bloom’s Taxonomy- Cognitive domain); Ky nang hanh vi (Bloom’s Taxonomy - Psychomotor
domain),; Ky nang cam xuc- thai do (Bloom’s Taxonomy - Affective domain) va Trinh dj nang
luc (Crawley-Proficiency Rating scale)
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3. Khdi lwong hoc tip

TT Khéi kién thirc Khdi lwong hoc tap | Ty 1é %
1 | Gido duyc dai cuong 29 tin chi 19%
2 | Co s6 nganh 41 tin chi 27%

Chuyén nganh (bao g(k),m kién thirc hoc ky
3 | doanh nghiép dugc bo tri giang day vao 51 tin chi 34%
hoc ky 7)
4 | Chuyén sau dac thu 30 tin chi 20%
Tong so tin chi tich liy 151 tin chi 100%

Khdi lugng hoc tap trén khong bao g?)m Giéo duc thé chat, Gido duc quéc phong
- an ninh.

4. Thoi gian dao tao

Thoi gian thiét ké: 4 nam.

Chuong trinh dao tao chuyén sau dac thu thyc hién dao tao 2 giai doan, cép béng
ctr nhan (hoan thanh giai doan 1 — dai hoc), k¥ su (hoan thanh giai doan 2 — chuyén sau
dac thu)

Thoi gian hoan thanh chwong trinh ddo tao tdi da bao gdm thoi gian thiét ké va
thoi gian duge phép kéo dai duoc quy dinh trong Quy ché dao tao dai hoc theo hé thong
tin chi (Ban hanh kém theo Quyét dinh sé 3020/QD-DCT ngay 19/10/2023 cua Hiéu
truong Truong Pai hoc Cong Thuong Thanh phé H6 Chi Minh).

5. Vin bing tot nghiép

Cép bang Cir nhan khi nguoi hoc hoan thanh chuong trinh dao tao giai doan 1 —
dai hoc, tich lily du sé tin chi theo quy dinh va dap tmg du cac diéu kién xét va cong
nhan tot nghiép theo Quy ché ddo tao dai hoc theo hé thdng tin chi ciia Truong.

Céap bang K¥ su khi ngudi hoc hoan thanh chuong trinh dao tao giai doan 2 —
chuyén sau dic thu, tich lity du sb tin chi theo quy dinh va dap tng du cac didu kién xét
va cong nhan tot nghiép theo Quy ché dao tao dai hoc theo hé thong tin chi cua Trudng.
6. Chuin dau vao

Nguoi hoc ¢6 bang tét nghiép Trung hoc phd thong hoic twong duong va dap ung
cac tiéu chuan xét tuyén hodc thi tuyén dau vao cua Trudng.

Nguoi hoc ¢6 bang tot nghiép cao ding cung nganh hodc nganh gan: Xét cong
nhén két qua hoc tap va khdi lugng kién thtc, ky nang dé mién trir cac hoc phﬁn khi hoc
chuong trinh dao tao nay.

Nguoi hoc dang hoc dai hoc nganh khac tai Truong théa man cac diéu kién trong
Quy ché dao tao dai hoc theo hé théng tin chi ciia Trudng: Xét cong nhin cac hoc phan
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da tich luy trong chuong trinh dao tao nganh tht nhat ¢é xem xét mién hoc cac hoc phan
trong chuong trinh dao tao ctia nganh nay khi hoc nganh thur hai theo chuong trinh dao
tao nay.

Nguoi hoc ¢ bang tét nghiép dai hoc thir nhat nganh khac: Xét cong nhan két qua
hoc tap va khéi lugng kién thue, k§ nang dé mién trir cic hoc phan khi hoc vin bang dai
hoc thtr hai theo chuong trinh dao tao nay.

7. Phwong phap danh gia két qua hoc tip

Theo Quy ché dao tao dai hoc theo hé thong tin chi (Ban hanh kém theo Quyét
dinh s6 3020/QD-DCT ngay 19/10/2023 ctiia Hiéu truéng Trudng Dai hoc Cong Thuong
Thanh phé HO Chi Minh) va Quy dinh thi, kiém tra va danh gia két qua hoc tap (Ban
hanh kém theo Quyét dinh s6 2402/QD-DCT ngay 22/8/2023 cua Hiéu trudéng Truong
Pai hoc Cong Thuong Thanh phdé H6 Chi Minh).

8. Quy ché dao tao va diéu kién tdt nghiép

Xét va cong nhan tbt nghiép: theo Quy ché dao tao dai hoc theo hé théng tin chi
(Ban hanh kém theo Quyét dinh sé 3020/QD-DCT ngay 19/10/2023 cta Hiéu trudng
Truong Pai hoc Cong Thuong Thanh phé H6 Chi Minh).

Chuan ngoai ngit: theo Quy dinh Chuan dau ra ngoai ngir (Ban hanh kém theo
Quyét dinh sb 1281/QD-DCT ngay 26/4/2024 cua Hiéu truong Truong Dai hoc Cong
Thwong Thanh phé H6 Chi Minh).

Chuan cong nghé thong tin: theo Quy dinh Chuin ky ning st dung cong nghé
thong tin (Ban hanh kém theo Quyét dinh s6 3297/QD-DCT ngay 07/11/2023 ctia Hiéu
truong Truong Pai hoc Cong Thuwong Thanh phd HS Chi Minh).

9. Vi tri 1am viéc sau khi tot nghiép
Sinh vién tot nghiép nganh An toan thong tin c6 thé 1am viée tai cac vi tri :

- Chuyén vién ATTT c6 kha nang phan tich, ngan chan sy ¢d cho cac hé théng thong
tin.

- Chuyén vién thiét ké va dam bao an ninh cho cac hé thong thong tin trong cac co
quan, cong ty, truong hoc...

- Can bd nghién ctru va ing dung An ninh mang va Bao mat thong tin & cac vién,
trung tdm nghién ctru va céac truong BH, CD.

- Giang vién vé An ninh mang, Bao mat thong tin va Cong nghé thong tin & cac trudng
bH, Cb.

10. Kha ning hoc tip, ning cao trinh d) sau khi tot nghiép

Sinh vién nganh An toan thong tin thong tin dugc hinh thanh va rén luyén nang
luc tr hoc, tw nghién ctru, sang tao dé dap ung duoc véi su phat trién cia CNTT trong
nude va thé gigi. Pong thoi c6 day du kién thic nén tang dé co thé hoc tap, nghién ciru
& cac cp hoc cao hon (Thac si, Tién si,...).
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11. N¢i dung chuwong trinh dao tao

Picu kién
~ A Ma tw " A % .. .| (hoc trudc (a);
TT|Ma hoc phan quén Tén hoc phan So tin chi tien quyé t (b):
song hanh (c))
I. Kién thirc Gido duc dai cwong 29
Kién thirc Gido duc dai cwong bit budc 27

1. 10101100651 | 11200001 |Triét hoc Méac — Lénin 3(3,0)

2. 10101002298 | 11200002 g‘;?nte chinh tri Méc - 2(2,0) | (2) 0101100651
0101000476 | 11200003 |Chi nghia xa hoi khoa hoc 2(2,0) |(a) 0101100651
0101006322 | 11200005 |Tu twéng HO6 Chi Minh 2(2,0) |(a) 0101100651

5.10101001625 | 11200004 ;‘ﬂ subang Cong san VIEt | 5 2.0y | (a) 0101100651

6. 0101102246 | 14202001 |Anh vin 1 2(L,1)

7.10101102247 | 14202002 |Anh vin 2 2(1,1) | (a) 0101102246

8. 10101102248 | 14202003 |Anh vin 3 2(1,1) | (a) 0101102247

9. 10101006046 | 01201500 |Tin hoc co ban 2(0,2)

10./ 0101102249 | 15200033 |Xac suét va thong ké 2(2,0) |(a) 0101100933

11./ 0101100933 | 15200028 |Giai tich 3 (3,0)

12.10101007629 | 15200036 |Pai s6 tuyén tinh 33,0)

0101001703
0101001704
0101001705 . L
: & ché 2(0,2
13. 0101001706 16201001 |Gido duc thé chat 1 (0,2)
0101001707
0101001697
() 0101001703,
8}8}88}?33 (a) 0101001704,
0101001605 (a) 0101001705,

14.| 0101001604 | 16201002 |Gido dyc thé chét 2 2(0,2) | (a) 0101001706,
0101001701 (a) 0101001707,
0101001696 (a) 0101001697
0101001718 (a) 0101001693,
0101100929 (a) 0101001709,
0101001719 (a) 0101001695,

15.1 0101001702 | 16201003 |Gido dyc thé chat 3 1(0,1) | ()0101001694,
0101100;31 (2) 0101001701,
0101100930 (2) 0101001696,
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Picu kién
(hoc trudc (a);

TT|Ma hoc phan quén Tén hoc phan So tin chi tien quyé t (b);
song hanh (c))
Gido due cude ohe (c) 0101001662,
16.| 0101001657 | 17200004 ni‘ri‘l’l‘-lc quoc phonig - an 3(3,0) | (c) 0101001669,
(c) 0101001677
Gido due cude ohe (c) 0101001657,
17.] 0101001662 | 17300004 nilr?l(1)2uc quoc phonig - an 2(2,0) | (c) 0101001669,
(c) 0101001677
Gido due cude ohe (c) 0101001657,
18./ 0101001669 | 17301005 ni‘rj‘}‘l’3‘-1°q“°Cp ong - an 1(0,1) |(c)0101001662,
(c) 0101001677
Gide due cude ohe (c) 0101001657,
19./ 0101001677 | 17221002 ni‘;‘}‘l’ 4‘-1" quoc phonig - an 2(0,2) |(c) 0101001662,
(c) 0101001669
Kién thirc Giao duc dai cwong tu chon (Chon t6i thiéu 1 2
hoc phan)
. . (a) 0101102249,
1. 0101004030 | 15200008 hoach thuc ngh 2(2,0
Qui hoach thye nghicm @01 ) 0101007629
2. 10101003015 | 15200022 |Logic hoc 2 (2,0)
3. 10101100936 | 17200001 |PO1 mOi sdng tao va khoi| ;)
nghiép
4.10101003731 | 15200023 |Phuong phip nghién ciu| 5 5
khoa hoc
II. Kién thitc Co sé nganh 41
Kién thirc Co' sé' nganh bit budc 38
1. 10101003472 | 01200025 |Nhap mon lap trinh 3(3,0) | (c) 0101003473
2. 10101003473 | 01201026 tTrglc hanh Nhap mon 1ap| 5y | (¢) 0101003472
, (a) 0101003472,
3./0101101943 | 01200034 |Chu tric dit lidu va giai thuat | 2 (2,0) | (a) 0101003473;
(c) 0101004794
o (a) 0101003472,
4. 10101004794 | 01201007 3:u§ai}13t?£tcau trac dir lieul 5 5y | () 0101003473:
& ; (c) 0101101943
5. 10101002289 | 01200031 |Kién tric méy tinh (*) 3(3,0)
6. 10101100986 | 01200039 |CAu tric roi rac 3(3,0)
o (a) 0101100986:;
7. 10101000605 | 01338009 |Co s& dit lidu 360 | (60101007642
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Piéu kién
~ A Ma tuw R A £ .. .| (hoctrudc (a);
TT|Ma hoc phan quén Tén hoc phan So tin chi tien quyé t (b);
song hanh (c))
8. (0101007642 | 01301013 |Thuc hanh Co sé dit liéu 1(0,1) 8 8}8} (1)88232;
, (a) 0101003472,
9. /0101101962 | 01200037 |Lap trinh huéng dbi twong | 2(2,0) | (a) 0101003473;
(c) 0101005281
A , (a) 0101003472,
10. 0101005281 | 01201015 ggft‘l’léfnh Lap trinh huéng| ) 1) | (4) 0101003473
oNE (c) 0101101962
11./ 0101102520 | 01200601 |Ly thuyét thong tin vama héa| 3 (3,0)
(a) 0101002289,
12.10101003158 | 01200011 |Mang may tinh (*) 3(3,0) | (a)0101003472;
(c) 0101005322
(a) 0101002289,
13.10101005322 | 01201012 |Thuc hanh Mang méy tinh 1(0,1) | (a)0101003472;
(c) 0101003158
14.1 0101001742 | 01200013 |H¢ didu hanh (*) 3(3,0)
15.1 0101102521 | 01200602 E{ge“ thong va ma hoa tin| 5 5 50 | () 0101003158
16 | 0101007881 | 01202054 |Céng nghé Net 3(1,2) Eg 8}8}883‘6‘3?
Kién thirc Co sé nganh tw chon (Chon t6i thiéu 1 hoc phan) 3
1. 0101004725 | 01202038 |Thiét ké web 3(1,2)
2. 10101000002 | 01202055 |Cong nghé Java 3(1,2) 83 8}8}?8(1)823’
3. 10101101955 | 01202046 |Lap trinh Python 3(1.2) 8; o e
I11. Kién thitc Chuyén nganh 51
Kién thirc Chuyén nganh bit budc 29
1. [0101100111 | 01200058 |Mat ma hoc (*) 3(3,0)
2. 10101102169 | 01202056 |Quén tri mang 3(1.2) 8 8}8}88?;;?
(a) 0101003158,
3. 10101101985 | 01200074 |An toan mang may tinh 2(2,0) | (a)0101005322;
(c) 0101100172
‘ ‘ (a) 0101003158,
4. 10101100172 | 01200060 igucﬁr?snh Antoan mang| ¢ 1y | (5) 0101005322:
Y (c) 0101101985
5. 10101100993 | 01202050 |X4y dung ha ting mang 3(1,2) Eg 8}8}88;;5’
6. 10101102530 | 01202502 |Anh van chuyén nganh 2(1,1)
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Picu kién

~ A Ma tuw R A £ .. .| (hoctrudc (a);
TT|Ma hoc phan quén Tén hoc phan So tin chi tién quyét (b):
song hanh (c))
7. 10101102531 | 01203715 |Db 4n chuyén nganh 2(0,2) |2 hoc phan nay
(5TC) tuong
duong hoan
thanh khoa hoc
thi cua mot trong
. _ cac  ching chi
8. 0101102532 | 01200716 |15 Hang fam vice tai doanh| 5 (3 ) | quoc 1€ sau:
nghicp e Azure Security
Engineer
Associate.
e CCNA
Security
9. 0101102533 | 01204717 |Thuc tap tot nghiép (*) 4(0,4)
10.| 0101102534 | 01206718 |Kho4 luan tt nghiép (*) 6 (0,6)
Kién thitc Chuyén nganh tw chon (Chon 16i thiéu 2 hoc 6
phan)
U aea o N (a) 0101003158,
1. | 0101101966 | 01202045 |Ao hoa vadiéntodn dam may| 3 (1,2) (a) 0101005322
2. 10101101965 | 01202044 |Lap trinh mang 3(1,2)
3. 10101102522 | 01202603 |Phéan tich va xu Iy ma doc 3(1,2)
4. 10101007884 | 01202604 |Hé diéu hanh Linux 3(1,2)
A 11X LA C1 R , (a) 0101003158,
5.10101102523 | 01202605 |Phan tich16 hong vakiémtha| 3 (1,2) (a) 0101005322
6. 10101101347 | 01202606 |Internet of Things 3(1,2)
(a) 0101003472,
7. 10101002921 | 01220016 |Lap trinh web 3(1,2) | (a) 0101000605,
(a) 0101004725
Kién thirc Chuyén nganh ty chon theo nhém chuyén
nganh (Sinh vién lwa chon 01 trong 02 chuyén nganh Bao 16
mdt hé thong va Bao mat ung dung)
Chuyén nganh Bao mit hé thong 16
Kién thirc chuyén nganh Bio mat hé thong bit budc 10
. . (a) 0101003158,
H¢ thong tim kiém, ngan (a) 0101102169,
1. 10101100116 | 01190092 |ngua va phat hign xam nhap| 3 (3,0) (a) 0101101985,

*)

(a) 0101100993;
(c) 0101100117
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Piéu kién
~ A Ma tuw R A £ .. .| (hoctrudc (a);
TT|Ma hoc phan quén Tén hoc phan So tin chi tién quyét (b):
song hanh (c))
, (a) 0101003158,
Thyc hanh H¢ thong tim (a) 0101102169,
2. 10101100117 | 01190093 |kiém, ngan ngira va phathién| 1(0,1) | (a) 0101101985,
xam nhap (a) 0101100993;
(c) 0101100116
3./0101100115 | 01190100 |Phéap ching k§ thuat sé 3(3,0)
‘ (a) 0101003158,
4. 10101100175 | 01190101 |An ninh ha ting mang 2(2,0) | (2)0101100993;
(c) 0101100176
e hanh A (a) 0101003158,
5.10101100176 | 01190102 | '¥e hamh an ninh ha tangi 1) | ) 0101100993;
mang
‘ (c) 0101100175
Kjén thirc chuyén nganh Bao mit h¢ thong tw chon (Chon 6
toi thiéu 4 hoc phan)
1. {0101101034 | 01200076 |Bao mat hé théng thong tin 2(2,0)
2. 10101101035 | 01201077 ;%‘i;?;“h bdo mat h¢ thong| ) |
(a) 0101003158
Gidm st v e ol i (a) 0101102169,
1am Ssat va gc Su CO an
3. [0101101080 | 01200073 | (s iparoin 2 (2,0) (a) 0101101985,
(a) 0101100993;
(c) 0101101081
(a) 0101003158,
o (a) 0101102169,
4. 10101101081 | 01201074 Zfrl;tzuhgﬁnﬁ?amn tfgnvaﬁ‘;ng 1(0,1) |(a) 0101101985,
; X ;
& (a) 0101100993
(c) 0101101080
‘ o (a) 0101003158,
. o ; : a ;
5.10101100173 | 01190094 indﬁ,‘fn mang khong day va , 0101101985
e (c) 0101100174
‘ ‘ (a) 0101003158,
6. 10101100174 | 01190095 Eﬁgg ggnhvaﬁ? dg‘;an ML 1. 0,1) |(a)0101101985;
& day e (c) 0101100173
\ o (a) 0101003158;
7. 10101100169 | 01190107 |Cong nghé tudng lira 220 | (3 0101100170
Thuc hanh Céng nghé tuong (a) 0101003158;
8. 0101100170 | 01190108 |- LOD | (0101100169
Chuyén nganh Bio mit &rng dung 16
Kién thirc chuyén nganh Bio mét irng dung bit budc 10
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Piéu kién
(hoc trudc (a);

TT|Ma hoc phan quén Tén hoc phan So tin chi tien quyé t (b);
song hanh (c))
(a) 0101003158,
e i ki o (a) 0101102169,
1. 10101100116 | 01190092 |H¢ thongtimkiém, ngan 53 3 o | ) 0101101985,
ngtra va phat hi¢n xam nhap
(a) 0101100993;
(c) 0101100117
, (a) 0101003158,
Th}_tC hanh H¢ thong tim (a) 0101102169,
2. 10101100117 | 01190093 |kiém, ngin ngira va phat 1(0,1) |(2)0101101985,
hién xam nhap (a) 0101100993;
(c) 0101100116
3. 10101100115 | 01190100 |Phap ching k¥ thuat s 3(3,0)
Bao mat web va ing dun (2) 0101101985,
4.|0101101002 | 01200082 |, ™ g dung 2(2,0) | (a)0101100172;
(c) 0101101003
e n ‘ (a) 0101101985,
5.10101101003 | 01201083 &Tguzﬁinh Baomatwebva |\ 1y | (2) 0101100172:
g aung (c) 0101101002
Kién thirc chuyén nganh Bao mat irng dung ty chon 6
(Chon toi thieu 4 hoc phan)
1. | 101101034 | 01200076 |Bao mat hé théng thong tin | 2 (2,0)
2. | 101101035 | 01201077 | Lhvc hanh Baomathe thong |
thong tin
, (a) 0101003158,
3. 10101100181 | 01200080 |K§ thuat khai thac tin cong | 2(2,0) | (a) 0101005322;
(c) 0101100182
e (a) 0101003158,
4. 10101100182 | 01201081 gll;‘i";fégfy thuat khai 1(0,1) | (a)0101005322;
£ (c) 0101100181
5. 10101100169 | 01190107 |Céng nghé tudng lira 2 (2,0) 8 8}8}?885?);
Thuc hanh Cong nghé tudng (a) 0101003158;
6. 0101100170 | 01190108 |, LOD | (00101100169
7. 10101102524 | 01200613 |Bao mat trong IoT 2(2,0) |(c)0101102525
8. 10101102525 | 01201614 |Thuc hanh Bao mat trong IoT| 1(0,1) | (c) 0101102524
Kién thirc Chuyén siu diic thi 30
Kién thirc Chuyén siu dic thu bit budc 18
Thi gidc may tinh va nhéan
1. 0101102877 | 01202616 |dang mau trong an toan thong| 4 (3,1)

tin
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Piéu kién
~ A Ma tuw R A £ .. .| (hoctrudc (a);
TT|Ma hoc phan quén Tén hoc phan So tin chi tién quyét (b):
song hanh (c))
2. 10101102544 | 01200722 |C4¢ van dé hién dai trong o] 5 5
tué nhan tao
3. 10101101015 | 01204101 |Thyc tap k¥ su (*) 8 (0,8)
4. 10101102545 | 01203724 |D6 an k¥ su (*) 3(0,3)
Kién thirc Chuyén siu déc thu ty chon (Sinh vién chon 16i 12
thiéu 3 hoc phan 127TC)
5. 10101102526 | 01202615 |An toan mang xa hoi 4 (3,1)
6. 10101102549 | 01202516 |Phat trién tng dung IoT 4 (3,1)
7. [0101102527 | 01202730 |Khai thic d& li€u tng dung| 5 ;)
trong an toan thong tin
8. (0101102528 | 01202731 |C4c van dé hién dai trongan| 5 |y
toan thong tin
9. [0101102551 | 01202518 |COne nghe mang va truyén| 4 4
thong hién dai
100101102343 | 01202514 |Cong nghé Blockchain 4 (3,1)
Tong so tin chi ly thuyét (Khong tinh cac hoc phan GDTC, 98
GDQP-AN *)
Tong so tin chi thyc hanh, thyc tip, khéa luan (Khong 53
tinh cac hoc phan GDTC, GDQP-AN *)
Tong so tin chi toan khéa (Khong tinh cac hoc phan GDTC, 151
GDQP-AN*)
12. Ké hoach dao tao
Mi Mi . X S6 tin -
TT hoc phin tu quan Tén hoc phan chi Ghi chu
Hoc ky 1: 13 tin chi tich liiy + 8 tin chi khong tich liy
Hoc phin bit bujc 13
1. | 0101100651 | 11200001 | Triet hoc Mac-Lénin 3(3,0)
2. 0101006046 | 01201500 | Tin hoc co ban 2(0,2)
3. | 0101100933 | 15200028 | Giai tich 3(3,0)
4. | 0101003472 | 01200025 | Nhap mén lap trinh 3(3,0)
5. | 0101003473 | 01201026 | Thyc hanh Nhap mon lép trinh 2(0,2)
6. | 0101001657 | 17200004 | Gido duc qudc phong - an ninh 1 3 (3,0) tﬁoﬁgy
. £ . : Khoéng
7. | 0101001662 | 17300004 | Gido duc qudc phong - an ninh 2 2(2,0) tich liiy
. X \ . Khoéng
8. | 0101001669 | 17301005 | Gido duc quoc phong - an ninh 3 1(0,1) tich liiy
. % \ . Khong
9. | 0101001677 | 17221007 | Gi4do duc qudc phong - an ninh 4 2(0,2) tich liiy
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Mi Mi . X S6 tin -
TT hoc phin tu quan Tén hoc phan chi Ghi chu
Hoc ky 2: 19 tin chi tich liiy + 2 tin chi khong tich lily
Hoc phan bit bujc 17
1. 10101002298 | 11200002 | Kinh t€ chinh tri Mac-Lénin 2 (2,0)
2. | 0101102246 | 14202001 | Anhvan 1 2(1,1)
0101001703
0101001704
0101001705 . T Khong
3. 0101001706 16201001 | Gido duc thé chat 1 2(0,2) tich Iy
0101001707
0101001697
4. | 0101007629 | 15200036 | Pai so tuyen tinh 3(3,0)
5. | 0101100986 | 01200039 | Cau truc roi rac 33,0
6. | 0101101943 | 01200034 | Cau tric dir liéu va giai thuat 2 (2,0)
7. | 0101004794 | 01201007 tTh}:l‘;f hanh Cau tric di litu va gial | 5 ¢ )
8. | 0101002289 | 01200031 | Kién tric may tinh (*) 3(3,0)
Hoc phan tw chon (Chon toi thiéu 1 hoc phan) 2
1. | 0101004030 | 15200008 | Qui hoach thyc nghiém 2 (2,0
2. | 0101003015 | 15200022 | Logic hoc 2 (2,0
3. | 0101100936 | 17200001 | P61 méi sang tao va khoi nghiép 2 (2,0)
4. | 0101003731 | 15200023 | Phuong phap nghién ctru khoahoc | 2 (2,0)
Hoc ky 3: 18 tin chi tich lity + 2 tin chi khong tich lay
Hoc phan bat bugc 18
1. | 0101000476 | 11200003 | Chu nghia xa hdi khoa hoc 2 (2,0)
2. | 0101102247 | 14202002 | Anh van 2 2 (1,1)
0101001693
0101001709
0101001695 . P Khong
3. 0101001694 16201002 | Gido duyc thé chat 2 2(0,2) tich Iy
0101001701
0101001696
4. 0101102520 | 01200601 | Ly thuyét thong tin va ma hoa 3(3,0)
5. | 0101003158 | 01200011 | Mang may tinh (*) 3(3,0)
6. | 0101005322 | 01201012 | Thyc hanh Mang may tinh 1(0,1)
7. | 0101101962 | 01200037 | Lap trinh hudng doi tugng 2 (2,0)
8. | 0101005281 | 01201015 tTu};‘i; hanh Lap trinh huéng doi | ¢ |
9. | 0101000605 | 01338009 | Co s dix liu 33,0
10. | 0101007642 | 01301013 | Thyc hanh Co s¢ dir li¢u 1(0,1)
Hoc ky 4: 21 tin chi tich liiy + 1 tin chi khong tich lily
Hoc phan bit budc 18
1. | 0101006322 | 11200005 | Tu tuéng HO Chi Minh 2(2,0)
2. | 0101102248 | 14202003 | Anh van 3 2 (1,1)
3. 0101102249 | 15200033 | Xéac suat thong ké 2 (2,0
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Ma Ma n A So tin < 0
TT hoc phin tu quan Tén hoc phan chi Ghi chu
0101001718
0101100929
4, 8}8}88};(1)2 16201003 | Gido duc thé chat 3 1(0,1) tﬁll"l?lgy
0101100931
0101100930
5. | 0101001742 | 01200013 | Hé diéu hanh (*) 3(3,0)
6. 0101102521 | 01200602 | Truyén thong va ma héa tin hiéu 33,0
7. | 0101007881 | 01202054 | Cong ngh¢ .Net 3(1,2)
8. | 0101102169 | 01202056 | Quan tri mang 3(1,2)
Hoc phan tw chon (Chon 6i thiéu I hoc phan) 3
1. | 0101004725 | 01202038 | Thiét ké web 3(1,2)
2. | 0101000002 | 01202055 | Cong ngh¢ Java 3(1,2)
3. | 0101101955 | 01202046 | Lap trinh Python 3(1,2)
Hoc ky 5: 19 tin chi tich lity + 0 tin chi khong tich lay
Hoc phan bit bujc 13
1. | 0101001625 | 11200004 | Lich sit Bang Cong san Vié¢t Nam 2(2,0)
2. 0101102530 | 01202502 | Anh van chuyén nganh 2(1,1)
3. | 0101100111 | 01200058 | Mat ma hoc (*) 3(3,0)
4. | 0101100993 | 01202050 | Xay dung ha tang mang 3(1,2)
5. | 0101101985 | 01200074 | An toan mang may tinh 2(2,0)
6. | 0101100172 | 01200060 | Thuc hanh An toan mang may tinh 1(0,1)
Hoc phan tw chon (Chon 6i thiéu 2 hoc phan) 6
4. | 0101101966 | 01202045 | Ao héa va dién toan ddm may 3(1,2)
5. | 0101101965 | 01202044 | Lap trinh mang 3(1,2)
6. | 0101102522 | 01202603 | Phan tich va xtr Iy ma doc 3(1,2)
7. | 0101007884 | 01202604 | Hé diéu hanh Linux 3(1,2)
8. | 0101102523 | 01202605 | Phan tich 16 hong va kiém thu 3(1,2)
9. | 0101101347 | 01202606 | Internet of Things 3(1,2)
10. | 0101002921 | 01220016 | Lap trinh web 3(1,2)
Hoc ky 6: 18 tin chi tich liiy + 0 tin chi khong tich lily
Hoc phin bit bujc 2
| 0101102531 | 01203715 | B6 4n chuyén nganh 2(0,2)
Hoc phan bat budc theo nhém chuyén nganh (Sinh vién chon 01
chuyén nganh trong 02 chuyén nganh: Chuyén nganh Bdo mdt hé thong, 10
Chuyén nganh Bao mdt ung dung)
Hoc phan bit budc Chuyén nganh Bz’io’m@t hé th(’:ing 10
H¢ thong tim kiém, ngan ngura va
1. | 0101100116 | 01190092 pht hién xam nhap (*) ’ 3(3,0)
2. | 0101100117 | 01190093 | [1we hanh HE thong tim kiém, ngan | ¢ )
ngura va phat hién xam nhap
3. | 0101100115 | 01190100 | Phap chimg k¥ thuét sb 33,0
4. | 0101100175 | 01190101 | An ninh ha ting mang 2(2,0)
5. | 0101100176 | 01190102 | Thuc hanh an ninh ha ting mang 1(0,1)
Hoc phan bit budc Chuyén nganh Bio mit ing dung 10
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Mi Mi . X S6 tin -

TT hoc phin tu quan Tén hoc phan chi Ghi chu

1. | 0101100116 | 01190092 | HE thong tim kiém, ngdn nglra va | 5 5
phét hién xam nhap

2. | 0101100117 | 01190093 | Ihwc hanh HE thong tim kiém, ngan | | |
ngura va phat hién xam nhap

3. | 0101100115 | 01190100 | Phap ching k¥ thuat so 33,0

4. | 0101101002 | 01200082 | Bao mat web va trng dung(*) 2 (2,0)

5. | 0101101003 | 01201083 | Thyc hanh bdo mat web va ing dung | 1 (0,1)

Hoc phan tw chon theo nhém chuyén nganh (Sinh vién chon 01

chuyén nganh trong 02 chuyén nganh: Chuyén nganh Bao mdt he thong, 6

Chuyen nganh Bao mat vng dung giong nhom chuyén nganh da chon

trong phan bat buoc)

Hoc phan ty chon Chuyén nganh Bao mat hé thong (SV lua chon toi 6

thiéu 4 hoc phan 6TC)

1. | 0101101034 | 01200076 | Bao mat hé thong thong tin 2 (2,0)

2. | 0101101035 | 01201077 tTlﬂu’C hanh bdo mat h¢ thong thong | | |

3. | 0101101080 | 01200073 | Gidm sdt va tng ctu sy co an toan | , ;)
thong tin

4. | 0101101081 | 01201074 | [huc hanh Gidm sat va tmg cau sw | | |y
c0 an toan thdng tin

5. 1 0101100173 | 01190094 | An toan mang khong day va di dong | 2 (2,0)

6. | 0101100174 | 01190095 | |nuc hanh An toan mang khong ddy | | |
va di dong

7. | 0101100169 | 01190107 | Cong ngh¢ tuong ltra 2 (2,0)

8. | 0101100170 | 01190108 | Thyc hanh Cong nghé tuong lira 1(0,1)

Hoc phan ty chon Chuyén nganh Bao méat ing dung (SV liwa chon toi 6

thiéu 4 hoc phan 6TC)

1. | 0101101034 | 01200076 | Bao mat h¢ thong thong tin 2 (2,0

2. | 0101101035 | 01201077 tTlﬂu’C hanh bao mat h¢ thong thong | |

3. | 0101100181 | 01200080 | Ky thuat khai thic tan cong 2 (2,0

4. | 0101100182 | 01201081 Z;‘r‘l‘g hanh ky thuat khai thic tan | | |\

5. | 0101100169 | 01190107 | Cong nghé tuong ltra 2 (2,0)

6. | 0101100170 | 01190108 | Thuc hanh Cong nghé tuong lira 1 (0,1)

7. 0101102524 | 01200613 | Bdo mat trong [oT 2 (2,0)

8. 0101102525 | 01201614 | Thyc hanh Bao mat trong IoT 1(0,1)

Hoc ky 7: 20 tin chi tich lily
(13 tin chi tich liy giai doan 1 + 7 tin chi tich liiy giai doan 2) + 0 tin chi khong tich liy

Hoc phin bit budc giai doan 1 — dai hoc 13
1. | 0101102532 | 01200716 | Ky nang lam viéc tai doanh nghiép 3(3,0)
2. | 0101102533 | 01204717 | Thyc tap tot nghiép (*) 4(04)
3. | 0101102534 | 01206718 | Khod luén tot nghiép (*) 6 (0,6)
Hoc phan bit budc giai doan 2 - chuyén sau dic thu 7
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Mi Mi . X S6 tin -

TT hoc phin tu quan Tén hoc phan chi Ghi chu
I. | 0101102877 | 01202616 | LM gidc méy tinh va nhan dang mau | 5 1y | Danh cho
trong an toan thong tin SV dang
ky hoc lén
T S : A 1A giai doagn

2. | 0101102544 | 01200722 | S2¢ vam dehicn daitrong e mban | 5 (3 0) | 5 cpuyye
: sau  dac
thu (ky su)

Hoc ky 8: 23 tin chi tich lily + 0 tin chi khong tich liy
(Danh cho SV dang ky hoc lén giai doan 2 - chuyén sau ddac thu)

Hoc phin bit budc giai doan 2- chuyén siu dic thu 11
1. | 0101101015 | 01204101 | Thyc tap ky su (*) 8 (0,8)
2. | 0101102545 | 01203724 | D6 an ky su (*) 3(0,3)
Hoc ph:‘h} tw chon giai doan 2 — chuyén sau dic thu (SV chon t6i thiéu 12
3 hoc phan 12TC)
1. | 0101102526 | 01202615 | An toan mang xa hdi 4 (3,1)
2. | 0101102549 | 01202516 | Phat trién (mg dung IoT 4 (3,1)
3. | 0101102527 | 01202730 | Khai thic dir ligu tmg dung trong an | 5
toan thong tin
4. | 0101102528 | 01202731 | €4 van d& hién dai trong an toan | 5
thong tin
Cong nghé mang va truyén thong
5. 1 0101102551 | 01202518 |, .. =, . 4 (3,1)
hién dai
6. | 0101102343 | 01202514 | Cong nghé Blockchain 4(3,1)

13. Kiém soat va dam bio chit lwong dao tao

Céc don vi c6 trach nhi€ém xay dung va thuc hién Ké hoach kiém soat va dam bao
chat lugng dao tao theo Chuong trinh dao tao da dugc phé duyét va Quy dinh vé cong
tac giang day hién hanh.

14. Hwéng din thue hién

14.1. Pdi véi cac Khoa dio tao, B) mon

- C6 trach nhiém t6 chirc thuc hién ding yéu cu vé ndi dung ctia chuong trinh va
tu van, huéng dan cho nguoi hoc dang ky cac hoc phan.

- Phén cong giang vién phu trach tung hoc phan va cung cip dé cuong hoc phan
cho giang vién dé trién khai ké hoach giang day.

- Chuan bj day du gido trinh, tai liéu tham khéo, co s& vat chat dé dam bao thuc
hién t6t chuong trinh.
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- Can chu y dén tinh logic cua viéc truyén dat va tiép thu cac mang kién thirc, quy
dinh cac hoc phf‘m tién quyét, hoc trude va chuén bj giang vién dé dap mg yéu ciu giang
day cac hoc phan ty chon.

- Kiém tra, giam sat cong tac giang day cua giang vién theo Quy dinh vé cong t}ic
giang day hién hanh va dam bao céc hoat dong d6i mdi phuong phép giang day va kiém
tra danh gia.

14.2. Pbi véi giang vién

- Giang vién can phai nghién ciru k§ noi dung dé cuong hoc phan dé chudn bj bai
giang, phuong phép giang day va cac phuong tién day hoc phu hop.

- Giang vién phai chuan bj diy du gido trinh, tai liéu hoc tap va cung cip cho nguoi
hoc dé ngudi hoc chuén bi trude khi 1én 16p.

- Str dung da dang cdc phuong phap giang day va hoc theo triét ly gido duc “Hoc
tdp chu dong, lam viéc sdng tao”, thyc hién ding cac phuong phap kiém tra, danh gia
quy dinh trong dé cuong hoc phan.

- Rat kinh nghiém dbi vé6i hoat dong giang day cua ban than va tich cyc tham gia
vao hoat dong ddi méi phuong phap day hoc theo Quy dinh vé cong tac giang day hién
hanh.

14.3. Doi véi ngurdi hoe

- Phai tham khao y kién tu v4n cua ¢ van hoc tap/gido vién chu nhiém dé lya chon
hoc phan cho phii hop véi dinh huéng va nang luc hoc tép.

- Phai dam bao diy du thoi gian 1én 16p hodc tham gia thuc hanh theo quy dinh.

- Phat huy tinh ty chu, tiqh than tu hoc, tu nghién ciru, ddng thoi tich cuc tham gia
hoc tap theo nhém, tham dy day du céc hoat dong thao luin, seminar, thyc hanh.

- Tich cure khai théc céc tai nguyén trén mang vé’trong thu vién cua truong dé phuc
vu cho viée tyr hoc, tyr nghién ctru va 1am khoéa luén tot nghiép.

- Thyc hién nghiém tic Quy ché thi, kiém tra va danh gia két qua hoc tap.

15. Phé duyét chwong trinh dao tao
TP. HCM, ngay{( thang§ nam 202 TP. HCM, ngay/Lthang ¥ndm 202
CHU TICH HQI PONG KH&DPT TRUONG KHOA

b T
/// . N :
T Than By T

JVWM%M

TP. HCM, ngay{§thdng8 nam 202
HIEU TRUONG
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